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2 AT Command Overview

2.1 AT Command Format

AT command = Ot 2| @t Zt2 Type O], 2= command 7} U 7}X| HIE S CHX| 28} X| &=L}

Test Command AT Module O] normal transmission 9! X| ZtOIStCE,

— [

7t MXS 2+
AT+<command>=<para0><paral> Parameter = St

Set Command

s <paran> parameter 2| == Ct2LC}
Query Command  AT+<command>? HYE }=E T parameter ot 2 2™ DHCL
Execute Command  AT+<command> £ dfunction = A SICH

Note:
1. ATcommand = LHZXFO/H AT Z A/ &S} LI CR LF(=0x0A 0x0D) 2 = & HLF
2. <command> = 2219/ F 20/ == 9/0/2tC} G Z = 0f <command>=RST LICWMODE_CUR

Z0/ g/~ 0/r)
3. ATcommand = 67 21 7} C/parameter E7}E + UL 0 212} Ofparameter == &4 ZAF 50/

4. Optional parameters = L2 2[ |.Z HZ|EIC} 0|22 ERSIA| YALILIEFLIX] Y=+

Qlon SFETYSH R LLOE SHEIL

5. String parameters = = I} S H = H 7|6} 0f L2 EICf
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2.2 Response Format

AT Command 0| Cf 3FReturn values = CHS 1F 2L}

ERROR

Error Messages
ALREADY CONNECTED

SEND FAIL

OK
+<Command>: <paral>, .., <paran>
OK

SEND OK
Success

Message

<description>

OK

XX e AT YHO|ALL HRE

Tp2hof & 7+ 2 2| AL,

TCP, UDP, SSL connection O] 0|0| &1 Z &|0f

UE.

Network Data T 0| A IS} AL,

Set command 7t S & O 2 AU | LT

Query = Execute Command 7 &M o2

A | A 1T parameter 2L =2 BH2HSIC

Network Data & 0| S SHRALE.

Query = Execute Command 7| &M 2

<description>2 HtetE|= gf=S 2|0[5HH,
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2.3 List of Messages

command 0| CH3t return 4 20F E = =2 OF2H O] | A| X| 7} return =l CF,

ready AT firmware 7| =H| &l

WIFI CONNECTED WizFi360 Station O| AP 2 1 Z &

WIFI GOT IP WizFi360 Station O| AP 25 E{Ip ETH S
WIFI DISCONNECTED WizFi360 Station O| Ap 2 E{o| HZA0| &L

busy s...
SEE ot

busy p... Busy processing. WizFi360 O| O|F input & XN2| 5 0|22 MEZ
input 0 S &t == giCt.

<Link ID>, CONNECT <Link ID>7} Network Of| & & &

<Link ID>, CLOSED <Link ID>7| Network 2t 0| Z 4

+IPD Network Ci| O] E{ =4

+STA_CONNECTED: <mac> WizFi360 SoftAP Of Station O] 1 & &

+DIST_STA_IP: <mac>, <ip addr> WizFi360 SoftAP 7t A Z Zl station Of| Al 1P E 2 &2t

+STA_DISCONNECTED: <smac> WizFi360 SoftAP Off & Z £ H station 2| 20| B &
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2.4 Enter AT normal transmission mode

WizFi360 = Normal transmission mode 2ttransparent mode 7} L.
WizFi360 O| Normal transmission mode 2 &2t 2t 42, AT Command S 33 $tCt. Normal transmission mode =

AT\r\n & & Z\AnOK\r\n S return B0} 2} QIS

of

WizFi360 O|transparent mode 2| @ AT Command = &% S}X| B4=C}. peer 2F | O| Ef S4B 7155},

4

"r+" S QY A2 Normal transmission mode =2 ™ &HSHCH
Note:
1. TcP E4£/0/ HZE/0/ Ol dtransparent mode Z & &5t OIS &2 Normal transmission mode =
M 2tof A &) FH off 5 HZ 2 FOf KL
2 ari QIEA] v 2 BT Eseral S IS OSIOFIT, FOE1 £t SR ENT FLO
oLcro Bt ol &t

oH=

3. WizFi360 Sldefault mode ©=Normal transmission mode O/Lf
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3 AT Command Description

AT Command list

AT Tests AT Startup
AT+RST Restarts the module
AT+GMR Checks Version Information
AT+GSLP Enters Deep-sleep Mode
ATE AT Commands Echoing
AT+RESTORE Restores the Factory Default settings
System AT+UART_CUR Current UART Configuration; Not saved to Flash
control
commands AT+UART_DEF Default UART Configuration; Saved in the Flash

AT+SLEEP Configures the Sleep Modes
AT+SYSIOSETCFG Configures |0 Working Mode
AT+SYSIOGETCFG Checks I0 Working Mode
AT+SYSGPIODIR Configures the Direction of a GPIO
AT+SYSGPIOWRITE Configures the GPIO Output Level
AT+SYSGPIOREAD Reads the GPIO Input Level
AT+CWMODE_CUR Sets the Current WiFi mode; Not Saved in the Flash
AT+CWMODE_DEF Set the operation mode, Save to Flash
AT+CWIJAP_CUR Connects to an AP; Configuration Not Saved in the Flash
AT+CWIJAP_DEF Connects to an AP; Configuration Saved in the Flash
AT+CWLAPOPT Sets the Configuration for the Command AT+CWLAP
AT+CWLAP Lists Available APs

WiFi AT+CWQAP Disconnects from the AP

command AT+CWSAP_CUR Configures the WizFi360 SoftAP; Configuration Not Saved in the Flash

AT+CWSAP_DEF Configures the WizFi360 SoftAP; Configuration Saved in the Flash
AT+CWLIF IP of Stations to Which the WizFi360 SoftAP is Connected
AT+CWDHCP_CUR Enables/Disables DHCP; Configuration Not Saved in the Flash
AT+CWDHCP_DEF Enables/Disables DHCP; Configuration Saved in the Flash

Sets the IP Address Allocated by WizFi360 SoftAP DHCP; Configuration Not

AT+CWDHCPS_CUR
Saved in Flash
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TCP/IP
command

AT+CWDHCPS_DEF

AT+CWAUTOCONN

AT+CIPSTAMAC_CUR

AT+CIPSTAMAC_DEF

AT+CIPAPMAC_CUR

AT+CIPAPMAC_DEF

AT+CIPSTA_CUR

AT+CIPSTA_DEF
AT+CIPAP_CUR
AT+CIPAP_DEF
AT+CWSTARTSMART
AT+CWSTOPSMART
AT+WPS
AT+CWHOSTNAME
AT+CWCOUNTRY_CUR
AT+CWCOUNTRY_DEF
AT+WIZ_NETCONFIG
AT+CIPSTATUS
AT+CIPDOMAIN
AT+CIPSTART
AT+CIPSSLSIZE
AT+SSLCCONF
AT+CASEND
AT+CIPSEND
AT+CIPSENDEX
AT+CIPSENDBUF
AT+CIPBUFRESET
AT+CIPBUFSTATUS

AT+CIPCHECKSEQ

Sets the IP Address Allocated by WizFi360 SoftAP DHCP; Configuration Saved in
Flash

Auto-Connects to the AP or Not

Sets the MAC Address of the WizFi360 Station; Configuration Not Saved in the
Flash

Sets the MAC Address of the WizFi360 Station; Configuration Saved in the Flash

Sets the MAC Address of the WizFi360 SoftAP; Configuration Not Saved in the
Flash

Sets the MAC Address of the WizFi360 SoftAP; Configuration Saved in the Flash

Sets the Current IP Address of the WizFi360 Station; Configuration Not Saved in
the Flash

Set the static IP of WizFi360 Station, Saved to Flash

Sets the IP Address of the WizFi360 SoftAP; Configuration Not Saved in the Flash
Sets the IP Address of the WizFi360 SoftAP; Configuration Saved in the Flash
Start SmartConfig

Stop Smart Config

Enables the WPS Function

Configures the Name of WizFi360 Station

Set WiFi Country Code of WizFi360; Configuration Not Saved in the Flash
Set WiFi Country Code of WizFi360; Configuration Saved in the Flash
WebServer for setting SSID/PWD (Default: 192.168.36.1)

Gets the Connection Status

DNS Function

Establishes TCP Connection, UDP Transmission or SSL Connection

Sets the Size of SSL Buffer

Sets Configuration of WiFi360 SSL Client

Sets the SSL certificate

Send data

Sends data when length of data is <length>, or when \0 appears in the data
Writes Data into the TCP-Send-Buffer

Resets the Segment ID Count

Checks the Status of TCP-Send-Buffer

Checks If a Specific Segment Was Successfully Sent
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AT+CIPCLOSE

AT+CIFSR

AT+CIPMUX

AT+CIPSERVER

AT+CIPSERVERMAXCONN

AT+CIPMODE
AT+SAVETRANSLINK
AT+CIPSTO
AT+CIUPDATE
AT+PING
AT+CIPDINFO
+PD
AT+CIPSNTPCFG
AT+CIPSNTPIME
AT+CIPDNS_CUR
AT+CIPDNS_DEF
AT+MQTTSET
AT+MQTTTOPIC
AT+MQTTQOS
AT+MQTTCON
AT+MQTTPUB
AT+MQTTPUBSEND
AT+MQTTDIS
AT+AZSET
AT+AZCON
AT+AWSPKSEND
AT+CLICASEND

AT+AWSCON

Closes the TCP/UDP/SSL Connection

Gets the Local IP Address

Enable or Disable Multiple Connections
Deletes/Creates TCP Server

Set the Maximum Connection Number Allowed by Server
Sets transmission mode

Saves the Transparent Transmission Link in Flash;
Sets the TCP Server Timeout

Update the Firmware

Ping Packets

Shows the Remote IP and Port with +IPD

Receive Network Data

Sets the Configuration of SNTP

Checks the SNTP Time

Sets User-defined DNS Servers; Configuration Not Saved in the Flash

Sets User-defined DNS Servers; Configuration Saved in the Flash

Sets the Configuration of MQTT connection
Sets the Topic of Publish and Subscribe
Sets the Configuration of QoS

Connects to a Broker

Publish a message

Publish a message

Disconnects from a Broker

Sets the Configuration of Azure loT Hub connection
Connects to a Azure loT Hub

Sets private Key

Sets Client Certificate

Connects to AWS loT Core
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3.1 System Control Commands

3.1.1 Tests AT Startup

Commands AT

Response OK

3.1.2 AT+RST: Restarts the module

Commands AT+RST

Response OK

3.1.3 AT+GMR: Checks Version Information

- Execute Command

Commands AT+GMR
<AT version info>
<SDK version info>

Response <compile time>

OK

- O
Parameter <SDK version info>: SDK version Of 25t H &,
<compile time>: BIN compile time.

AT+GMR

AT version:1.0.1.0(Jun 6 2019 17:49:31)
Example SDK version:3.0.0(a0ffffof)

compile time:Jun 6 2019 17:49:31

OK

3.1.4 AT+GSLP: Enters Deep-sleep Mode

e

Commands AT+GSLP=<time>

Function WizFi360 = <time>A|7t-& 2t Deep-sleep 2 Of| 7] Of L
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Response OK

Parameter <time>: WizFi360 2| sleep A|Zt. ¥ ?|-=1000~65535 ms O|C.
AT+GSLP=3000

Example
oK

3.1.5 ATE: AT Commands Echoing

Commands ATE
Response OK

ATEO: echo off

Parameter ATE1: echo on.

Not 0| Command = command echo & trigger 5} 7| ¢Sl AF& EIC} ATE command 7t AHE E 82
ote
23 =l command = EHA| return EIC},

3.1.6 AT+RESTORE: Restores the Factory Default settings

Commands AT+RESTORE[=<type>]

Response OK
<type>:
Parameter « 0: Station mac address = 5 T-2tC}. (default)

cLEEZYS ST

O] command + flash Of| X & k| O Q! = Station mac address === 2= A & 2 factory default

UO 2 5L} EESHO| Command 7 A & & [ module Sreset &I L.

Note

3.1.7 AT+UART_CUR: Current UART Configuration; Not saved to Flash

AT+UART_CUR=<baudrate>,<databits>,<stop

Commands AT+UART_CUR? . -
bits>,<parity>,<flow control>

+UART_CUR:<baudrate>,<databits>,<stop

bits>,<parity>,<flow control>
Response parity OK

OK
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Default Value

Parameter

Note

Example

115200,8,1,0,0

<baudrate>: UART baud rate
2000000, 1500000, 1000000, 921600, 460800, 230400, 115200 (factory default), 57600, 38400,
19200, 14400, 9600, 4800, 2400, 1800, 1200, 600
<databits>: data bits
¢ 5: 5-bit data
® 6: 6-bit data
e 7:7-bit data
¢ 8: 8-bit data (factory default)
<stopbits>: stop bits
e 1: 1-bit stop bit (factory default)
e 2: 2-bit stop bit
<parity>: parity bit
¢ 0: None (factory default)
e 1: 0dd
e 2:Even
<flow control>: flow control
e 0: disable RTS/CTS flow control (factory default)
¢ 1: enable RTS/CTS flow control

o O| 47 2 flash Of| M & £| X| t=Ct.

* O|command = WizFi360 2| PA1 Pin 2t &1 Z EIC} PAL Pin O[3 Z2-&Ctlow level O] 2 B2 0|
SEICH

7C:>| o

2 user device 2 WizFi360 2| flow control pin =
I ZSHCE RHASE At 2 wizFize0 = &5t

command 2| parameter 7} default G2 2
=

o Otk hardware flow control O enable &

AT+UART_CUR? AT+UART_CUR=115200,8,1,0,0

+UART_CUR:115200,8,1,0,0
OK
OK

3.1.8 AT+UART_DEF: Default UART Configuration; Saved in the Flash

Commands

Response

Default Value

Parameter

+ DEF=< > < its> <
AT+UART DEF? AT UART_' F=<baudrate>,<databits>,<stop
bits>,<parity>,<flow control>
+UART_DEF:<baudrate>,<databits>,<stop
bits>,<parity>,<flow control> oK

OK
115200,8,1,0,0

<baudrate>: UART baud rate
2000000, 1500000, 1000000, 921600, 460800, 230400, 115200 (factory default), 57600, 38400,
19200, 14400, 9600, 4800, 2400, 1800, 1200, 600
<databits>: data bits
e 5: 5-bit data
® 6: 6-bit data
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e 7:7-bit data
¢ 8: 8-bit data (factory default)
<stopbits>: stop bits
¢ 1: 1-bit stop bit (factory default)
e 2: 2-bit stop bit
<parity>: parity bit
¢ 0: None (factory default)
e 1:0dd
e 2: Even
<flow control>: flow control
e 0: disable RTS/CTS flow control (factory default)
¢ 1: enable RTS/CTS flow control

o 0| 7 2 flash Of| M FEICt.
Note o 2t hardware flow control O enable & & user device 2} WizFi360 2| flow control pin =
A AT XpAM|BH AFE2 WizFize0 = & 115t2}
AT+UART_DEF? AT+UART_DEF=115200,8,1,0,0
Example +UART_DEF:115200,8,1,0,0
OK
OK

3.1.9 AT+SLEEP: Configures the Sleep Modes

Commands AT+SLEEP? AT+SLEEP=<sleep mode>

+SLEEP:<sleep mode>
Response OK
OK

<sleep mode>:
¢ 0: disables sleep mode

Parameter ¢ 1: Light-sleep mode
¢ 2: Modem-sleep mode (factory default)
AT+SLEEP? AT+SLEEP=1
Example +SLEEP:2
OK
OK
Note e 0| command = Station mode 0| A| A& =ICt.

3.1.10 AT+SYSIOSETCFG: Configures IO Working Mode

-

Commands AT+SYSIOSETCFG=<pin>,<mode>,<pull-up>
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Response OK

<pin>: 10 pin number
<mode>: |0 mode

3 RESERVED
6 RESERVED
7 UARTL1_CTS
9 RESERVED
10 RESERVED
11 RESERVED
Parameter 12 RESERVED
13 RESERVED
14 RESERVED
16 UART1_RTS
19 RESERVED
20 RESERVED

<pull-up>:
¢ 0: Disable pull-up
e 1: Enable pull-up

AT+SYSIOSETCFG=12,1,0

Example
oK

3.1.11 AT+SYSIOGETCFG: Checks IO Working Mode

Commands AT+SYSIOGETCFG=<pin>

+SYSIOGETCFG:<pin>,<mode>,<pull-up>

Response
OK

<pin>: 10 pin number
<mode>:
¢ 0: default mode

Parameter * 1: GPIO mode
<pull-up>:
« 0: Disable pull-up
 1: Enable pull-up

AT+SYSIOGETCFG=12
Example +SYSIOGETCFG:12,1,0

OK

GPIOPA_O
GPIOPB_6
GPIOPB_9
GPIOPB_15
GPIOPB_18
GPIOPB_13
GPIOPB_14
GPIOPB_17
GPIOPB_16
GPIOPB_10
GPIOPB_7
GPIOPB_8

WizFi360 AT command

15/70



@Znet

3.1.12 AT+SYSGPIODIR: Configures the Direction of GPIO

-

Commands AT+SYSGPIODIR=<pin>,<dir>

OK
Response NOT GPIO MODE!
ERROR
Note 10 pin mode 7}GPIO mode 7t Ot 42 command ="NOT GPIO MODE!" & return StC}.

<pin>: 10 pin number

<dir>:
GELELS * 0:input mode A (Z+2FGPIO Ztinput mode & 42 Xt& 2 2 pull-up =IC})
* 1: output mode &7
AT+SYSIOSETCFG=12,1,1
OK
Example

AT+SYSGPIODIR=12,0

OK

3.1.13 AT+SYSGPIOWRITE: Configures the GPIO Output Level

-

Commands AT+SYSGPIOWRITE=<pin>,<level>

OK

Response NOT GPIO MODE!
ERROR

Note 10 pin mode Ztoutput mode 7} OtE 42 command ="NOT OUTPUT MODE!" & return L},
<pin>: 10 pin number
<level>:

LIRS * 0:low level &7

« 1: high level 4%

AT+SYSIOSETCFG=12,1,1
OK

Example

AT+SYSGPIODIR=12,0

OK
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3.1.14 AT+SYSGPIOREAD: Reads the GPIO Input Level

-

Commands AT+SYSGPIOREAD=<pin>

+SYSGPIOREAD:<pin>,<dir>,<level>
Response OK

NOT GPIO MODE!
ERROR

Note 10 pin mode 7}GPI0 mode 7t Ot A2 command ="NOT GPIO MODE!" & return $tC}.

<pin>: 10 pin number
<dir>:

* 0: input mode

Parameter * 1: output mode
<level>:

* 0: low level

* 1: high level

AT+SYSIOSETCFG=12,1,1
oK
AT+SYSGPIODIR=12,0
Example OK
AT+SYSGPIOREAD=12
+SYSGPIOREAD:12,0,1

OK
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3.2 WiFi command

3.2.1 AT+CWMODE_CUR: Sets the Current WiFi mode; Not Saved in

the Flash
e e
Commands AT+CWMODE_CUR? AT+CWMODE_CUR=<mode>

+CWMODE_CUR:<mode>

Response OK
OK
<mode>:
« 1: Station mode
Parameter
* 2: SoftAP mode (factory default)
* 3: Station + SoftAP mode
AT+CWMODE_CUR? AT+CWMODE_CUR=1
Example AT+CWMODE_CUR:1
OK
OK
Note O| @7 2 flash Of| X & | X| Qf=Lt.

3.2.2 AT+CWMODE_DEF: Set the operation mode, Save to Flash

T

Commands AT+CWMODE_DEF=? AT+CWMODE_DEF=<mode>

+CWMODE_DEF:<mode>

Response OK
OK
<mode>:
* 1: Station mode
Parameter
* 2: SoftAP mode (factory default)
* 3: Station + SoftAP mode
AT+CWMODE_DEF? AT+CWMODE_DEF=1
Example +CWMODE_DEF:1
OK
OK
Note 0| @™ 2 flash Ofl K& EIC}.
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3.2.3 AT+CWIJAP_CUR: Connects to an AP; Configuration Not Saved in

the Flash
T R
Commands AT+CWIJAP_CUR? AT+CWIJAP_CUR=<ssid>,<pwd>[,<bssid>]
Function WizFi360 Station O| G1 Aot AP £ = QIBIC WizFi360 O| A ZE Ap S A ETIC}
OK
+CWIJAP_CUR:<ssid>,<bssid>,<channel>,<rssi>
Response +CWIJAP_CUR:<error code>
OK
FAIL

<ssid>: string parameter, target AP 2| SSID, MAX: 32 bytes.

<pwd>: string parameter, target AP 2| password, MAX: 64-byte ASCII.

[<bssid>]: string parameter, target AP 2| MAC address, Z=5SID £ 7t2 {21 72| ap = 0| = I}
AHEEILE.

<channel>: channel number

Parameter <rssi>: signal strength.
<error code>: (for reference only)

¢ 1: connection timeout.
* 2: wrong password.
* 3: cannot find the target AP.

* 4: connection failed.

AT+CWIJAP_CUR="ab\\\,c","12345678\"\\"","00:0

8:DC:11:12:13"
+ ?
AT+CWIJAP_CUR (SSID: ab\,c
Password: 12345678"\)
Example
+CWIJAP_CUR="WIZNETSZ","00:08:dc:9c:ef:b6",1
2,-75 oK
oK

o O| 878 2 flash Of] A& =| X| @=L},
Note ¢ O] command = Station mode EE = SoftAP+Station mode 0| M A& 7t SIL}.

o SSID EE = password 7} \ 2t 22 E+EALE &6 Q= ZE R escape(\) =AH 2 2 S}LT,

3.2.4 AT+CWIJAP_DEF: Connects to an AP; Configuration Saved in

the Flash
I R
Commands AT+CWIJAP_DEF? AT+CWIJAP_DEF=<ssid>,<pwd>[,<bssid>]
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Function WizFi360 Station O| A ZStAP £ =HQISICE, WizFi360 O] 1 Zgtap E 7 BICL
OK
+CWIJAP_DEF:<ssid>,<bssid>,<channel>,<rssi>
Response +CWIJAP_DEF:<error code>

OK
FAIL

<ssid>: string parameter, target AP 2| SSID, MAX: 32 bytes.

<pwd>: string parameter, target AP 2| password, MAX: 64-byte ASCII.

[<bssid>]: string parameter, target AP 2| MAC address, Z=5SID £ 7+ {21 7H2| ap 0| Q' = [I{
AHE ElL

<channel>: channel number

Parameter <rssi>: signal strength.
<error code>: (for reference only)

* 1: connection timeout.
¢ 2: wrong password.
« 3:cannot find the target AP.

 4: connection failed.

AT+CWIAP_DEF="ab\\\,c","12345678\"\\","00:0

8:DC:11:12:13"
2
AT+CWJAP_DEF? (SSID: ab\.c
Password: 12345678"\)
Example
+CWJAP_DEF="WIZNETSZ","00:08:dc:9c:ef:b6",1
2,-75 oK
OK

« O] @78 2flash Of| X &=l
Note ¢ O] command = Station mode EE= SoftAP+Station mode 0| M At 2 7+s SICL.
(@]
L=}

* SSID EE = password 7", \ 2t 22 EFEAE Z&5 10 U= B Fescape(\) =AHH E QL

3.2.5 AT+CWLAPOPT: Sets the Configuration for the

Command AT+CWLAP
Commands AT+CWLAPOPT=<sort_enable>,<mask>
Response OK

<sort_enable>: AT+CWLAP command 2| Z1}Z RssI 44 Of| [t 2F = Z ST}
Parameter » 0: RSS! Of| trt2} 73 ESFX| BE=CF. (factory default)
« 1:RSSI Of| (TH 2 F HBtCt,
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<mask>: AT+CWLAP command 2| Z1}0|| A| 2 0 = parameter == & J oL} bit 7t1 L AR Sl &

parameter & 20|FHo €8¢ 2OFX| HECt
Bitl0  Bit9  Bit8  Bit7  Bit6  Bit5  Bit4  Bit3  Bit2  Bitl  Bit0

WPS - - - - - CH MAC RSSI SSID ECN

AT+CWLAPOPT=1,1055
(B H parameter 1 2 AT+CWLAP 2| Z1HERss| Of (2t M B2 | 0| 5HH, &+ A|
)

mjo
HT
i
M
mjo
lo
a
rob <
o

Example parameter 1055 =0b10000011111 2 2 & = parameter &
OK
Note - O] 2 2 flash Of| M & = X| G4=Ct.

3.2.6 AT+CWLAP: Lists Available APs

Commands AT+CWLAP AT+CWLAP=<ssid>[,<mac>][,<channel>]

To query the APs with specific SSID and MAC on

Function To list all available APs.. e
a specific channel.

+CWLAP:([<ecn>,<ssid>,<rssi> <mac>,<channel>,<wps>))
Response
OK

<ecn>: encryption method.
* 0: OPEN
e 1: WEP
e 2: WPA_PSK
* 3: WPA2_PSK

« 4: WPA_WPA2_PSK

Parameter . . .
<ssid>: string parameter, AP 2| ssid

<rssi>: signal strength.
[<mac>]: string parameter, AP 2| MAC address.
[<channel>]: channel number
<Wps>:
+ 0: WPS = disable EILC}.
* 1: WPS £ enable =IC}.

AT+CWLAP AT+CWLAP="WIZNETSZ"

+CWLAP: (4,"WIZnet",-57,"00:08:dc:6a:46:2e",1,1)

Examplel
P +CWLAP: (3,"WIZNETSZ",-75,"00:08:dc:9c:ef:b6",12,1)

+CWLAP:(3,"WIZNETSZ",-75,"00:08:dc:9c:ef:b6",12,1)

oK
OK
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AT+CWLAP="WIZNETSZ","",12
Example2 - +CWLAP:(3,"WIZNETSZ",-75,"00:08:dc:9c:ef:b6",12,1)

OK

« O] command = Station mode 55 = SoftAP+Station mode 0| A| A& 75 S|C}
Note « Response Of| A| EA| £ = parameter &< CWLAPOPT command 2| &7 0f| 1 A EIC},

« optional parameter S <channel>ZH & H 510 42 4 2 Example2 2 20| A BT

3.2.7 AT+CWQAP: Disconnects from the AP

- Execute Command

Commands AT+CWQAP

Response OK
AT+CWMODE_DEF=1
OK
AT+CWJAP_DEF="WIZNETSZ","12345678"
Example
OK
AT+CWQAP

OK

3.2.8 AT+CWSAP_CUR: Configures the WizFi360 SoftAP;
Configuration Not Saved in the Flash

T T N

AT+CWSAP_CUR=<ssid>,<pwd>,<chl>,<ecn>[,<xm

?
Commands AT+CWSAP_CUR? ax conn>][,<ssid hidden>]

Function WizFi360 SoftAP 2| Parameter = 2 QISIC} WizFi360 SoftAP S A& ™ML},

+CWSAP_CUR:<ssid>,<pwd>,<chl>,<ecn>,<max
Response conn>,<ssid hidden> o

OK

Default Value = WizFi360_36036","",1,0,4,0
<ssid>: string parameter, SoftAP 2| SSID. 1~32byte 2 A 7d 7}SStLt

Parameter <pwd>: string parameter, SoftAP 2| password. 8~64byte £ &7 7} 55| Lt.

<chl>: channel number. 1~13 2| H | £ 7}XIC}t.
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<ecn>: Y2 o} EH4|

« 0: OPEN
« 2: WPA_PSK
« 3: WPA2_PSK
[<max conn>]: WizFi360 Of| 8 28 = U= | CH station . 1~4 E TS =AM 7|22
4 O|C},
[<ssid hidden>]:
* 0:SSID = broadcast ! Ct. (factory default)
« 1:SSID = broadcast &|X| & =C}.
AT+CWSAP_CUR? AT+CWMODE_CUR=2
+CWSAP_CUR=“WizFi360","12345678",5,3,4,0 oK
Erainple oK AT+CWSAP_CUR="WizFi360","12345678" 5,34,
0
oK
« O| 473 2 flash Of| M & &[X| @=Lt
Note « 0| command = SoftAP mode EE = SoftAP+Station mode O| A] A} 7}5S|Lt

e <ssid hidden> A2 S 2|3l|, <max conn>= BFEA| A7 | O OF SHLF,

3.2.9 AT+CWSAP_DEF: Configures the WizFi360 SoftAP;
Configuration Saved in the Flash

Commands AT+CWSAP_DEF?

Function WizFi360 SoftAP 2| Parameter £ 2 QISHCE WizFi360 SoftAP & A

+CWSAP_DEF:<ssid>,<pwd>,<chl>,<ecn>,<max
conn>,<ssid hidden>
Response ! OK

OK

Default Value = WizFi360_36036","",1,0,4,0

<ssid>: string parameter, SoftAP 2|SSID. 1~32byte 2 &7 715 S|}
<pwd>: string parameter, SoftAP 2| password. 8~64byte = 74 7} St}
<chl>: channel number. 1~13 2| $ | & 7} TIC},
<ecn>: Y22} A

¢ 0: OPEN

e 2: WPA_PSK

Parameter

StC

—

.

AT+CWSAP_DEF=<ssid>,<pwd>,<chl>,<ecn>[,<m
ax conn>][,<ssid hidden>]
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e 3: WPA2_PSK
[<max conn>]: WizFi360 Of 8 A& 4= = Z|Cff Station 5=. 174 2 M HE QA O 7| 242
4 O|LCt,

[<ssid hidden>]:
« 0:SSID = broadcast ! C}. (factory default)
* 1:SSID = broadcast T| X| &=L}

AT+CWSAP_DEF? AT+CWMODE_DEF=2
+CWSAP_DEF="WizFi360","12345678",5,3,4,0 oK
Example oK AT+CWSAP_DEF="WizFi360","12345678",5,3,4,
0
(o]'¢

o O] 78 2flash Of| X &=Lt

Note « 0| command = O| command = SoftAP mode EE = SoftAP+Station mode 0| Al AF& 745 S}Lt.

« <ssid hidden> AF2 2 2|5H, <max conn>= Bt EA| & | O{ OF SHCY,

3.2.10 AT+CWLIF: IP of Stations which are connected to WizFi360 SoftAP

Commands AT+CWLIF
<ip><mac>
Response
OK

<ip>: string parameter, WizFi360 SoftAP O & Z =l Station 2| IP address

Parameter
<mac>: string parameter, WizFi360 SoftAP Off & Z =l Station 2| MAC address
AT+CWMODE_DEF=2
OK
AT+CWSAP_DEF="WizFi360","12345678",1,2
Example
OK
AT+CWLIF

192.168.4.2,18:cf:5e:c5:ce:76

« 0| command = static IP £ 222 4= QI C}.

e

Note « 0| Command = WizFi360 SoftAP 2} WizFi360 SoftAP Off & Z =l station 2| DHCP 7} 2 3}
[0 LO{ OF S EFSILE,
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3.2.11 AT+CWDHCP_CUR: Enables/Disables DHCP; Configuration
Not Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

3.2.12 AT+CWDHCP_DEF: Enables/Disables DHCP; Configuration Saved

AT+CWDHCP_CUR?

DHCP 278 2 =9l

= -

SHC},
+CWDHCP_CUR:<para>

OK

<para>
* 0: SoftAP DHCP 2} Station DHCP Z disable
otLCt.
* 1: SoftAP DHCP = enable S} 11 Station
DHCP = disable $HC}.
« 2: SoftAP DHCP = disable 5} 11 Station
DHCP = enable BtCF.
» 3: SoftAP DHCP 2} Station DHCP &
enable StLC}. (factory default)

AT+CWDHCP_CUR?
+CWDHCP_CUR:1

OK

« O] 278 2 flash Of| M E | X| Bf=Ct.

« 0| Command & A 2 static-IP-related AT commands (AT+CIPSTA-related, AT+CIPAP-related

commands)2} & = &8 THC},
« DHCP Ztenable &| H static IP = disable =L},
« staticIP 7tenable &/ B DHCP = disable EIC}.

AT+CWDHCP_CUR=<mode>,<en>

DHcP S 278 ¢t

OK

<mode>
« 0: WizFi360 SoftAP A
« 1: WizFi360 Station &7

« 2: SOftAP, Station 2+ A& ™
<en>

* 0: Disable DHCP
¢ 1: Enable DHCP

AT+CWDHCP_CUR=1,1

OK

« DHCP EE = static IP £ OHA|9f & of| 2 2 F = L.

in the Flash

Commands

Function

Response

AT+CWDHCP_DEF?
DHCP A7 S &olstet.

- [

+CWDHCP_DEF:<para>

AT+CWDHCP_DEF=<mode>,<en>
DHCP £ &g tLt.

OK
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OK

<para>
* 0: SoftAP DHCP 2} Station DHCP £ disable
otLCt.
« 1: SoftAP DHCP = enable S} 11 Station
DHCP = disable $HC}.
« 2: SoftAP DHCP = disable S} 11 Station

Parameter DHCP = enable THL}.

* 3: SoftAP DHCP 2} Station DHCP &

enable $HCL.

Factory default:
v. 1.0xx Ol A: 0

v. 1.1.xx O A: 3
AT+CWDHCP_DEF?
Example +CWDHCP_DEF:1

OK

o O] 478 2flash Of| XA & =ICt.

<mode>
« 0: WizFi360 SoftAP &
« 1: WizFi360 Station &7

* 2: SoftAP, Station Z 5+
<en>

* 0: Disable DHCP
¢ 1: Enable DHCP

AT+CWDHCP_DEF=1,1

OK

« O] command & 2 static-IP-related AT commands (AT+CIPSTA-related, AT+CIPAP-related

commands)2} &= AT},
Note
« DHCP Zlenable k| M static IP = disable =L},

« static IP 7tenable | M DHCP =disable =IC}.

« DHCP EE = static IP = OHX| 2 E 7 of it A7 = C}

3.2.13 AT+CWDHCPS_CUR: Sets the IP Address Allocated by

WizFi360 SoftAP DHCP; Configuration Not Saved in Flash

Commands AT+CWDHCPS_CUR?

WizFi360 SoftAP DHCP Server 2| IP address

Function o
He|E =tolstrt.
+CWDHCPS_CUR: <lease time>,<start IP>,<end
P>
Response
OK

Default Value  120,"192.168.36.2","192.168.36.101"

AT+CWDHCPS_CUR=<enable>[,<lease

time>,<start IP>,<end IP>]

WizFi360 SoftAP DHCP Server 2| IP address

HPlS 2ttt

OK
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<enable>:
« 0: default IP H [ E AFESICY

< 1:1P HPE 2FSLL

P t
arameter [<lease time>]: lease time; unit: minute; range [1, 2880]
[<start IP>]: string parameter, WizFi360 SoftAP DHCP Of| A{ SHEFSHE= 1P address B9 2] start IP. [<end
IP>]: string parameter, WizFi360 SoftAP DHCP Of| Al & &S} IP address 2192 end IP.
AT+CWDHCPS_CUR? AT+CWDHCP_CUR=0,1
+CWDHCPS_CUR:120,"192.168.0.2","192.168.0. OK
101"
el AT+CWDHCPS_CUR=1,120,"192.168.0.100","192
OK .168.0.200"
OK
AT+CWDHCPS_CUR=0
Example2 -

OK

« O| @7 2 flash Ol M | X| =Lt
« O] Command = WizFi360 O| SoftAP mode O| 11 DHCP Ztenable E! [} AHESHCL,
Note « IP address = SoftAP 2| IP address 2t &2 network segment O OF SHL},
o <lease time> A2 S 2| 9H, <start IP>2f<end IP>= BFEA| AN £|O{ OF BHCH Ot EHIHX] 2 <start

IP>2 <end IP> AFEE 2/5H, <lease time> = HtEA| A | O{OF BHC}

3.2.14 AT+CWDHCPS_DEF: Sets the IP Address Allocated by
WizFi360 SoftAP DHCP; Configuration Saved in Flash

AT+CWDHCPS_DEF=<enable>[,<lease

Commands AT+CWDHCPS_DEF? .
- time>,<start IP>,<end IP>]

Function WizFi360 SoftAP DHCP Server 2| IP address WizFi360 SoftAP DHCP Server 2| IP address
HPE =oloto) HRE L7t
+CWDHCPS_DEF: <lease time>,<start IP>,<end
P>
Response OK
OK

Default Value  120,"192.168.36.2","192.168.36.101"

<enable>:
« 0:default IP H Q| S AL ST}
«1:1p HYE AFTICE

[<lease time>]: lease time; unit: minute; range [1, 2880].

Parameter
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Examplel

Example2

Note

[<start IP>]: string parameter, WizFi360 SoftAP DHCP Of| Al 2 & SH= 1P address B 9| 2] start IP. [<end
IP>]: string parameter, WizFi360 SoftAP DHCP Of| A| 2 &t SH= 1P address ' 22| end IP.

Factory Default:
v. 1.0.x.x Ol M: [<start IP>] 2 [<end IP>] 0.0.0.0
v. 1.1.x.x Ol M : [<start IP>] - 192.168.36.2, [<end IP>] - 192.168.36.101

AT+CWDHCPS_DEF? AT+CWDHCP_DEF=0,1

+CWDHCPS_DEF:120,"192.168.0.2","192.168.0. OK
101"

AT+CWDHCPS_DEF=1,120,"192.168.0.100","192
OK .168.0.200"

OK

AT+CWDHCPS_DEF=0

OK

« 0| 473 2 flash Of] X & =ICT.

« O] Command = WizFi360 O| SoftAP mode O| 1 DHCP 7tenable Z! [} AHE L},

« IP address = SoftAP 2| IP address 2f Z'2 network segment O OF S}

o <lease time> AF2 2 2|8, <start IP>2}<end IP>= Bt EA| A7 | O OF L}, OFXE7LHX| 2 <start

IP>2} <end IP> AFEE 2/5H, <lease time> = HtEA| A | O{OF BHC}

3.2.15 AT+CWAUTOCONN: Auto-Connects to the AP or Not

Commands

Function

Response

Parameter

Example

AT+CWAUTOCONN? AT+CWAUTOCONN=<enable>
Obtain setting for auto-connection Set auto-connection

+CWAUTOCONN:1
OK
OK

<enable>:
* 0: does NOT auto-connect to AP on power-up.
* 1: connects to AP automatically on power-up. (factory default)

AT+CWAUTOCONN? AT+CWIJAP_DEF="WIZNETSZ","12345678"
+CWAUTOCONN:1 OK
OK

AT+CWAUTOCONN=1

OK
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o O| M H 2 flash Of| & =ICT.

« 0| command = Station mode EE = SoftAP+Station mode Of| M| A& 7+ SICF

Note

3.2.16 AT+CIPSTAMAC_CUR: Sets the MAC Address of the
WizFi360 Station; Configuration Not Saved in the Flash

Commands AT+CIPSTAMAC_CUR? AT+CIPSTAMAC_CUR=<mac>

Function WizFi360 Station 2| MAC address <0l WizFi360 Station 2| MAC address 278

+CIPSTAMAC_CUR:<mac>

Response OK
OK
Parameter <mac>: string parameter, WizFi360 Station 2| MAC address.
AT+CIPSTAMAC_CUR? AT+CIPSTAMAC_CUR="00:08:DC:11:12:13"
Example +CIPSTAMAC_CUR:"00:08:dc:11:12:13"
OK
oK

« O| 274 S flash Ol M | X| =Lt

* WizFi360 SoftAP 2| MAC address = WizFi360 Station 2| MAC address 2t Ct2 Lt

« e.g. WizFi360 Station 2| MAC address 7}"00:08:DC:11:12:13" 0| H, WizFi360 SoftAP 2| MAC
address & "02:08:DC:11:12:13"0| C},

* WizFi360 MAC address Bit 0 =1 O] & == QI C}. 0| £ =0{, MAC address ="00:.." 2 &

UX|Zk01:.."2 E 4= QICt.

Note

3.2.17 AT+CIPSTAMAC_DEF: Sets the MAC Address of the
WizFi360 Station; Configuration Saved in the Flash

Commands AT+CIPSTAMAC_DEF? AT+CIPSTAMAC_DEF=<mac>

Function WizFi360 Station 2| MAC address 22! WizFi360 Station 2| MAC address A

+CIPSTAMAC_DEF:<mac>

Response OK
OK
Parameter <mac>: string parameter, WizFi360 Station O| MAC address.
Example AT+CIPSTAMAC_DEF? AT+CIPSTAMAC_DEF="00:08:DC:11:12:13"
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+CIPSTAMAC_DEF:"00:08:dc:11:12:13"
OK
OK

« O] &7 2 flash Of X & =Lt

« WizFi360 SoftAP 2| MAC address = WizFi360 Station 2| MAC address 2f C2L},

« e.g. WizFi360 Station 2| MAC address 7}"00:08:DC:11:12:13" 0| H, WizFi360 SoftAP 2| MAC
address = "02:08:DC:11:12:13"O|C},

* WizFi360 MAC address Bit 0 =1 O| 2 = Q{Ct. O £ £0{, MAC address ="00:.." 2 &

UX|Dkro1:.."2 = 4= QiCt.

Note

3.2.18 AT+CIPAPMAC_CUR: Sets the MAC Address of the
WizFi360 SoftAP; Configuration Not Saved in the Flash

Commands AT+CIPAPMAC_CUR? AT+CIPAPMAC_CUR=<mac>

Function WizFi360 SoftAP 2| MAC address 29!, WizFi360 SoftAP 2| MAC address & 7.

+CIPAPMAC_CUR:<mac>

Response OK
oK
Parameter <mac>: string parameter, WizFi360 SoftAP 2| MAC address
AT+CIPAPMAC_CUR? AT+CIPAPMAC_CUR="02:08:DC:11:12:13"
Example +CIPAPMAC_CUR:"02:08:dc:11:12:13"
OK
oK

- 0| 282 N ZHEL X Lt

LS 1T
« WizFi360 SoftAP 2| MAC address = boot time Of| WizFi360 Station MAC address Of (2}

Note A™E=ICE

« e.g. PF2FWiFi360 Station 2| MAC address 7}"00:08:DC:11:12:13" & Z 2, WizFI360 SoftAP 2|
MAC address = "02:08:DC:11:12:13"O| C}.

3.2.19 AT+CIPAPMAC_DEF: Sets the MAC Address of the
WizFi360 SoftAP; Configuration Saved in the Flash

Commands AT+CIPAPMAC_DEF? AT+CIPAPMAC_DEF=<mac>
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Function

Response

Parameter

Example

Note

WizFi360 SoftAP 2| MAC address 2H9! WizFi360 SoftAP 2| MAC address &

+CIPAPMAC_DEF:<mac>
OK
OK

<mac>: string parameter, WizFi360 SoftAP 2| MAC address

AT+CIPAPMAC_DEF? AT+CIPAPMAC_DEF="02:08:DC:11:12:13"

+CIPAPMAC_DEF:"02:08:dc:11:12:13"
OK
OK

« O| 2 HM=ZHEE[X| =Lt

* WizFi360 SoftAP 2| MAC address + boot time 0| WizFi360 Station MAC address Of| Lt 2}

A- L

« e.g. PF2F WiFi360 Station 2| MAC address 7t "00:08:DC:11:12:13" & 4%, WizFI360 SoftAP 2|
MAC address = "02:08:DC:11:12:13" 0| C}.

3.2.20 AT+CIPSTA_CUR: Sets the Current IP Address of the
WizFi360 Station; Configuration Not Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CIPSTA_CUR? AT+CIPSTA_CUR=<ip>[,<gateway>][,<netmask>]

WizFi360 Station 2| current IP address S 20l WizFi360 Station 2| current IP address & &A™

+CIPSTA_CUR:ip:<ip>
+CIPSTA_CUR:gateway:<gateway>
+CIPSTA_CUR:netmask:<netmask> OK

OK

<ip>: string parameter, WizFi360 Station 2| IP address
[<gateway>]: string parameter, gateway
[<netmask>]: string parameter, netmask

AT+CIPSTA_CUR="192.168.1.88","192.168.1.1","

b
AT+CIPSTA_CUR? 255,955 255 0"

+CIPSTA_CUR:ip:"192.168.1.88"
+CIPSTA_CUR:gateway:"192.168.1.1"
+CIPSTA_CUR:netmask:"255.255.255.0" OK

OK

o O| @7 2 flash Of| & x| K| =L},

WizFi360 AT command 31/70



@IZnet

+ O] Command & 732 DHCP-IP-related AT commands (AT+CWDHCP-related commands) 2} & =
ISESRslin g

+ static IP 7} enable Z| M DHCP = disable EILCt.

« DHCP 7} enable | ™ static IP £ disable EIC}.

« DHCP £ = static IP = OFX| 9 2780 2t 27 &l Ch

« <gateway> A& 2 ?[3l, <netmask>= HtEA| A7 £| O OF DHC},

3.2.21 AT+CIPSTA_DEF: Set the static IP of WizFi360 Station, Saved

to Flash
Commands  AT+CIPSTA_DEF? AT+CIPSTA_DEF=<ip>[,<gateway>][,<netmask>]
Function WizFi360 Station 2| default IP address S 29I WizFi360 Station 2| default IP address & &7d

+CIPSTA_DEF:ip:<ip>
+CIPSTA_DEF:gateway:<gateway>
Response +CIPSTA_DEF:netmask:<netmask> OK

OK

<ip>: string parameter, WizFi360 Station 2| IP address
[<gateway>]: string parameter, gateway
[<netmask>]: string parameter, netmask

Factory default 4):

v. 1.0.x.x O| A :
Parameter <ip>:0.0.0.0

[<gateway>]:0.0.0.0

[<netmask>]:0.0.0.0

v. 1.1.x.x Of| A:
<ip>:192.168.1.1
[<gateway>]:192.168.1.1
[<netmask>]:255.255.255.0

AT+CIPSTA_DEF="192.168.1.88","192.168.1.1","

?
AT+CIPSTA_DEF* 255.255.255.0"

+CIPSTA_DEF:ip:"192.168.1.88"

Esnl +CIPSTA_DEF:gateway:"192.168.1.1"
+CIPSTA_DEF:netmask:"255.255.255.0" oK
oK

Note « O| @M 2flash Of| M &t E=ICH,
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¢ O] Command & &2 DHCP-IP-related AT commands (AT+CWDHCP-related commands) 2t &
ISESRslin g

+ static IP 7} enable Z| M DHCP = disable EILCt.

* DHCP 7} enable &| A static IP = disable = C}.

* DHCP EE= static IP = OHX| 2 A 7F0f 2} 273 EIC

« <gateway> A& 2 ?[3l, <netmask>= HtEA| A7 £| O OF DHC},

3.2.22 AT+CIPAP_CUR: Sets the IP Address of the WizFi360 SoftAP;
Configuration Not Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CIPAP_CUR? AT+CIPAP_CUR=<ip>[,<gateway>][,<netmask>]
WizFi360 SoftAP 2| current IP address & 22! WizFi360 SoftAP 2| current IP address & &
+CIPAP_CUR:ip:<ip> oK

+CIPAP_CUR:gateway:<gateway>
+CIPAP_CUR:netmask:<netmask>

OK
<ip>: string parameter, WizFi360 SoftAP 2| IP address.

[<gateway>]: string parameter, WizFi360 SoftAP 2| gateway

[<netmask>]: string parameter, WizFi360 SoftAP 2| netmask

AT+CIPAP_CUR? AT+CIPAP_CUR="192.168.0.1","192.168.0.1","2
55.255.255.0"
+CIPAP_CUR:ip:"192.168.0.1" oK

+CIPAP_CUR:gateway:"192.168.0.1"

+CIPAP_CUR:netmask:"255.255.255.0"
AT+CIPAP_CUR="192.168.0.1"

OK
OK

« O| 274 Sflash Ol | K| Qf=C

« 0| Command & 2 DHCP-IP-related AT commands (AT+CWDHCP-related commands) 2t & =
g otot

+ static IP 7fenable =| ™ DHCP = disable EILC}.

* DHCP 7} enable k| H static IP = disable = C}.

« DHCP EE = static IP = OFX| 2 A 75 0f it 27 SICf,

« <gateway> AF2 S 2/H, <netmask>= EFEA| & |0 OF BHC},
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3.2.23 AT+CIPAP_DEF: Sets the IP Address of the WizFi360 SoftAP;
Configuration Saved in the Flash

Commands AT+CIPAP_DEF? AT+CIPAP_DEF=<ip>[,<gateway>][,<netmask>]
Function WizFi360 SoftAP 2| default IP address & 29I WizFi360 SoftAP 2| default IP address & & 7d
+CIPAP_DEF:ip:<ip> OK
+CIPAP_DEF:gateway:<gateway>
Response +CIPAP_DEF:netmask:<netmask>
OK

<ip>: string parameter, WizFi360 SoftAP 2| IP address.
[<gateway>]: string parameter, WizFi360 SoftAP 2| gateway

[<netmask>]: string parameter, WizFi360 SoftAP 2| netmask

Factory default Z):

v. 1.0.x.x Of| Ad:
<ip>:0.0.0.0
[<gateway>]:0.0.0.0
[<netmask>]:0.0.0.0

Parameter

v. 1.1.x.x Of| A:
<ip>:192.168.36.1
[<gateway>]:192.168.36.1
[<netmask>]:255.255.255.0

AT+CIPAP_DEF? AT+CIPAP_DEF="192.168.0.1","192.168.0.1","25
5.255.255.0"

+CIPAP_DEF:ip:"192.168.0.1" oK
Example +CIPAP_DEF:gateway:"192.168.0.1"

+CIPAP_DEF:netmask:"255.255.255.0"
AT+CIPAP_DEF="192.168.0.1"

OK
OK

« O] 272 flash Of| M & EICH
« 0| Command & 2 DHCP-IP-related AT commands (AT+CWDHCP-related commands) 2t & =
ISESain
Note « static IP 7t enable &| B DHCP =disable =IC}.
« DHCP 7} enable &| ™ static IP = disable =L},
« DHCP EE = static IP = OFX| 2 &7 of h2h A7 E Ot

« <gateway> AF2 S 2/H, <netmask>= Bt EA| & |0 OF BHC},
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3.2.24 AT+CWSTARTSMART: Start SmartConfig?

AT+CWSTARTSMART
v. 1.0.x.x Of| A2:
+ =< >, < >
Commands AT+CWSTARTSMART=<type>, <try count
v. 1.1.x.x Of| A3
AT+CWSTARTSMART=<try count>
Function ESP-TOUCH + AirKiss SmartConfig & A|&tStCE, S type 2| SmartConfig & A| & ST}
Response OK
<type>:
e 1: ESP-TOUCH
e 2: AirKiss
Parameter - * 3: ESP-TOUCH + AirKiss
<try count>: SmartConfig £ &t & d Al =
34
smartconfig A| 250 Ap O A2 =.0f O 2 2+ 20| return EICY.
smartconfig type:<type>
Messages smart get WiFi info
ssid:<ssid>
password:<password>
smartconfig connected WiFi
<type>: AIRKISS or ESPTOUCH
Parameter <ssid>: APIS ssid
<password>: AP's password
AT+CWMODE_DEF=1
OK
Example
AT+CWSTARTSMART
OK

AR AP O M HIf = A2 B 2 Airkiss = WebServer 2F 20| AL& SfjOFgfL| Tt
2Version 1.0.7.2 £ £

3 Airkiss BHIts
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smartconfig A| 2FSt 10 Ap Of| 1 Z ot 20| OF2{ 2F 2 O] return EILCF.

Smartconfig type:AIRKISS
smart get WiFi info
ssid:Wiznet_AP
password:1234567890
smartconfig connected WiFi

* SmartConfig £ Station mode Of| A 2t 7} S}C} (AT+CWMODE_CUR=1)

"smart get wifi info" = SmartConfig 2 @ 8ot Ap HE It =M E| RS2 L6HH, WO a2t
AP 2 T £0| 0| R 0f ZILF.

"smartconfig connected wifi'= AP 2 HEE| YU S 2 TOHCH CHE FE A3 0] A
AT+CWSTOPSMART & & & SFLt. SmartConfig S & =
PRl
*LED(PB_07) = Airkiss 2 S2{5t= SOt tth = 7| Zr#h oIt

LED(PB_07) £ WebServer 2 S2}5|= & 0F 2| | ZH QI Ct,

+ smartconfig = £+ A4 2 029t 20| TSt}

Note

.

1. WizFi360 = Station mode £ A ™38} 10, smartconfig S A 4 SHCT
2. smartphone = AP Of & £t}
3. ESP TOUCH APP EE+= Airkiss APP S A StCt,

4. SSID 2fpassword & &L}

5. 47 A = 31 5=7HX| ESP-TOUCH/Airkiss 7+ & T 5} H WebServer(Default 192.168.36.1) 7}
HAHEICEH

3.2.25 AT+CWSTOPSMART: Stop Smart Config

Commands AT+CWSTOPSMART

Response OK
AT+CWSTOPSMART
Example
OK

+ SmartConfig 2| 4S5 O £t 4 2510|, CHE AT command E A 57| T 0

Note N
AT+CWSTOPSMART £ A&l 5|2},
15l =E UHSIK| YO HESHA|
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3.2.26 AT+WPS: Enables the WPS Function

Commands AT+WPS=<enable>
wps started
Response
OK
<enable>:
Parameter * 1: enable WPS/WiFi Protected Setup

« 0: disable WPS
AT+WPS=1
Example wps started

oK

« WPS £ Station mode EE = SoftAP+Station mode Of| A| AFE 745 S}Ct
« WPS WEP/Wired-Equivalent Privacy = X| &St X| =L},

Note

3.2.27 AT+CWHOSTNAME: Configures the Name of WizFi360 Station
I
Commands AT+CWHOSTNAME? AT+CWHOSTNAME=<hostname>

Function WizFi360 Station 2| host name 29! WizFi360 Station 2| host name &7

+CWHOSTNAME:<host name>

OK
S (Station mode disabled) oK
+CWHOSTNAME:<NULL>
OK
Parameter <hostname>: string parameter, WizFi360 Station 2| host name, Z|Clf Z O] =32byte O|LC}.
AT+CWHOSTNAME? AT+CWHOSTNAME="WizFi360_FF6179”
Esnl +CWHOSTNAME:"WizFi360_FF6179" oK
Note « O] 27d S flash Ol M & £| K| i =Lt
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3.2.28 AT+CWCOUNTRY_CUR: Set WiFi Country Code of WizFi360;
Configuration Not Saved in the Flash

AT+CWCOUNTRY_CUR=<policy>,<country_code
>,<channel_option>

Commands AT+CWCOUNTRY_CUR?

A M| WiFi country code 2f2 = 2IHCt O] WizFi360 2| current WiFi Country code &
w2 HAE ap Of 2t HAEICE AFE oot

HA [

Function

+CWCOUNTRY_CUR:<policy>,<country_code>,<

Response channel_option> Ny

oK

<policy>:

« 0: country code = WizFi360 O| & Z =l ap Off CCt2}tH

« 1: country = H2}SHX| @=L} Command Off 2|3 &
<country_code>: string parameter, country code, 20| =
EX}E AT+CWCOUNTRY_CUR? 2 &+ Q18h 4= QILC},
<channel_option>:

 0:1~11 channel

= f
CH3 XtO|TH M| I 2 Xt= S+t

oot
~
o
|

Parameter ¢ 1:1~13 channel

¢ 2:10~11 channel
* 3:10~13 channel
* 4:14 channel

* 5:1~14 channel
* 6:3~9 channel

e 7:5~13 channel

AT+CWCOUNTRY_CUR? AT+CWCOUNTRY_CUR=1,"KR",1

Example +CWCOUNTRY_CUR=1,"KR",1
OK
OK

Note o O| @7 2 flash Of| X & &| X| =L},

3.2.29 AT+CWCOUNTRY_DEF: Set WiFi Country Code of WizFi360;
Configuration Saved in the Flash

AT+CWCOUNTRY_DEF=<policy>,<country_code>

Commands AT+CWCOUNTRY_DEF? .
,<channel_option>
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[ K=]

Flash Ol X| & &| O] ! = country code 4/ = WizFi360 2| default WiFi Country code =
slolsiC}, flash Off X & 2tCt.

Function

+CWCOUNTRY_DEF:<policy>,<country_code>,<c

hannel_option>

Response OK

OK

<policy>:

« 0: country code = WizFi360 O| & Z £l Ap Of| [Tt2} H 2} SHCT

* 1: country = HZISFK| 2 =L} Command Of| 2|5l A& =IC.
<country_code>: string parameter, country code, Z 0| = Z|Cl{ 3 X}O|0{ | HRY]| 2 Xt=E =3t
EXAHE AT+CWCOUNTRY_CUR? 2 2018 5= QIC},
<channel_option>:

* 0:1~11 channel

¢ 1:1~13 channel

¢ 2:10~11 channel

¢ 3:10~13 channel

* 4: 14 channel

Parameter

¢ 5:1~14 channel
* 6:3~9 channel
¢ 7:5~13 channel

AT+CWCOUNTRY_DEF? AT+CWCOUNTRY_DEF=1,"KR",1
Example +CWCOUNTRY_DEF=1,"KR",1

OK
OK

Note « 0| A 2flash Of| X & EICE.

3.2.30 AT+WIZ_NETCONFIG: WebServer for setting SSID/PWD

Commands AT+WIZ_NETCONFIG
Function Station Mode 2 & &2t Ap 2| ssID/PWD A ™ 0| 7t 5Tt webServer £ A| 2HSHCT
OK

smartconfig type:Web
Response Smart get wifi info
ssid:<AP SSID>
password:<password>
smartconfig connected wifi
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Parameter N/A
AT+WIZ_NETCONFIG
OK

Example smartconfig type:Web
Smart get wifi info
ssid:<AP SSID>
password:<password>
smartconfig connected wifi

« SoftAP EE-= Station + SoftAP mode Of| A =2} SHC,
« LED(PB_07) = WebServer 2 SA5t= 50t = 2| A 24 QICt,
« AT+CWSTOPSMART 2 2 S X| &t 4= QICt,
» WebServer £ &9 A7d2 Ot 2| @t 20| RIZHSHCY,
i WizFi360 = SoftAP EE = Station + SoftAP mode 2 A5l 11, WebServer £ A S,
Note i.  Smartphone EE=PC 2 WizFi360 O] & Ap Of & SHCH (702 O|H sSID = MAC
Address 7} 00:08:DC:11:22:33 & [ “WizFi360_112233"0|C}.)
ii.  WebBrowser E &0l AP O H5otCE AP 1P E E 2 HESHK| L US U
192.168.36.1 O|C}.
iv.  SSID 2fpassword S 2™ BHCL
V.  WizFi360 2 Station Mode 2 At £ 2 Ap 0| 4 5HC}

3.3 TCP /IP command

3.3.1 AT+CIPSTATUS: Gets the Connection Status

Commands AT+CIPSTATUS

STATUS:<stat>
+CIPSTATUS:<link ID>,<type>,<remote IP>,<remote port>,<local port>,<tcp type>

Response
OK
<stat>: WizFi360 Station 2| status
* 2: WizFi360 Station O| AP HZE| A 0 1p ST 22 2Ef
* 3: WizFi360 Station O| TCP = UDP & S ‘4 A ot A Ef
Parameter * 4: WizFi360 Station 2| TCP &£= UDP & 0| disconnect =l 2Ef

« 5: WizFi360 Station O| AP O] & Z & X| QF 2 AN
<link ID>: connection ID (0~4), multiple connection 0| A| AF2 =ICH,

<type>: string parameter, TCP EE= UDP

WizFi360 AT command 40/ 70



@Znet

<remote IP>: string parameter, remote IP
<remote port>: remote port number
<local port>: WizFi360 local port number
<tcp type>

« 0: WizFi360 O] client 2 SZ+SHC}
« 1: WizFi360 O| server 2 SA}ISICE

AT+CIPSTATUS
Examplel STATUS:2
oK

AT+CIPSTATUS

STATUS:3
Example2 +CIPSTATUS:1,"TCP","192.168.4.2",5000,6000,1

OK

3.3.2 AT+CIPDOMAIN: DNS Function

- Execute Command

Commands AT+CIPDOMAIN=<domain name>

+CIPDOMAIN:<ip address>

OK
Response
DNS Fail
ERROR
<domain name>: string parameter, domain name, & 0| = Z|Cl 64 byte O|C}.
Parameter L
<ip address>: string parameter, domain name Of| S & S} IP address
AT+CIPDOMAIN="www.wiznet.io"
Example +CIPDOMAIN:"183.111.174.49"

OK

3.3.3 AT+CIPSTART: Establishes TCP Connection, UDP Transmission or
SSL Connection

Establish TCP Connection

- Single TCP connection (AT+CIPMUX=0) Multiple TCP connections (AT+CIPMUX=1)
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AT+CIPSTART=<type>,<remote IP>,<remote = AT+CIPSTART=<link ID>,<type>,<remote
Commands . .
port>[,<TCP keep alive>] IP>,<remote port>[,<TCP keep alive>]
OK
Response ERROR
ALREADY CONNECTED //TCP connection 0| 0|0| O| RO0{X QIS Z 2
<link ID>: Network connection ID(0~4), multiple connection 0| A A& £l C}. (AT+CIPMUX=1)
<type>: string parameter, "TCP", "UDP", "SSL"; O| 4 2 "Tcp" = A Y SHCt
<remote IP>: string parameter, remote IP address
<remote port>: remote port number H ¢|= 1~65535 O|C},
Parameter
[<TCP keep alive>]:
¢ 0: disable TCP keep-alive (default)
e 1~7200: TCP keep-alive = enable St 11 keep-alive & 7t A2 A - oICE HHel =
second O|LC}.
AT+CIPSTART="TCP","192.168.1.99",5000 AT+CIPSTART=1,"TCP","www.iwiznet.cn",5000,1
Example 0
OK OK
Establish UDP Connection
AT+CIPSTART=<type>,<remote IP>,<remote = AT+CIPSTART=<link ID>,<type>,<remote
Commands port>[,<UDP local port>][,<UDP mode>] IP>,<remote port>[,<UDP local port>][,<UDP
mode>]
OK
Response ERROR

ALREADY CONNECTED // UDP connection 0| 0|0| O| R 0{ X /2 &L

<link ID>: Network connection ID(0~4), multiple connection 0| A{ AF-& £l C}. (AT+CIPMUX=1)

<type>: string parameter, "TCP", "UDP", "SSL"; O| 42 "upp" 2 A & 3tC}.
<remote IP>: string parameter, remote IP address
<remote port>: remote port number & [+=0~65535 O|C}. 0 L 2 g2t AL random 2/ 22

Parameter
A EICE

[<UDP local port>]: WizFi360 2| UDP port number. 2| =1~65535 O|C}.

[<UDP mode>]: & parameter, UDP transparent transmission mode 2| A2 02 2 A MBI}
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e 0: destination 2 HAE
¢ 1:destination S 2 E1 HBH A 7=

 2: destination SEE A HA

T
N
or

AT+CIPSTART="UDP","192.168.1.99",5000
Example

OK

AT+CIPSTART=1,"UDP","www.iwiznet.cn",5000,
6000,2

OK

Note e <UDP mode> A2 = 2|5l <uDP local port>2 H X A H DL}

—

Establish SSL Connection

AT+CIPSTART=<type>,<remote IP>,<remote = AT+CIPSTART=<link ID>,<type>,<remote

Eomypancs port>[,<TCP keep alive>] IP>,<remote port>[,<TCP keep alive>]
OK
Response ERROR
ALREADY CONNECTED // TCP connection 0| 0|0 O| 2O{H AS H P
<link ID>: Network connection ID(0~4), multiple connection 0| A| A& EIC}. (AT+CIPMUX=1)
<type>: string parameter, "TCP", "UDP", "SSL"; O| &% "Tcp" & & 2HC}.
<remote IP>: string parameter, remote IP address
<remote port>: remote port number. 2 ¢|+= 1~65535 O|C}.
Parameter [<TCP keep alive>]:
¢ 0: disable TCP keep-alive (default)
* 1~7200: TCP keep-alive & enable St keep-alive & 2t 42 ML EH =
second O|LC},
AT+CIPSTART="SSL","wiznet.i0o",443 AT+CIPSTART=1,"SSL","wiznet.i0o",443
Example
OK OK
* WizFi360 2= X[ Clf SFLF2| SSL connection & 73 0| 7H& SHLY.
* SSL connection < UART-WiFi passthrough mode (transparent transmission)S X| &l St X| =
Note * SSL connection 2 memory = Xt X| SHCF. AT+CIPSSLSIZE=<size>E= & Slf SSL buffer size &

2.
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3.3.4 AT+CIPSSLCCONF: Sets Configuration of WiFi360 SSL Client

-

Commands AT+CIPSSLCCONF? AT+CIPSSLCCONF =<SSL mode>

Function WizFi360 SSL certificate option = ZHQISICT, WizFi360 SSL certificate option 2 AL},

+CIPSSLCCONF:<SSL mode>

Response OK
OK
<SSL mode>:
* 0: WizFi360 2 SSL Server 2] certificate & 2 15}X| Q=L
e 1: WizFi360 2 SSL Server 2| certificate & 2t QISFX| Tt Certificate 7} § 2 K| R HEtE
Parameter "
server 2 GZASIC}
e 2: WizFi360 2 SSL Server 2| certificate & 29151, Certificate 7t S22 420
server 2 HASIC}
AT+CIPSSLCCONF? AT+CIPSSLCCONF =2
Example +CIPSSLCCONEF:2 OK

oK

« O] 27 2 flash Of & =ICT,
Note - certificate = enable & 42, SSL connection O| establish =| 7| 0| O] command & A S StCt.

- certificate = AT+CASEND command & S5} 24 4 =ICt.

3.3.5 AT+CASEND: Sets the SSL certificate

-

Commands AT+CASEND? AT+CASEND=<mode>

Function SSL certificate =+ I BHCE, SSL certificate = &3 Bt

>
Response END CERTIFICATE-—-—
ERROR OK
<mode>:
SR * 0: certificate & AF K| BHCE
* 1: certificate & ‘4 4oL}
Examplel AT+CASEND? AT+CASEND=1
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————— END CERTIFICATE-----
————— END CERTIFICATE-----
oK
AT+CASEND? AT+CASEND=0
Example2
ERROR OK

e O] Command & & 2 0f| >& return 3tC}. WizFi360 2 serial data & =2l 3tC} User =

Note certificate 2| data & “-----BEGIN CERTIFICATE-----" Sl “ . END CERTIFICATE ---- " 2} 21 Zx &k5j| A
2 =5l O BHCF,

3.3.6 AT+CIPSSLSIZE: Sets the Size of SSL Buffer

-

Commands AT+CIPSSLSIZE? AT+CIPSSLSIZE=<size>

Response +CIPSSLSIZE:<size> = OK
Parameter <size>: SSL buffer size. = 2048~4096 O|LC}.
AT+CIPSSLSIZE? AT+CIPSSLSIZE=4096

Example
+CIPSSLSIZE:2048 OK

3.3.7 AT+CIPSEND: Send data

UART-WiFi passthrough (transparent transmission) mode

Commands AT+CIPSEND

transparent transmission mode 0| A data &2 A| &Lt O command A3 20| >2
Function return S}, transparent transmission mode 2 X 3Lt Ztpacket 220ms (Lt 2 MESE|H

packet 2| £|C AFO| == 2048byte O|C}.

OK
Response

>

AT+CIPSEND
Example oK

>
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o +++ 7t LB El packet = =41 A 2 WizFi360 = normal command mode 2 =OFZHCH CHS
command T& S S| H 0] =12 0[4 7|Ct2q 2}

. . o L] . . =
« transparent transmission mode & 21 2 ¢/l single connection 2 & 4°dtCt

Note

-—

« UDP transparent transmission Of| A| AT+CIPSTART 2| <UDP mode> £0 2 £ A SHC}

Normal transmission mode

AT+CIPSEND=<length>[,<remote IP>,<remote AT+CIPSEND=<link ID>,<length> [,<remote

Commands
port>] IP>,<remote port>]

normal transmission mode Of| A data &2 A| &SIt Ol command A2 20f| > return SHH,
x

serial data = =4IBtC}. Data 2| 20| 7} <length>BHE Y HE|H, data TS 2 A|&HSLCY

Function

OK
>

Connection O] O] 0/ x| x| &t QA Lidisconnect & &L LFE Sreturn L}
ERROR

Response
Data 7} § ST C = ML E G2 LfEZretun SHLf:

SEND OK

Data Efoi 0// é’fﬂ g‘ %47(2 Ef Eoegreturn ,‘_27 E/‘.'
SEND FAIL

<link ID>: Network connection ID(0~4), multiple connection 0| A{ AF& £l C}. (AT+CIPMUX=1)
<length>: data length, MAX: 2048 bytes.

Parameter
[<remote IP>]: string parameter, remote IP. UDP HMEOo|M 4 EICE

[<remote port>]: remote port number. UDP & 0| Al A =IC}

AT+CIPSEND=1220 AT+CIPSEND=0,1220,"192.168.0.10",50000
Example oK oK
> >

* UDP XJ%WA‘I, <remote IP>2} <remote port>= optional parameter = command EAH
IH OFCH WizFi360 < CFHE destination 2 2 data & TS ©FCE Optional parameter & & & SHX|
%2 B2, WizFi360 = AT+CIPSTART command & 24 A| A H Bt destination 2 Z data 7}
& EC

o <remote IP> AFE 2 2|5l <remote port>= HBtEA| A T O{OF SHC, OFXH7LX| 2 <remote

port> AFE 2 |8l, <remote IP>= BFEA| A ™ £| 0 OF SHC},

Note

3.3.8 AT+CIPSENDEX: Sends data
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AT+CIPSENDEX=<length>[,<remote IP>,<remote = AT+CIPSENDEX=<link ID>,<length> [,<remote

Commands
port>] IP>,<remote port>]

normal transmission mode Of| A data &2 A| &SIt Ol command A 20f| > return S},
Function serial data & =4ITHCL Data 2| 20| 7t <length>THE UL HLI\0 O| Y HE AL, data TS

el

oK
>

Connection O O] 01 x| x| &t Ot 7 Lidisconnect & &L LFEEreturn SFL}
ERROR

Response
Data 7} ST C = ML E G2 LfEZretun 2Hf:
SEND OK

Data E/oi 0// éljly ,‘Z" é47(2 Ef Eoegreturn ,‘_37 E/L.
SEND FAIL

<link ID>: Network connection ID(0~4), multiple connection 0| A| AF2 =IC}, (AT+CIPMUX=1)

o <length>: data length, MAX: 2048 bytes.
arameter
[<remote IP>]: string parameter, remote IP. UDP &0 A ECE
[<remote port>]: remote port number. UDP & 0f| A & 7d =IC}

AT+CIPSENDEX=1220 AT+CIPSENDEX=0,1220,"192.168.0.10",50000
Example oK oK
> >

+ <length>0l| 27 &l Z 0|23 data & 2{0| 212 | 7L \0'0| 2} 2 Z 2 WizFi360 2 Data
&2 A &S} Normal command mode Of| A CHZ AT command & 7| CH2ICE.
command.

Al
=
Note [ OFCF, WizFi360 2 CHE destination 2 2 data & &Lt Optional parameter & 4™
US AL, WizFi360 = AT+CIPSTART command & 2 A| At destination 2 2 data 7t
MSEIC

« <remote IP> AFE 2 2|5l <remote port>= HBtEA| A T O{OF SHC, OFXH7LX| 2 <remote

port> AFES 23H, <remote IP>= BFE A 47 & O] OF BHCL,

A
=
o

tX]

« UDP M & 0f| M, <remote IP>2} <remote port>+ optional parameter = command &

3.3.9 AT+CIPSENDBUF: Writes Data into the TCP-Send-Buffer

Commands AT+CIPSENDBUF=<length> AT+CIPSENDBUF=<link 1D>,<length>

O] command & 2 2 0f| > return S}, serial data = =4I SFC} Data 2| Z 0| 7t<length>BH S

UHE F R, data BSS AlZfiCL

Function
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<current segment ID>,<segment ID of which sent successfully>

OK
>

<length>2 Cf Z2data length 7} £/ & & &R LIE=2

busy

return é-/E/L

Connection O] O]-F O X| x| & Q7 Ltdisconnect £/ 7/ LFTCP connection Of OFL/H Lfbuffer 7f

Response full O AL} CFEerror 7F M E &2 LFE Sreturn BFCf

ERROR

bota FSBHOEHEHHLISE  bota FSBHOENEHHLTSS

return PFCf: return SFCf:

<segment ID>,SEND OK <link ID>,<segment ID>,SEND OK

Data {9& 0 L8t &2 LS Zretum BILF

SEND FAIL

<link ID>: Network connection ID(0~4), multiple connection 0| A{ AF& £l C}. (AT+CIPMUX=1)
Parameter <segment ID>: uint32; Zf 2+ 2| packet Of & | =1D. 1 £ E buffer Of| data 7t A2 0f & [ OFCH

1 M S 7totCt,

<length>: data length, MAX: 2048 bytes.

AT+CIPSENDBUF=1024 AT+CIPSENDBUF=0,1024

0 0,0
Example

OK OK

> >

« O] command = TCP-send-buffer O data = & A SIC}. User =SEND OK = 7| Ct2| X| &

ML O 2 0] command 2 A S 4= QICH TCP segment 7} B2 MO Z Ma HHS
o <segment ID>,SEND OK “}return | 2 2 0| & Solf = QIBHCL

o <length>0f| 4F & ZO0|2tE data 7t Y HE| 7| MO +++ 5 L H S E 2, WizFi360 = command

mode 2 =07t =2l &l serial data & AFA| =l L.

62 o
rr
_ITl_

« 0| Command = SSL Connection = X| &5} X

3.3.10 AT+CIPBUFRESET: Resets the Segment ID Count

Commands AT+CIPBUFRESET AT+CIPBUFRESET=<link D>

Response OK
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Connection Of O 2 0{X|X| %A LFrcp data 7} &= 7/CIE 1 U2 HR2LIES
return SFCF

ERROR

Parameter <link ID>: Network connection ID(0~4), multiple connection 0| A| AF2 EIC}, (AT+CIPMUX=1)
AT+CIPBUFRESET AT+CIPBUFRESET=1

Example
OK oK

Note « O] command = AT+CIPSENDBUF 2 SH7H| AL EICt

3.3.11 AT+CIPBUFSTATUS: Checks the Status of TCP-Send-Buffer

Commands AT+CIPBUFSTATUS AT+CIPBUFSTATUS=<link ID>

<next segment ID>,<segment ID sent >,<segment ID successfully sent>,<remain buffer size>,<queue

number>

Response
OK
<link ID>: Network connection ID(0~4), multiple connection 0| A{ AF-& £l C}. (AT+CIPMUX=1)
<next segment ID>: AT+CIPSENDBUF Of| 2|3l & O{ X| = Ct-S segment ID
<segment ID sent>: Ot X| 2 2 2 T & =l segment ID

Parameter
<segment ID successfully sent>: OFX|2F O 2 & 44 5 =l segment ID
<remain buffer size>: TCP-send-buffer O]l = OF Q! = size
<queue number>: O|- & 7t 5%t queue number, 22|40 gl B 2 A N8O 2 0FALESICE
AT+CIPBUFRESET AT+CIPBUFRESET=1
20,15,10,200,7 20,15,10,200,7
OK OK
* 20: X| X segment ID 7t19 & 2 2| 0| 5D, CtS H Of| AT CIPSENDBUF £ AHE SHA| | H
Bt E| = segment ID = 20 O|C}.

Example

= e 15: TCP segment ID 15 £ OFX| 22 2 M & El segment E 0| X|TH S X O 2 MEE[J =X

2 == QiCt.
¢ 10: TCPsegment ID 10 O| § SH L 2 M EE| U 2 LIEHHCE

* 200: TCP M & HIH Q| -2 AFO| =7} 200byte = 2|O[BHCE,

o 7: AHE 7S BHTCP queue HZ A E|[G YO, #1180 2 0FALE || OFBHCL queue HZ 7t
00|HTCP HIO|E{ =& 4= QICt.
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« O] Command = SSL Connection 2 X| &S} X| &=L},

Note * <next segment ID>- <segment ID sent>=1 2| &S, counting reset = /Sl AT+CIPBUFRESET =

« TCP buffer size = 21,900 byte O|LC}.

3.3.12 AT+CIPCHECKSEQ: Checks If a Specific Segment Was

Successfully Sent

Commands AT+CIPCHECKSEQ=<segment ID>

<segment ID> <status>
Response
OK OK

<link ID>,<segment ID>,<status>

AT+CIPCHECKSEQ=<link ID>,<segment ID>

<link ID>: Network connection ID(0~4), multiple connection 0| A{ AF-& £l C}. (AT+CIPMUX=1)

<segment ID>: AT+CIPSENDBUF Of| 2|3lf & 0] X| = segment ID
Parameter <status>

* FALSE: segment <& A If
AL

« TRUE: segment & 8&

AT+CIPCHECKSEQ=20 AT+CIPCHECKSEQ=1,20

Example 20, TRUE 1,20, TRUE
oK oK
Note « O] command = AT+CIPSENDBUF 2} EH7H| A& =IC},

3.3.13 AT+CIPCLOSE: Closes the TCP/UDP/SSL Connection

Commands AT+CIPCLOSE AT+CIPCLOSE=<link ID>
Function TCP/UDP Connection S close $tC}.
Response OK

<link ID>: Network connection ID(0~4), multiple connection Ol A{ A& ZIC} (AT+CIPMUX=1)

Parameter N
ID 7} YL AL, 2= connection O] close EILC}. (server mode & 42105 = OFF @&F0| QiCt)
AT+CIPCLOSE AT+CIPCLOSE=1

Example
OK OK
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3.3.14 AT+CIFSR: Gets the Local IP Address

- Execute Command

Commands AT+CIFSR

WizFi360 OfStation mode(AT+CWMODE=1) & &2 L}2Ereturn BtLF

+CIFSR:STAIP,<Station IP address>
+CIFSR:STAMAC,<Station MAC address

oK

WizFi360 O/SoftAP mode (AT+CWMODE=2 ) & &L L}2Zreturn SFCf

+CIFSR:APIP,<SoftAP IP address>
+CIFSR:APMAC,<SoftAP MAC address>
Response

oK

WizFi360 OfStation+SoftAP mode(AT+CWMODE=3) & &2 C}2Ereturn BIC|
+CIFSR:APIP,<SoftAP IP address>

+CIFSR:APMAC,<SoftAP MAC address>

+CIFSR:STAIP,<Station IP address>

+CIFSR:STAMAC,<Station MAC address>

OK

<SoftAP IP address>: string parameter, WizFi360 SoftAP 2| IP Address

<Station IP address>: string parameter, WizFi360 Station 2| IP Address
Parameter

<SoftAP MAC address>: string parameter, WizFi360 SoftAP 2| MAC Address
<Station MAC address>: string parameter, WizFi360 Station 2| MAC Address

AT+CIFSR

+CIFSR:APIP,"192.168.4.1"
+CIFSR:APMAC,"02:08:dc:11:12:13"
+CIFSR:STAIP,"192.168.1.88"
+CIFSR:STAMAC,"00:08:dc:11:12:13"

Example

OK

3.3.15 AT+CIPMUX: Enable or Disable Multiple Connections

Commands AT+CIPMUX? AT+CIPMUX=<mode>

WizFi360 AT command 51/70



(ﬁaZhet

Function connection type 22! connection type A7

+CIPMUX:<mode>

Response OK
oK
<mode>

Parameter * 0:single connection (factory default)

* 1: multiple connections

AT+CIPMUX? AT+CIPMUX=1
Example +CIPMUX:1
oK
oK

« Multiple connection = transparent transmission 7} disable & [ AF2 EIC}. (AT+CIPMODE=0).

« Connection mode = 2 & connection O| disconnect 5 = [ tHZ EIC}
BtOFTCP server 7t S5 5L A2, server = A N| B2 (AT+CIPSERVER=0) single connection 2 &

3 4 Uk,

Note

3.3.16 AT+CIPSERVER: Deletes/Creates TCP Server

Commands AT+CIPSERVER=<mode>[,<port>]
Response OK
<mode>

« 0: server 2t K|

Parameter
e 1:server 24N

<port>: port number. 8 ¢|=1~65535 O|H 7| 2 4f= 333 O|C}.

* TCP server = multiple connection mode Of| A| - SHC}, (AT+CIPMUX=1).
Note « server monitor =TCP server 7} - & [ X5 2 2 M =Tt
« client 7tserver Of 2 & [, 5tLEC| connection = AHX| S 1D 7+ & EI L}
AT+CIPMUX=1
OK
Example

AT+CIPSERVER=1,5000

OK
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3.3.17 AT+CIPSERVERMAXCONN: Set the Maximum Connection
Number Allowed by Server

Commands AT+CIPSERVERMAXCONN? AT+CIPSERVERMAXCONN=<num>
Functi WizFi360 TCP server 5= SSL server Of| WizFi360 TCP server S+ SSL server Of
unction

AA7tsH 2| client 5= 22l AZA7ts e 2| client = 27

+CIPSERVERMAXCONN:<num>
Response OK
OK

<num>: WizFi360 TCP server EE=SSL server Off &2 7ts ¢ Z|CH client 7= ¥ ¥[=1~4 O|H
Parameter
7| 24r2 4 O|LC},

T HA T

AT+CIPSERVERMAXCONN? AT+CIPSERVERMAXCONN=2
+CIPSERVERMAXCONN:2 OK
Example
OK AT+CIPSERVER=1,5000
OK
Note + O] command = server £ 45} 7| 0| Ot

3.3.18 AT+CIPMODE: Sets transmission mode

Commands AT+CIPMODE? AT+CIPMODE=<mode>

_._

Function transmission mode 29! transmission mode 27

+CIPMODE:<mode>
Response OK
OK

<mode>

 0: normal transmission mode. (factory default)

Parameter
« 1: UART-WiFi passthrough mode (transparent transmission). remote IP X port 7} #H A | X|
Qb2 42 TCP single connection mode 5= UDP mode Of| A 2t 2Hd 5tk 4~ QUL
AT+CIPMODE? AT+CIPMODE=1
Example +CIPMODE:1
OK
OK

WizFi360 AT command 53/70



@Znet

« O| 7 S flash Of| XM & E| X| Q=L

« UART-WiFi passthrough transmission & 2t TCP connection O| 2 Z A2, WizFi360 2 +++ &
Note 21 & 20} normal transmission 22 HZ E [} 77tX| connection = A& A| =3HCL

* normal transmission O] X TCP connection O| &2 Z2 A<, WizFi360 < connection = LCIA|

A ESHX| =Lt

3.3.19 AT+SAVETRANSLINK: Saves the Transparent Transmission Link
in Flash;

Save TCP Single Connection in Flash

-

AT+SAVETRANSLINK=<mode>,<remote IP or domain name>,<remote port>[,<type>,<TCP keep

Commands .
alive>]
Function 20| Q17+ [T, UART-WiFi passthrough mode Of| T 2151 TCP connection & A| =t
Response OK
<mode>
« 0: M I0| QI7HE I}, WizFi360 = UART-WiFi passthrough mode Of| 2l 21 SHX| 24 =L}, (factory
default)
o 1: M 210| QI 7HE! [, WizFi360 2 UART-WiFi passthrough mode Off 1 I $HC}.
<remote IP>: string parameter, remote IP EE = domain name
P <remote port>: remote port
[<type>]: TCP EE=UDP. 7| 24t 2TCP O| C}.
[<TCP keep alive>]:
* 0: disable TCP keep-alive (default)
« 1~7200: TCP keep-alive S enable S} 1! keep-alive & 7t4 S M SICH CHR|=
second O|LC},
AT+SAVETRANSLINK=1,"192.168.2.2",5000,"TCP",5
Example

OK

Save UDP Single Connection in Flash

-

Commands AT+SAVETRANSLINK=<mode>,<remote IP>,<remote port>,<type>[,<UDP Local port>]
Function M RI0| 17+ T}, UART-WiFi passthrough mode Ol &I 15} 11 UDP connection = A| = 3L
Response OK

Parameter <mode>
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« 0: ™ RI0| QI7HE [, WizFi360 = UART-WiFi passthrough mode Of| 2l 21 SFX| 24 =L}, (factory
default)
« 1: M 210| QI 7L [, WizFi360 2 UART-WiFi passthrough mode Of 21 I $HC}.

<remote IP>: string parameter, remote IP £ = domain name

<remote port>: remote port
<type>: string parameter, TCP EE=UDP. 7| 24t 2TCP 2UDP 2 A 7FSICH
[<UDP local port>]: UDP local port

AT+SAVETRANSLINK=1,"192.168.2.2",5000,"UDP",6000

Example
oK

3.3.20 AT+CIPSTO: Sets the TCP Server Timeout

Commands AT+CIPSTO? AT+CIPSTO=<time>

Function TCP server timeout 2+ 2! TCP server timeout &7

+CIPSTO:<time>

Response OK
OK
Parameter <time>: TCP server timeout. H ?|=0~7200 0|04, 7| 24t 180 O|C}.
AT+CIPSTO? AT+CIPSTO=180
Example +CIPSTO:10
OK
oK

3.3.21 AT+CIUPDATE: Updates the Software Through WiFi®

- Execute Command

Commands AT+CIUPDATE[=<url>] AT+CIUPDATE="http://<ip>:8080/<filename>"

Function url Off A5} firmware update Upgrade Tool 2 A2 50 firmware update
+CIPUPDATE: <n>

Response
OK

Parameter <url>: string parameter, Firmware file path ?|X|  <ip>: Local IP address

51.0.x.X = https://docs.wiznet.io/img/products/wizfi360/download/WizFi360 SDK.img
1.1.x.x = https://docs.wiznet.io/img/products/wizfi360/download/011/WizFi360 SDK.img
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<filename>: firmware file 0| &

<n>:
« 1:server 29I
« 2:server O A2
« 3: software version 20l
e 4: update A| &}

AT+CIUPDATE AT+CIUPDATE="http://192.168.0.2:8080/WizFi3

60_SDK.img"
+CIPUPDATE:<1> +CIPUPDATE:<1>
+CIPUPDATE:<2> +CIPUPDATE:<2>
Example
+CIPUPDATE:<3> +CIPUPDATE:<3>
+CIPUPDATE:<4> +CIPUPDATE:<4>
OK OK
Note « Upgrade Tool & AF23}0] firmware & update & A2 Firmware Update Guide S & Z5}2}.

3.3.22 AT+PING: Ping Packets

Commands AT+PING=<IP address>

+<Time>

OK
Response

+timeout

ERROR

<IP>: string parameter; host IP -£+= domain name
Parameter

<time>: ping response time. tF /= ms O|C}.
AT+PING="www.google.com"

Example +52

OK

3.3.23 AT+CIPDINFO: Shows the Remote IP and Port with +IPD
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Commands AT+CIPDINFO? AT+CIPDINFO=<mode>
Response +CIPDINFO:TRUE or FALSE OK

<mode>
Parameter « 0: +IPD 2t 2 7H remote IP 2t port & EA|SHX| =L},

¢ 1: +IPD 2t 27H remote IP 2t port S HEA|SHCE

AT+CIPDINFO? AT+CIPDINFO
Example +CIPDINFO:TRUE OK
OK

3.3.24 +IPD: Receive Network Data

- single connection (AT+CIPMUX=0) multiple connections (AT+CIPMUX=1)

+IPD,<len>[,<remote IP>,<remote port>]:<data>  +IPD,<link ID>,<len>[,<remote IP>,<remote

Commands
port>]:<data>
<link ID>: Network connection ID(0~4), multiple connection 0| A| AF2 =IC}, (AT+CIPMUX=1)
<len>: data length.
Parameter [<remote IP>]: string parameter, remote IP, AT+CIPDINFO=1 & [ 24 3} =IC},
[<remote port>]: remote port, AT+CIPDINFO=1 & [f 2 H 5} =T,
<data>: =%/ 8t data.
Example +IPD,5:12345 +IPD,1,5,"192.168.0.10",50000:12345
Not + O] command = normal command Of| A{ 2t 3 2 5} CF. WizFi360 O| network data E =412 1Y,
ote

serial 2 S| +IPD command & AF2310{ data & HEA|SHCE.

3.3.25 AT+CIPSNTPCFG: Sets the Configuration of SNTP

AT+CIPSNTPCFG=<enable>[,<timezone>][,<SNTP

?
Commands AT+CIPSNTPCFG? server0>][,<SNTP server1>][,<SNTP server2>]

Function SNTP Server 20! SNTP Server 27

+CIPSNTPCFG:<enable>[,<timezone>,<SNTP

Response server1>,<SNTP server2>,<SNTP server3>] oK
OK
<enable>

Parameter * 0: Disable SNTP (factory default)

¢ 1: Enable SNTP
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Example

Note

[<timezone>]: time zone; B 9|+=-11 ~13 O|Ct. SNTP 7} enable & 42 <timezone>= EHEA|
2YotCt

[<SNTP server0>]: string parameter, A HT SNTP server

[<SNTP serverl1>]: string parameter, S HW SNTP server

[<SNTP server2>]: string parameter, M| H B SNTP server

AT+CIPSNTPCFG? AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.e

du.cn","us.pool.ntp.org"

+CIPSNTPCFG:1,8,"cn.ntp.org.cn”
oK

OK
o DFOESNTP 7tenable &| 11 <SNTP server> Parameter 7} A H E| X| U4 S AL, server =

"cn.ntp.org.cn","ntp.sjtu.edu.cn", "us.pool.ntp.org" 2 2 M- =IC},

3.3.26 AT+CIPSNTPTIME: Checks the SNTP Time

Commands

Response

Parameter

Example

AT+CIPSNTPTIME?

+CIPSNTPTIME:<time>
OK

<time>: SNTP time

AT+CIPSNTPTIME?

+CIPSNTPTIME:Wed Jul 24 11:38:25 2019
oK

3.3.27 AT+CIPDNS_CUR: Sets User-defined DNS Servers;
Configuration Not Saved in the Flash

T R

Commands

Function

Response

Parameter

AT+CIPDNS_CUR=<enable>[,<DNS

?
AT+CIPDNS_CUR: server0>][,<DNS server1>]

current DNS server 20! DNS server &7

[+CIPDNS_CUR:<DNS server0>]
[+CIPDNS_CUR:<DNS server1>] oK

OK

<enable>
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« 0: default DNS server AHE
« 1: DNS server &7
<DNS server0>: string parameter, AR DNS server

<DNS serverl>: string parameter, 5 £ T DNS server
AT+CIPDNS_CUR? AT+CIPDNS_CUR=1,"1.1.1.1","8.8.8.8"

+CIPDNS_CUR: 1.1.1.1

Example +CIPDNS_CUR: 8.8.8.8

OK
OK

« O] 278 2 flash Ol M & £| K| i =Lt

« <enable>0| 1 O| 11 <DNS server0> 2} <DNS server1> 7t & &| X| @ 2 4 2 DNS server =
Note "208.67.222.222"2 2 At EICt,

* DNS server = AT+CWDHCP command %

Z0|#HZE 49Uk,
(o]

SH
o
== QiCt

=
« <DNSserver0> 2F<DNS serverl> = &S

3.3.28 AT+CIPDNS_DEF: Sets User-defined DNS Servers;
Configuration Saved in the Flash

AT+CIPDNS_DEF=<enable>[,<DNS

)
Commands AT+CIPDNS_DEF? server0>][,<DNS server1>]

Function Flash Ofl X & &| O R/+= DNS Server 20! DNS server &7

[+CIPDNS_DEF:<DNS server0>]

+CIPDNS_DEF:<DNS serverl>
Response [ - ] OK

OK

<enable>
* 0: default DNS server A&
* 1: DNS server 278
<DNS server0>: string parameter, AR DNS server

Parameter i =
<DNS serverl>: string parameter, — Y DNS server

Factory default 4}
v.1.0.x.x Ol A1: no value
v. 1.1.x.x 0| AM: 208.67.220.220

AT+CIPDNS_DEF? AT+CIPDNS_DEF=1,"1.1.1.1","8.8.8.8"

Example +CIPDNS_DEF: 1.1.1.1
+CIPDNS_DEF: 8.8.8.8 OK
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OK

« O B7d 2 flash Of X{ &+ =IC},

« <enable>0|1 O| 11 <DNS server0> 2t <DNS server1> 7} A &| X| @ 2 4 2 DNS server =
Note "208.67.222.222"2 2 AL EICH

* DNS server = AT+CWDHCP command &

=
« <DNS server0> 2} <DNS serverl> = &2

of HZE 49Uk,

Ct.

£ o

Sh
=]
A
=

3.3.29 AT+MQTTSET: Sets the Configuration of MQTT connection.

AT+MQTTSET=<User

?
Bl AT+MQTTSET: Name>,<Password>,<ClientID>,<AliveTime>

<UserName>,<Password>,<ClientID>,<AliveTime
>

Response OK
OK

<UserName>: string parameter, authentication = 2|5l AHE | += broker Name. Max: 50byte

<Password>: string parameter, authentication = %/ 5ll A& Z|-= broker Password. Max: 50byte

Parameter
<ClientID>: string parameter, broker Of| 124 | = Client ID. Max: 50byte
<AliveTime>: broker 2}2] alive time. '8 $| = 30s~300s O| C}.
AT+MQTTSET=? AT+MQTTSET="wiznet","12345678","wiznet-
01",60
ZEE "wiznet","12345678","wiznet-01",60
OK
OK
Note + O] command = broker Off & 25} 7|7 0f| 47 | O OF BHCE.

3.3.30 AT+MQTTOPIC: Sets the Topic of Publish and Subscribe

AT+MQTTTOPIC=<publish topic>,<subscribe

Commands AT+MQTTTOPIC? topicl>[,<subscribe topic2>][,<subscribe
topic3>]
Response <publish topic>,<subscribe topic> oK
OK
<publish topic>: string parameter, WizFi360 O| publish S} = topic
Parameter <subscribe topicl>: string parameter, WizFi360 O| subscribe S}-= topic

[<subscribe topic2>]: string parameter, WizFi360 O| subscribe S} topic
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[<subscribe topic3>]: string parameter, WizFi360 O| subscribe S} topic

AT+MQTTTOPIC? AT+MQTTTOPIC="pubTopic","subTopic"
Examplel "pubTopic","subTopic"
OK
OK

AT+MQTTTOPIC="pubTopic","subTopicl","SubT
2
AT+MQTTTOPIC: opic2","SubTopic3","SubTopic4","SubTopic5"
Example2 "pubTopic","subTopicl","SubTopic2","SubTopic
3" "SubTopic4","SubTopic5" oK

OK

Not * Firmware v1.1.1.8 O & version = broker 0l & A5} 7| H topic = & oHC}.
ote

« <subscribe topic2> 2} <subscribe topic3>+ Firmware v1.0.5.0 O| 2 version £ E AF& 7} S}

3.3.31 AT+MQTTQOS: Sets the Configuration of QoS

Commands AT+MQTTQOS? AT+MQTTQOS=<QoS level>
<QoS Level>

Response OK
OK

<QoS Level>: H E Q3 qos MH|A Level.
+0: QoSO
Parameter +1: QoS1
+2: Q0S2
7| =282 0(Qos0)O|Ct.

AT+MQTTQOS? AT+MQTTQOS=0
Examplel “0”
oK
oK

+ 5 = command = publish 2| QoS TtH d5HH subscribe & QoS0 2 = 17 E C},

« 8| & command = Firmware v1.1.1.8 0| 2 version £ E{ AF2 7+5 S}CH

Note

3.3.32 AT+MQTTCON: Connects to a Broker

AT+MQTTCON=<enable>,<broker IP>,<broker AT+MQTTCON=<linkID>,<enable>,<broker

BT port> IP>,<broker port>
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Response

Parameter

Message

Example

CONNECT
OK
CONNECT FAIL

ERROR

<link ID>: Network connection ID(0~4), multiple connection 0| A| A2 ZIC}, (AT+CIPMUX=1)
<enable>:
« 0: authentication 20| broker Off &4

« 1: authentication broker O &2
<broker IP>: string parameter, broker IP address
<broker port>: broker port number

subscribe S} 11 /= topic 2| message 7t <=4 2 I OFCHCHSE S return $HCL
<subscribe topic>-> "subscribe data"

AT+MQTTCON=0,"192.168.1.20",1883

CONNECT

OK

3.3.33 AT+MQTTPUB: Publish a message

e

Commands

Response

Parameter

Example

Note

AT+MQTTPUB=<message>

OK

<message>: string parameter, publish 2 message. Max length = Head Z 2} 2048 bytes’O| C}.
AT+MQTTPUB="publish data"

oK

« O] command =MQTT 7t A Z &[0 AU S T AFE EI LY.

« Publish 2t data 2| topic = AT+MQTTTOPIC command O 2|5 27 &I Ct. Firmware v1.1.1.8 O|

version 0| A topic 2 broker Ofl A ASH7| Mo A g 4= QI

3.3.34 AT+MQTTPUBSEND: Publish a message

Commands

Response

AT+MQTTPUBSEND

OK
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><message>

<length>: data length, Max length = Head 22} 2048 bytes’ O|C}.

Parameter n
<message>: publish "émessage
AT+MQTTPUBSEND=5
OK

Example S
OK

+ Ol command =MQTT 7t AZ £| O /S [ AHEEICE
Note « Publish $tdata 2| topic = AT+MQTTTOPIC command Ol 2|8l 27 =ICt.

¢ O] command = Firmware v1.1.1.8 O| 2 version £ E{ At& 7} SICt

3.3.35 AT+MQTTDIS: Disconnects from a Broker

Commands AT+MQTTDIS

Response CLOSE

3.3.36 AT+AZSET: Sets the Configuration of Azure loT Hub connection.

e

Commands AT+AZSET=<hub ID>,<device ID>,<key>

Response OK

<hub ID>: string parameter, loT Hub 2| ID
Parameter <device ID>: string parameter, loT Device 2| ID

<key>: string parameter, loT Device 2| Key

AT+AZSET=" wiznet-iothub"," wiznettest"," "

Example
oK

Note + O] command = Azure loT Hub Of| A Z 35} 7| M 0f| 74 | O] OF BHCt .

3.3.37 AT+AZCON: Connects to a AZURE

e

Commands AT+AZCON
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CONNECT
OK
Response
CONNECT FAIL
ERROR
loT Hub 25 E{ message 7t =412 U§OFCtHCHZ2 return $HCE O| I AT+MQTTTOPIC command
£ Sl <Subscribe topic>= "devices/<deviced ID>/message/devicebound/#" 2 £ & 7H 5| OF
Message SHC},
devices/<device ID>/messages/devicebound/<property_bag>-> <subscribe data>
<device ID>: |oT device ID
Parameter <property bag>: HIA| X| &4 4}, key/value 242 O| FH url-encoded & 4| O|C},
<subscribe data>: subscribe St+=Topic 2| data
AT+AZSET="WIZnetTest","Wizfi360"," ------r-rmrmmrmecer "
OK
AT+MQTTTOPIC="devices/wizfi360/messages/events/","devices/wizfi360/messages/devicebound/#
OK
AT+AZCON
Example
CONNECT
OK
Connect O| 2 Cloud 0f| A Device Z H|O|EH{ E M & & A 2, WizFi360 = CHS 1t 0|
Return $HC}.
devices/wizfi360/messages/devicebound/%24.mid=test1
&%24.to=%2Fdevices%2Fwizfi360%2Fmessages%2FdeviceBound&iothub-ack=full -> Hello Wiznet!
« O| command £ ™ &5} 7| ™ Of| AT+AZSET command 2FAT+MQTTTOPIC command £ & ™ SHC}
Note « Connect O| 2 AT+MQTTPUB command £ &l Azure Sever O 4| O| E{ & ™ &Lt
o XMt LY 2 https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-mgtt-support &

EENE

3.3.38 AT+AWSPKSEND: Set Private Key

Commands AT+AWSPKSEND? AT+AWSPKSEND=<mode>
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Function

Response

Parameter

Examplel

Example2

Note

3.3.39 AT+CLICASEND: Set Client Certificate

Commands

Function

Response

Parameter

Private Key 2 QISHC},

ERROR

AT+AWSPKSEND?

AT+AWSPKSEND?

ERROR

Private Key = A 4oL},

>

OK

<mode>:
e 0: Key £ AT K|S}
o 1:Key & 4 JtCH

AT+AWSPKSEND=1

AT+AWSPKSEND=0

OK

e O] Command &8 2 0f| >& return BtC}. WizFi360 2 serial data & =4I 3tC}. User =

certificate 2| data & “----

E e A o oF St

AT+CLICASEND?

Client Certificate 2215t

ERROR

C}.

" Bl “__.__END RSA PRIVATE KEY-----" 2}¢I

AT+CLICASEND=<mode>

Client Certificate & A7 StCt.

OK

<mode>:
e 0: Certificate & A N| Lt

e 1: Certificate S M &SIt
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AT+CLICASEND? AT+CLICASEND=1
----- BEGIN CERTIFICATE----- >
T e BEGIN CERTIFICATE-----
Examplel END CERTIFICATE-----
----- END CERTIFICATE-----
oK
AT+CLICASEND? AT+CLICASEND=0
Example2
ERROR oK

e O] Command & & 2 0f| >E return BtC}. WizFi360 2 serial data & =2l 3tC} User =

Note certificate 2| data = “--—--BEGIN CERTIFICATE--——-" 3 “ - END CERTIFICATE - " 2} QI Z &5 A
2 5| OF BHCF,

3.3.40 AT+AWSCON: Connect to AWS loT Core

Commands AT+AWSCON
CONNECT
OK
Response

CONNECT FAIL

ERROR

loT Core 22 E message 7} =412 M OCHCHE 2 return ©FCE O| I AT+MQTTTOPIC command

On

£ E || <Subscribe topic>= "$aws/things/<thingName>/shadow/update/accepted" 2 =

Message A ™8| OF SHC},
Saws/things/<thingName>/shadow/update/accepted -> <subscribe data>

<thingName>: thingName

Parameter . WL .
<subscribe data>: subscribe St=Topic 2| data
AT+MQTTSET="","","<ThingName>",60
OK

Example " . . " . .
AT+MQTTTOPIC="Saws/things/<thingName>/shadow/update","Saws/things/<thingName>/shadow
Jupdate/accepted"
OK
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AT+AWSCON
CONNECT

OK

Connect 0| 2 Cloud Of| A Device 2 H|O|EH{E M & & 4 2, WizFi360 = CHZ 1 0|

Return PHCF,
Saws/things/<thingName>/shadow/update/accepted -> Hello Wiznet!

« O] command & M £38}7| ™ 0| AT+MQTTSET command 2F AT+MQTTTOPIC command &

™t}
Note « Connect O| = AT+MQTTPUB command = £ 8}l AWS loT Core O | O| E{ & M & 3HC}

o« AT+CIPMUX=1 A2 A| AWSCON 0| M @ F 7} HtShElCt
« O] command £ T &35} 7| 7 0f ssL certificate option = AT+CIPSSLCCONF=2 2 A1 S StC},
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4  Command History

Command = Of2 | S & Firmware Version O| 2 £ E{ AF2 75 5L

1.0.1.0

1.0.2.4

1.04.1

1.0.5.1

1.0.7.2

1.1.1.2

1.1.1.8

AT, AT+RST, AT+GMR, AT+GSLP, ATE, AT+RESTORE, AT+UART_CUR, AT+UART_DEF, AT+SLEEP,
AT+SYSIOSETCFG, AT+SYSIOGETCFG, AT+SYSGPIODIR, AT+SYSGPIOWRITE, AT+SYSGPIOREAD,
AT+CWMODE_CUR, AT+CWMODE_DEF, AT+CWIAP_CUR, AT+CWIJAP_DEF, AT+CWLAPOPT,
AT+CWLAP, AT+CWQAP, AT+CWSAP_CUR, AT+CWSAP_DEF, AT+CWLIF, AT+CWDHCP_CUR,
AT+CWDHCP_DEF, AT+CWDHCPS_CUR, AT+CWDHCPS_DEF, AT+CWAUTOCONN,
AT+CIPSTAMAC_CUR, AT+CIPSTAMAC_DEF, AT+CIPAPMAC_CUR, AT+CIPAPMAC_DEF,
AT+CIPSTA_CUR, AT+CIPSTA_DEF, AT+CIPAP_CUR, AT+CIPAP_DEF, AT+CWSTARTSMART,
AT+CWSTOPSMART, AT+WPS, AT+CWHOSTNAME, AT+CWCOUNTRY_CUR,
AT+CWCOUNTRY_DEF, AT+CIPSTATUS, AT+CIPDOMAIN, AT+CIPSTART, AT+CIPSSLSIZE,
AT+CIPSEND, AT+CIPSENDEX, AT+CIPSENDBUF, AT+CIPBUFRESET, AT+CIPBUFSTATUS,
AT+CIPCHECKSEQ, AT+CIPCLOSE, AT+CIFSR, AT+CIPMUX, AT+CIPSERVER,
AT+CIPSERVERMAXCONN, AT+CIPMODE, AT+SAVETRANSLINK, AT+CIPSTO, AT+CIUPDATE,
AT+PING, AT+CIPDINFO, +IPD, AT+CIPSNTPCFG, AT+CIPSNTPTIME, AT+CIPDNS_CUR,
AT+CIPDNS_DEF

AT+MQTTSET, AT+MQTTOPIC, AT+MQTTCON, AT+MQTTPUB, AT+MQTTDIS

AT+AZSET, AT+AZCON

AT+CIPSSLCCONF, AT+CASEND

AT+WIZ_NETCONFIG

AT+AWSCON, AT+AWSPKSEND, AT+CLICASEND

AT+MQTTQOS, AT+MQTTPUBSEND
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Copyright Notice

Copyright 2022 WIZnet Co., Ltd. All Rights Reserved.
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Document: https://docs.wiznet.io/

Sales & Distribution: mailto:sales@wiznet.io

For more information, visit our website at http://www.wiznet.io/
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