@IZnet

WizFi360

AT Instruction Set

Version 1.1.1.8

6‘7 I/net

http://www.wiznet.io/

Copyright 2022 WIizZnet Co., Ltd. All rights reserved.


http://www.wiznet.io/

@IZnet

Contents
1 DocuUmMENTt REVISION HISTOIY.....uiiiiiiiiiiiiiiieti ettt e e e s s et e e e e e s s s ssbbre e e e e e s s ssnsbbeeeeesssssnnnnnee 3
D Y I 0] oo Taa ¥ a e M@ AV Z T oV 4
2.1 F AN I @oT o] o g F=TaTo I oo o o ¥- | 4
2.2 RESPONSE FOIMAt ..o e e s e e e s s s bt e e e e e s s e ssbrbeeeeeessesnnnneee 5
2.3 R o) Y oI T = T TP 6
2.4 Enter AT normal transmisSion MOTE.........cccviiiiiiiiie ettt e e e tre e e e e tre e e e sabee e e snreeeeerreeesnanes 7
3 AT COMMANG DESCIIPTION 1.uetiiiiiieiie ettt ettt et e st e ettt e sate e sbe e s sbeeesaseesabeesabeeesbeeesaseesabeesabeesseeesasessseesnne 8
3.1 SystemM CONLrol COMMANGS. .....uiiiiiiiiiieie ettt ettt ettt ste e sbe e st e e e saaeesabeesabeessbeesbaeesaseesaseesseesnne 11
N I A =T (L B - [ (U o PO UPPPPPPPTN 11
3.1.2 AT+RST: Restarts the MOGUIE..........c.eivriiiriiiiicecce e sae e sere e seaeesbaeeees 11
3.1.3 AT+GMR: Checks Version INformation.........cccceeviiiiiiiiniieiiee et sae e sve e e 11
3.1.4 AT+GSLP: Enters DEepP-SIEEP IMOUE ....cccuveeieeiiiee ettt ettt ettt e e e seare e e e eabbe e e e eabaeeesnneeas 11
3.1.5 ATE: AT ComMMANAS ECNOING......vviiiiiieieecieee ettt e et eetre e e s eate e e e sare e e e sabaeeeesaraeeesnneeas 12
3.1.6 AT+RESTORE: Restores the Factory Default Settings......c.eeeveieiiiiciiie i 12
3.1.7 AT+UART_CUR: Current UART Configuration; Not saved to Flash ........c..cccoecvveeiviieiecccieee e, 12
3.1.8 AT+UART_DEF: Default UART Configuration; Saved in the Flash........cccceeieiviiiiiieie e, 13
3.1.9 AT+SLEEP: Configures the SIEEP MOUES ......cccveeeeiiieieecieee ettt e e et e e e etae e e e eabae e e snneeas 14
3.1.10 AT+SYSIOSETCFG: Configures [0 WOrking MOGE .......ccvveeeieiireeeireee e eeeee e eereeeeetreeeeeevneeesnneeas 14
3.1.11 AT+SYSIOGETCFG: Checks 10 WOrKing IMOE..........ceeecieeeiiiiieeeireee ettt et eevaee e e evne e s 15
3.1.12 AT+SYSGPIODIR: Configures the Direction of GPIO ..........coccveveeicieeeeeiieeee et eevee e e 16
3.1.13 AT+SYSGPIOWRITE: Configures the GPIO OULPUL LEVEL.........eeveeiveeeiciiee ettt 16
3.1.14 AT+SYSGPIOREAD: Reads the GPIO INPUL LEVEL......cccecvieiiiieieecreee ettt 17
3.2 WIFT COMIMANG ...ttt ste e sttt e e st e e s sabbe e e s saba e e e sabeeessasaaeessasaeessnsseeessssenes 18
3.2.1 AT+CWMODE_CUR: Sets the Current WiFi mode; Not Saved in the Flash.........cccccceeiiieciiineeennnnnn, 18
3.2.2 AT+CWMODE_DEF: Set the operation mode, Save to Flash..........cccciveeiieiiicccieeeee e, 18
3.2.3 AT+CWIJAP_CUR: Connects to an AP; Configuration Not Saved in the Flash ........c.ccccccvvvveivrvencennenn. 19
3.2.4 AT+CWIJAP_DEF: Connects to an AP; Configuration Saved in the Flash........ccccccoevveevicieeiicieenc e, 19
3.2.5 AT+CWLAPOPT: Sets the Configuration for the Command ATH+CWLAP .......cccccevvirrrvieercreesieeeeeeee 20
3.2.6 ATHCWLAP: LiStS AVAIlable APS ..ccoiiiieieeiiee ettt ettt e s sabe e s saae e e s sabae e e snarneessnneeas 21
3.2.7 AT+CWQAP: DiscONNECtS fromM The AP ....ccuiieieieiciec ettt s e s s sae e e seae e srae e ereeeneeas 22
3.2.8 AT+CWSAP_CUR: Configures the WizFi360 SoftAP; Configuration Not Saved in the Flash............... 22
3.2.9 AT+CWSAP_DEF: Configures the WizFi360 SoftAP; Configuration Saved in the Flash ...................... 23
3.2.10 AT+CWLIF: IP of Stations which are connected to WizFi360 SOftAP.........ccccceeevererieesiee e, 24
3.2.11 AT+CWDHCP_CUR: Enables/Disables DHCP; Configuration Not Saved in the Flash........................ 25
3.2.12 AT+CWDHCP_DEF: Enables/Disables DHCP; Configuration Saved in the Flash.........ccccccovvevennne.. 25
3.2.13 AT+CWDHCPS_CUR: Sets the IP Address Allocated by WizFi360 SoftAP DHCP; Configuration Not
Y= 1= Te I T T - T o TSP 26
3.2.14 AT+CWDHCPS_DEF: Sets the IP Address Allocated by WizFi360 SoftAP DHCP; Configuration Saved in
o T SRR 27
3.2.15 AT+CWAUTOCONN: Auto-Connects to the AP OF NOT ....cccociiieiiciiie e 28
3.2.16 AT+CIPSTAMAC_CUR: Sets the MAC Address of the WizFi360 Station; Configuration Not Saved in
L8 0TI 51 5] RSP 29
3.2.17 AT+CIPSTAMAC_DEF: Sets the MAC Address of the WizFi360 Station; Configuration Saved in the
o T SRR 29
3.2.18 AT+CIPAPMAC_CUR: Sets the MAC Address of the WizFi360 SoftAP; Configuration Not Saved in the
o T o SN 30
3.2.19 AT+CIPAPMAC_DEF: Sets the MAC Address of the WizFi360 SoftAP; Configuration Saved in the Flash
.................................................................................................................................................................... 30
3.2.20 AT+CIPSTA_CUR: Sets the Current IP Address of the WizFi360 Station; Configuration Not Saved in
L8 0TI 315 S 31
3.2.21 AT+CIPSTA_DEF: Set the static IP of WizFi360 Station, Saved to Flash ..........ccceccvvevecieeeinieee e, 32

3.2.22 AT+CIPAP_CUR: Sets the IP Address of the WizFi360 SoftAP; Configuration Not Saved in the Flash

WizFi360 AT command 1/70



.................................................................................................................................................................... 33
3.2.23 AT+CIPAP_DEF: Sets the IP Address of the WizFi360 SoftAP; Configuration Saved in the Flash ..... 34
3.2.24 AT+CWSTARTSMART: Start SMartCoNfig......ccuueeiiiieie ettt rre e e sarae e e nneeas 35
3.2.25 AT+CWSTOPSMART: Stop SMart CoONFig.....ccccuuiiiiiieieiciiee ettt e et e e e earre e e s 36
3.2.26 AT+WPS: Enables the WPS FUNCLION.........cooiiiie ettt et eeetre e e e e tae e e e earae e e snneeas 37
3.2.27 AT+CWHOSTNAME: Configures the Name of WizFi360 Station .........ccccceeeveeeeecieeececieee e, 37
3.2.28 AT+CWCOUNTRY_CUR: Set WiFi Country Code of WizFi360; Configuration Not Saved in the Flash
.................................................................................................................................................................... 38
3.2.29 AT+CWCOUNTRY_DEF: Set WiFi Country Code of WizFi360; Configuration Saved in the Flash...... 38
3.2.30 AT+WIZ_NETCONFIG: WebServer for setting SSID/PWD .......cceeoeveeeieeiireeeieeecieeeereeeree e eevee e 39
3.3 O A > eleY 3 o1 T [T RPNt 40
3.3.1 AT+CIPSTATUS: Gets the CONNECtioN STAtUS .....covciiiiriiiriieriee et e s e 40
3.3.2 AT+CIPDOMAIN: DNS FUNCEION....ceitiiiiiiiriiteiieesieeeiee et esreesieesteeseeessabeessessneesssseesssessaneesnsesensens 41
3.3.3 AT+CIPSTART: Establishes TCP Connection, UDP Transmission or SSL Connection........cccccueeeeeeernne. 41
3.3.4 AT+CIPSSLCCONF: Sets Configuration of WiFi360 SSL Client .......cccccvvriieriieiiieeiieereeesree e 44
3.3.5 AT+CASEND: Sets the SSL CertifiCat. .. .ciiviiiiiiiiiieiiieieesee et sae e sbe e e 44
3.3.6 AT+CIPSSLSIZE: Sets the Size Of SSLBUFTEI........uiviiiiiiiieciee et 45
3.3.7 ATHCIPSEND: SENA AaTa 1uuiiiiiiieiiieiieeiiie et ste e st e st e stee e seteessbeesbee e beeesaseesaseessbeessseeesssessnseesnsesensees 45
3.3.8 ATHCIPSENDEX: SENAS data...ccuveeiiiiieiiiiiietiiiiiee sttt e e st e e s sire e e s sireeessabreessabeeessabaeeesssraeesssnenes 46
3.3.9 AT+CIPSENDBUF: Writes Data into the TCP-Send-Buffer.......cccccvveiiiniieieicee e 47
3.3.10 AT+CIPBUFRESET: Resets the Segment ID COUNT .......cccuveeeieiireeeireeeceireeeeetree et eeeetreeeeeerneeeenneees 48
3.3.11 AT+CIPBUFSTATUS: Checks the Status of TCP-Send-Buffer.......cccccvviiiiieinien e, 49
3.3.12 AT+CIPCHECKSEQ: Checks If a Specific Segment Was Successfully Sent ..........cccceveeecveeeiviveeeenneen. 50
3.3.13 AT+CIPCLOSE: Closes the TCP/UDP/SSL CONNECLION .....eveeeeeeeeeeeeeeeeeeeeeeeee e e e eeeeeeeeeeeeseeeeeeeeeeesseeens 50
3.3.14 AT+CIFSR: Gets the LOCAl IP AQAIESS.....cccuiiiiieiieeiieeeiee e sieesieeseeesee e saeesteesaesesaeeesesesssaeesnresenneas 51
3.3.15 AT+CIPMUX: Enable or Disable Multiple CONNECLioNS .........eevveeeiiiciiiieiiee e e 51
3.3.16 AT+CIPSERVER: Deletes/Creates TCP SEIVE......cocvuiiivieeeeieteieeeteeeeeteee e sttt e e e seaaesessbaeeessareeeesenaeeas 52
3.3.17 AT+CIPSERVERMAXCONN: Set the Maximum Connection Number Allowed by Server.................. 53
3.3.18 AT+CIPMODE: Sets transmiSSiON MOUE .....cccuiieiiiiiieiriieeecrieee e siee e sire e s srere e e s srreeessbeeeesnsraeessnneeas 53
3.3.19 AT+SAVETRANSLINK: Saves the Transparent Transmission Link in Flash; .......ccccccveeiiincciiiineeennnnne, 54
3.3.20 AT+CIPSTO: Sets the TCP Server TIMEOUL ....c.uveiiiieeeeriieeesrieeeesieeessireesssereeessareeessseeeesssneeessnsnenes 55
3.3.21 AT+CIUPDATE: Updates the Software Through WiFi .........cccvvieiiiiiieiiiiee et 55
3.3.22 ATHPING: PiNg PaCKeES ... ittt e e e e e e e e rre e e e e e s e e aabraeeeeeeseennnsaaaeaeeeseennns 56
3.3.23 AT+CIPDINFO: Shows the Remote IP and Port With +IPD ........cccooveciiiiiiieei e 56
3.3.24 +IPD: ReCEIVE NEtWOIK Data.....cccccuiiiiiiiieiiiiiiee st ertee st e st e e e sae e s s sabee e s ssaae e e s snbaeeeensbaeessnnneas 57
3.3.25 AT+CIPSNTPCFG: Sets the Configuration Of SNTP ........cceiiieiiiieeiiiee et eeetre e eeerre e e eenneees 57
3.3.26 AT+CIPSNTPTIME: Checks the SNTP TimMe....cc.uiiiicieieiciiee e cieee ettt estee s siee e e svre e e s evae e e e savae e s snnneas 58
3.3.27 AT+CIPDNS_CUR: Sets User-defined DNS Servers; Configuration Not Saved in the Flash............... 58
3.3.28 AT+CIPDNS_DEF: Sets User-defined DNS Servers; Configuration Saved in the Flash...................... 59
3.3.29 AT+MQTTSET: Sets the Configuration of MQTT cONNECtiON. .....ccvvveeveiieeeiciee e, 60
3.3.30 AT+MQTTOPIC: Sets the Topic of Publish and Subscribe........ccccuvveivcieericie e, 60
3.3.31 AT+MQTTQOS: Sets the Configuration of QOS..........ccccieiiiciiiice e 61
3.3.32 AT+MQTTCON: CONNECES t0 @ BrOKEN .. .vveeiieiiee ettt ettt ertee et e s s ere e e s e e e svae e e e snrae e s sneneas 61
3.3.33 AT+MQTTPUB: PUDIiSh @ MESSAZE ...eiiieiieieeiieee ettt e st e s e e s s e e e e snrae e s sneneas 62
3.3.34 AT+MQTTPUBSEND: PUBIISh @ MESSAZE ..eeecuvvveeeiiieie et eeeee et e seee s st e e evee e e s srae e e s snvae e e snaneas 62
3.3.35 AT+MQTTDIS: DiscoNNeCcts from @ BroKEr .......ccoccuveeiiiiiiee et see e e e s s 63
3.3.36 AT+AZSET: Sets the Configuration of Azure 0T Hub connection........cccccoeevveeivceee e, 63
3.3.37 AT+AZCON: ConNects 10 @ AZURE ......ovviiiiiiiiiiiiiiiiteeetteeeeette ettt eeeaaaeseessesssesssssssssssssssnnnnnes 63
3.3.38 AT+AWSPKSEND: Set Private KeY.....cccuuiiiiiiiiiiiiiiieeeee sttt e e s sirae e e e e s s s ssabbaaeaeeesssans 64
3.3.39 AT+CLICASEND: Set Client CertifiCate ......uuivviie e 65
3.3.40 AT+AWSCON: CONNECE O AWS [OT COF@..cevvrrriiiiiriieiietiieeeiereeeeeeeeeeeeeeerreesesssressserrssssesnrnsssessennesssnnnaes 66
N o .41 g 1= o N 13 o 68

WizFi360 AT command 2/70



@IZnet

1 Document Revision History

Ver. 1.0.0 1AUG2019 Initial Release
Add AT+CWCOUNTRY_CUR, AT+CWCOUNTRY_DEF, AT+SYSIOSETCFG,
AT+SYSIOGETCFG, AT+SYSGPIODIR, AT+SYSGPIOWRITE, AT+SYSGPIOREAD, Pin List,
AT+CIPSERVERMAXCONN, AT+CWSTARTSMART, AT+CWSTOPSMART, NOTE of
Ver.1.0.1 14AUG2019 UART_CUR(PA1),
Modify return value of AT+CIFSR, description of AT+SAVETRANSLINK, option of
AT+CWLAP and AT+CWLAPOPT(adding wps parameter), AT Command Overview,
description of AT+RESTORE, description of CIPAPMAC(not change the value)
Renewal Layout
Ver. 1.0.2 20AUG2019
Add AT+WPS, AT+SLEEP, AT+GSLP
Add MQTT commands
Ver. 1.0.3 23AUG2019
Add description of AT+CIPSTART SSL
Ver.1.0.4 16SEP2019 Modify typing error
Ver.1.0.5 140CT2019 Modify CWMODE Factory Default
Add Azure commands, AT+SSLCCONF command and AT+CASEND command.
Ver. 1.0.6 160CT2019 Modify typing error
Add Command History
Add AT+WIZ_NETCONFIG
Ver 1.0.7 9MAR2020 Modify AT+CWSTARTSMART
Modify minor typos and error
Modify AT+WIZ_NETCONFIG
Ver 1.0.7.2 12MAR2020 Modify AT+CWSTARTSMART
Modify minor typos and error
Ver1.1.1.1 7JAN2021 Modify AT+MQTTCON
Ver1.1.1.2 22APR2021 Add AT+AWSCON, AT+AWSPKSEND, AT+CLICASEND
Ver 1.1.1.7 9MAY2022 Modify AT+CIUPDATE firmware download link
Modify AT+MQTTTOPIC
Ver1.1.1.8 24JUN2022
Add AT+MQTTQOS, AT+MQTTPUBSEND
WizFi360 AT command 3/70



@IZnet

2 AT Command Overview

2.1 AT Command Format

AT command = Ot2f 2} Z-2 Type O|H, 2= command 7} U|7tX| B S Ct X| I SHX| ¥=Ct
Test Command AT Module O| normal transmission 2/ X| =t QIStC},

Il MAS 2t
AT+<command>=<para0>,<paral> Parameter = =g olLt.

Set Command

,--,<paran> parameter 2| =& CHEC},

Query Command AT+<command>?

mx
oz

Z| Q= EH parameter 2f2 28

rot
inl

Execute Command AT+<command> E A function = AL},

Note:
1. ATcommand = LfZAFO/ 0, AT 2 A/Z}S} LI CR LF(=0x0A 0x0D) L = Z L/
2. <command> = Z/2/S/ FE0/=Z 9/0/3t} O£ =0/, <command>£ RST Lf CWMODE_CUR
Z0/ & = oI}
3. ATcommand = 02/ 7S/ parameter = 7t& + U 20 ZFZ9 parameter =2 &2 ZXF £ 0/
Fop2p AL
4. Optional parameters = 22 [ |2 ZZ[EIC} O/ 212 ERo}A| Y7L} LIEILIX] ¥= +

olo / YHETLX YE FL /2 OZ HFE/IC

5. String parameters = 2 I} 2 H = #7|5}0 T1ZEILf,
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2.2 Response Format

AT Command 9| CH 3t Return values &= CHS 1t ZHCt

ERROR

Error Messages
ALREADY CONNECTED

SEND FAIL

OK

+<Command>: <paral>, ..,<paran>

X|Qstx| %= AT HHYOAHL EHZE

T
S

nfebo| & 7h & 5 = ULt

TCP, UDP, SSL connection O| O|0] A0

ALt

Network Data & 0| A i SHFCT.

Set command 7t d 3 MO 2 MM QL

Query SE& Execute Command 7 &M 2

A A D parameter L= EH2HSICE

OK
SEND OK Network Data & 0| A3t ACt
Success
Message
Query == Execute Command 7 &M Z
- HAED BE  USS  ttEoith
<description>
<description>2 Htetk|= Zt== 2|0[5HH,
oK Hiotr|= U4S2 4242 command EE=E
Ct2C}
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2.3 List of Messages

command O|CHDt return gt HEZ OF2{Of| K| A| X[ 7} return L},

ready AT firmware 7} &=H| &l

WIFI CONNECTED WizFi360 Station O] Ap 2t C1 A &l

WIFI GOT IP WizFi360 Station O| AP 22 E p & & &S
WIFI DISCONNECTED WizFi360 Station O| Ap 22 E{2| HZ0| ZZ&

Busy sending. WizFi360 O| O| ™ input 2 & & 0|22 MZ-2 input Of

busy s... N
SEE =+ it
Busy processing. WizFi360 O] O|™ input 2 XN2| & 0|22 MEE
busy p... N
input Off SE< == gICH
<Link ID>, CONNECT <Link ID>7} Network O] & &l
<Link ID>, CLOSED <Link ID>7} Network 2 & %0| ZZ
+IPD Network Ci|O|E{ =41
+STA_CONNECTED: <mac> WizFi360 SoftAP Of| Station O] & &
+DIST_STA_IP: <mac>, <ip addr> WizFi360 SoftAP 7} &1 Z &l station O| A 1P £ S et
+STA_DISCONNECTED: <smac> WizFi360 SoftAP Off A2 & & Station 2| HZ0| B L
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2.4 Enter AT normal transmission mode

WizFi360 < Normal transmission mode 2} transparent mode 7} Q! Ct.
WizFi360 O| Normal transmission mode & S2F & A2, AT Command £ & $tL}. Normal transmission mode =
AT\r\n &2 Z \r\nOK\r\n = return 2t0f 2+OIStC},
WizFi360 O transparent mode 2| 42 AT Command £ &2 SHX| &=L}, peer 2 H|O|E =410t 7561,
"+ S YT B2 Normal transmission mode = ™ 2HSHCH
Note:
1. TCP E410/ HFZ E/0/ QT transparent mode = &&Sf 1 QS &2 Normal transmission mode =
Ml £/ H o 5 A2 FOFIC}
2. a4+ GE A v 2 HZE O Z serial £ E0f E0/LfOFS}F, H O/ 1 X7} X/ HH SEE AT FE/0f O 5F
SEE g+ 27 &Lt

3. WizFi360 S/ default mode = Normal transmission mode O/Lf.
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3 AT Command Description

AT Command list

AT Tests AT Startup
AT+RST Restarts the module
AT+GMR Checks Version Information
AT+GSLP Enters Deep-sleep Mode
ATE AT Commands Echoing
AT+RESTORE Restores the Factory Default settings
System AT+UART_CUR Current UART Configuration; Not saved to Flash
control
commands AT+UART_DEF Default UART Configuration; Saved in the Flash

AT+SLEEP Configures the Sleep Modes
AT+SYSIOSETCFG Configures 10 Working Mode
AT+SYSIOGETCFG Checks 10 Working Mode
AT+SYSGPIODIR Configures the Direction of a GPIO
AT+SYSGPIOWRITE Configures the GPIO Output Level
AT+SYSGPIOREAD Reads the GPIO Input Level
AT+CWMODE_CUR Sets the Current WiFi mode; Not Saved in the Flash
AT+CWMODE_DEF Set the operation mode, Save to Flash
AT+CWIJAP_CUR Connects to an AP; Configuration Not Saved in the Flash
AT+CWJAP_DEF Connects to an AP; Configuration Saved in the Flash
AT+CWLAPOPT Sets the Configuration for the Command AT+CWLAP
AT+CWLAP Lists Available APs

WiFi AT+CWQAP Disconnects from the AP

command AT+CWSAP_CUR Configures the WizFi360 SoftAP; Configuration Not Saved in the Flash

AT+CWSAP_DEF Configures the WizFi360 SoftAP; Configuration Saved in the Flash
AT+CWLIF IP of Stations to Which the WizFi360 SoftAP is Connected
AT+CWDHCP_CUR Enables/Disables DHCP; Configuration Not Saved in the Flash
AT+CWDHCP_DEF Enables/Disables DHCP; Configuration Saved in the Flash

Sets the IP Address Allocated by WizFi360 SoftAP DHCP; Configuration Not

AT+CWDHCPS_CUR
Saved in Flash
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AT+CWDHCPS_DEF

AT+CWAUTOCONN

AT+CIPSTAMAC_CUR

AT+CIPSTAMAC_DEF

AT+CIPAPMAC_CUR

AT+CIPAPMAC_DEF

AT+CIPSTA_CUR

AT+CIPSTA_DEF
AT+CIPAP_CUR
AT+CIPAP_DEF
AT+CWSTARTSMART
AT+CWSTOPSMART
AT+WPS
AT+CWHOSTNAME
AT+CWCOUNTRY_CUR
AT+CWCOUNTRY_DEF
AT+WIZ_NETCONFIG
AT+CIPSTATUS
AT+CIPDOMAIN
AT+CIPSTART

AT+CIPSSLSIZE

Sets the IP Address Allocated by WizFi360 SoftAP DHCP; Configuration Saved in
Flash

Auto-Connects to the AP or Not

Sets the MAC Address of the WizFi360 Station; Configuration Not Saved in the
Flash

Sets the MAC Address of the WizFi360 Station; Configuration Saved in the Flash

Sets the MAC Address of the WizFi360 SoftAP; Configuration Not Saved in the
Flash

Sets the MAC Address of the WizFi360 SoftAP; Configuration Saved in the Flash

Sets the Current IP Address of the WizFi360 Station; Configuration Not Saved in
the Flash

Set the static IP of WizFi360 Station, Saved to Flash

Sets the IP Address of the WizFi360 SoftAP; Configuration Not Saved in the Flash
Sets the IP Address of the WizFi360 SoftAP; Configuration Saved in the Flash
Start SmartConfig

Stop Smart Config

Enables the WPS Function

Configures the Name of WizFi360 Station

Set WiFi Country Code of WizFi360; Configuration Not Saved in the Flash
Set WiFi Country Code of WizFi360; Configuration Saved in the Flash
WebServer for setting SSID/PWD (Default: 192.168.36.1)

Gets the Connection Status

DNS Function

Establishes TCP Connection, UDP Transmission or SSL Connection

Sets the Size of SSL Buffer

AT+SSLCCONF Sets Configuration of WiFi360 SSL Client
Tcp /1P AT+CASEND Sets the SSL certificate
command  AT4CIPSEND Send data
AT+CIPSENDEX Sends data when length of data is <length>, or when \0 appears in the data
AT+CIPSENDBUF Writes Data into the TCP-Send-Buffer
AT+CIPBUFRESET Resets the Segment ID Count
AT+CIPBUFSTATUS Checks the Status of TCP-Send-Buffer
AT+CIPCHECKSEQ Checks If a Specific Segment Was Successfully Sent
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AT+CIPCLOSE

AT+CIFSR

AT+CIPMUX

AT+CIPSERVER

AT+CIPSERVERMAXCONN

AT+CIPMODE
AT+SAVETRANSLINK
AT+CIPSTO
AT+CIUPDATE
AT+PING
AT+CIPDINFO
+IPD
AT+CIPSNTPCFG
AT+CIPSNTPIME
AT+CIPDNS_CUR
AT+CIPDNS_DEF
AT+MQTTSET

AT+MQTTTOPIC

Closes the TCP/UDP/SSL Connection

Gets the Local IP Address

Enable or Disable Multiple Connections
Deletes/Creates TCP Server

Set the Maximum Connection Number Allowed by Server
Sets transmission mode

Saves the Transparent Transmission Link in Flash;
Sets the TCP Server Timeout

Update the Firmware

Ping Packets

Shows the Remote IP and Port with +IPD

Receive Network Data

Sets the Configuration of SNTP

Checks the SNTP Time

Sets User-defined DNS Servers; Configuration Not Saved in the Flash

Sets User-defined DNS Servers; Configuration Saved in the Flash

Sets the Configuration of MQTT connection

Sets the Topic of Publish and Subscribe

AT+MQTTQOS Sets the Configuration of QoS
AT+MQTTCON Connects to a Broker
AT+MQTTPUB Publish a message
AT+MQTTPUBSEND Publish a message
AT+MQTTDIS Disconnects from a Broker
AT+AZSET Sets the Configuration of Azure loT Hub connection
AT+AZCON Connects to a Azure loT Hub
AT+AWSPKSEND Sets private Key
AT+CLICASEND Sets Client Certificate
AT+AWSCON Connects to AWS loT Core
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3.1 System Control Commands

3.1.1 Tests AT Startup

Execute command

Commands AT

Response OK

3.1.2 AT+RST: Restarts the module

Execute command

Commands AT+RST

Response OK

3.1.3 AT+GMR: Checks Version Information

Execute Command

Commands AT+GMR
<AT version info>
<SDK version info>

Response <compile time>

OK

<AT version info>: AT versionOf 23t HH.

Parameter <SDK version info>: SDK version Off 2ot M &
<compile time>: BIN compile time.

AT+GMR

AT version:1.0.1.0(Jun 6 2019 17:49:31)
Example SDK version:3.0.0(a0ffffof)

compile time:Jun 6 2019 17:49:31

OK

3.1.4 AT+GSLP: Enters Deep-sleep Mode

Set Command

Commands AT+GSLP=<time>
|
Function WizFi360 <= <time>A|ZFS QF Deep-sleep 2 Of 7] O L}
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Response OK

Parameter <time>: WizFi360 2| sleep A|Zt. H?|+= 1000765535 ms O|Ct.

AT+GSLP=3000
Example
OK

3.1.5 ATE: AT Commands Echoing

’ Execute command

Commands ATE

Response OK
Parameter ATEOQ: echo off
ATE1: echoon.
Not 0| Command £ command echo £ trigger 5t7| 2|5 AF& =Lt ATE command 7+ AHE 2 42
ote

AUHEl command = CHA| return EICF

3.1.6 AT+RESTORE: Restores the Factory Default settings

Execute command

Commands AT+RESTORE[=<type>]

Response OK
<type>:
Parameter « 0: Station mac address & St} (default)

1 2EE2¥E 5700

Not O] command = flash 0| X & Z|0 Q= Station mac address == 2= &2 factory default
ote
—_

4O 2 ST EESH O] command 7t A E [ module 2 reset =L}

3.1.7 AT+UART_CUR: Current UART Configuration; Not saved to Flash

Query command Set Command

Commands AT+UART CUR? AT+UART_CUR=<baudrate>,<databits>,<stop
- bits>,<parity>,<flow control>

+UART_CUR:<baudrate>,<databits>,<stop

bits>,<parity>,<flow control>

Response OK

OK
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Default Value 115200,8,1,0,0

<baudrate>: UART baud rate
2000000, 1500000, 1000000, 921600, 460800, 230400, 115200 (factory default), 57600, 38400,
19200, 14400, 9600, 4800, 2400, 1800, 1200, 600
<databits>: data bits
¢ 5: 5-bit data
® 6: 6-bit data
e 7: 7-bit data
¢ 8: 8-bit data (factory default)
<stopbits>: stop bits
¢ 1: 1-bit stop bit (factory default)
e 2: 2-bit stop bit
<parity>: parity bit
* 0: None (factory default)
e 1:0dd
e 2:Even
<flow control>: flow control
e 0: disable RTS/CTS flow control (factory default)
e 1: enable RTS/CTS flow control

Parameter

o O| 72 flash Off M{ZE|X| Y=Lt
* 0| command = WizFi360 2| PA1 Pin 1f G A EICE PAL Pin O 3 Z& St low level O] E &% O
Note command 2| parameter 7} default 2t 2 2 5 & EIC}.

o BHOF hardware flow control O| enable & Z % user device 2} WizFi360 2| flow control pin =
A ZSHCE XpM|BE AFE2 WizFi3e0 2 & 0 S}2f

AT+UART_CUR? AT+UART_CUR=115200,8,1,0,0

Example +UART_CUR:115200,8,1,0,0
OK
OK

3.1.8 AT+UART_DEF: Default UART Configuration; Saved in the Flash

Commands AT+UART_DEF? A'T+UART_'DEF=<baudrate>,<datab|ts>,<stop
bits>,<parity>,<flow control>
+UART_DEF:<baudrate>,<databits>,<stop
OO bits>,<parity>,<flow control> oK

OK
Default Value 115200,8,1,0,0

<baudrate>: UART baud rate
2000000, 1500000, 1000000, 921600, 460800, 230400, 115200 (factory default), 57600, 38400,
19200, 14400, 9600, 4800, 2400, 1800, 1200, 600
<databits>: data bits
¢ 5: 5-bit data
* 6: 6-bit data

Parameter
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e 7: 7-bit data
¢ 8: 8-bit data (factory default)
<stopbits>: stop bits
e 1: 1-bit stop bit (factory default)
e 2: 2-bit stop bit
<parity>: parity bit
* 0: None (factory default)
¢ 1:0dd
e 2: Even
<flow control>: flow control
* 0: disable RTS/CTS flow control (factory default)
¢ 1: enable RTS/CTS flow control

o O] @72 flash Of| X ZHEIC}
Note o BFOF hardware flow control O enable & Z - user device 2 WizFi360 2| flow control pin =
HAZABICE REM[SF AFEH2 WizFize0 2 & 05}2
AT+UART_DEF? AT+UART_DEF=115200,8,1,0,0
Example +UART_DEF:115200,8,1,0,0
OK
OK

3.1.9 AT+SLEEP: Configures the Sleep Modes

‘ Query Command Set Command

EEEEEE——————,
Commands AT+SLEEP? AT+SLEEP=<sleep mode>

+SLEEP:<sleep mode>
Response oK
OK

<sleep mode>:
¢ 0: disables sleep mode

Parameter ¢ 1: Light-sleep mode
¢ 2: Modem-sleep mode (factory default)
AT+SLEEP? AT+SLEEP=1
Example +SLEEP:2
OK
OK
Note ¢ O] command = Station mode Of| Al AR EIC}

3.1.10 AT+SYSIOSETCFG: Configures IO Working Mode

’ Set command

Commands AT+SYSIOSETCFG=<pin>,<mode>,<pull-up>
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Response OK

<pin>: 10 pin number
<mode>: 10 mode

3 RESERVED GPIOPA_O
6 RESERVED GPIOPB_6
7 UART1_CTS  GPIOPB_9
9 RESERVED GPIOPB_15
10 RESERVED GPIOPB_18
11 RESERVED GPIOPB_13

Parameter 12 RESERVED GPIOPB_14
13 RESERVED GPIOPB_17
14 RESERVED GPIOPB_16
16 UART1_RTS GPIOPB_10
19 RESERVED GPIOPB_7
20 RESERVED GPIOPB_8

<pull-up>:

¢ 0: Disable pull-up
¢ 1: Enable pull-up

AT+SYSIOSETCFG=12,1,0
Example
OK

3.1.11 AT+SYSIOGETCFG: Checks 10 Working Mode

Commands AT+SYSIOGETCFG=<pin>

+SYSIOGETCFG:<pin>,<mode>,<pull-up>
Response
OK

<pin>: 10 pin number
<mode>:

¢ 0: default mode

Parameter ¢ 1: GPIO mode
<pull-up>:
¢ 0: Disable pull-up
¢ 1: Enable pull-up

AT+SYSIOGETCFG=12
Example +SYSIOGETCFG:12,1,0

OK

WizFi360 AT command 15/70



@IZnet

3.1.12 AT+SYSGPIODIR: Configures the Direction of GPIO

’ Set command

Commands AT+SYSGPIODIR=<pin>,<dir>

OK
Response NOT GPIO MODE!
ERROR
Note 10 pin mode 7} GPIO mode 7} OF'2 A2 command £ "NOT GPIO MODE!" & return StC},

<pin>: 10 pin number
<dir>:

Parameter ¢ 0: input mode &7 (2t GPIO 7} input mode & 42 X522 pull-up =ICH)
* 1: output mode &7
AT+SYSIOSETCFG=12,1,1
OK
Example

AT+SYSGPIODIR=12,0

OK

3.1.13 AT+SYSGPIOWRITE: Configures the GPIO Output Level

‘ Set command

Commands AT+SYSGPIOWRITE=<pin><level>

OK

Response NOT GPIO MODE!
ERROR

Note 10 pin mode 7| output mode 7} Ot'2 Z% command = "NOT OUTPUT MODE!" £ return SC}.
<pin>: 10 pin number
<level>:

Parameter * 0: low level 27

* 1: high level &7

AT+SYSIOSETCFG=12,1,1
OK

Example

AT+SYSGPIODIR=12,0

OK
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3.1.14 AT+SYSGPIOREAD: Reads the GPIO Input Level

’ Set command

Commands AT+SYSGPIOREAD=<pin>

+SYSGPIOREAD:<pin>,<dir>,<level>
Response oK

NOT GPIO MODE!
ERROR

Note 10 pin mode 7} GPIO mode 7} Ot's A2 command = "NOT GPIO MODE!" & return $tC,

<pin>: 10 pin number
<dir>:

¢ 0: input mode

Parameter ¢ 1: output mode
<level>:

* 0: low level

¢ 1: high level
AT+SYSIOSETCFG=12,1,1
OK
AT+SYSGPIODIR=12,0
Example OK
AT+SYSGPIOREAD=12
+SYSGPIOREAD:12,0,1

OK
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3.2 WiFi command

3.2.1 AT+CWMODE_CUR: Sets the Current WiFi mode; Not Saved in the
Flash

Commands

Response

Parameter

Example

Note

’ Query command Set Command

AT+CWMODE_CUR? AT+CWMODE_CUR=<mode>

+CWMODE_CUR:<mode>

oK
OK
<mode>:
¢ 1: Station mode
¢ 2: SoftAP mode (factory default)
« 3: Station + SoftAP mode
AT+CWMODE_CUR? AT+CWMODE_CUR=1
AT+CWMODE_CUR:1
oK

OK

O 272 flash 0| M E|X| Gf=Ch

3.2.2 AT+CWMODE_DEF: Set the operation mode, Save to Flash

Commands

Response

Parameter

Example

Note

AT+CWMODE_DEF=? AT+CWMODE_DEF=<mode>

+CWMODE_DEF:<mode>

OK
oK
<mode>:
¢ 1: Station mode
* 2: SoftAP mode (factory default)
« 3: Station + SoftAP mode
AT+CWMODE_DEF? AT+CWMODE_DEF=1
+CWMODE_DEF:1
OK

OK

O] M2 flash O] X ZH=IC},
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3.2.3 AT+CWIJAP_CUR: Connects to an AP; Configuration Not Saved in the

Flash
Commands AT+CWIJAP_CUR? AT+CWIJAP_CUR=<ssid>,<pwd>[,<bssid>]
Function WizFi360 Station O] HAZ %t Ap £ 2}QIHCY WizFi360 O A& Ap & 7Y SHCL
OK
+CWIJAP_CUR:<ssid>,<bssid>,<channel> <rssi>
Response +CWIJAP_CUR:<error code>
OK
FAIL

<ssid>: string parameter, target AP 9| SSID, MAX: 32 bytes.
<pwd>: string parameter, target AP 2| password, MAX: 64-byte ASCII.

[<bssid>]: string parameter, target AP 2| MAC address, Z= SSID £ 7}% 02 72| ap S0| /Y= [
A& E L}
<channel>: channel number

Parameter <rssi>: signal strength.

<error code>: (for reference only)

¢ 1: connection timeout.
e 2: wrong password.
¢ 3: cannot find the target AP.

¢ 4: connection failed.

AT+CWIJAP_CUR="ab\\\,c","12345678\"\\","00:0

8:DC:11:12:13"
+ ?
AT+CWIJAP_CUR (SSID: ab\,c
Password: 12345678"\)
Example
+CWJAP_CUR="WIZNETSZ","00:08:dc:9c:ef:b6",1
2,-75 oK
OK

o O] @2 flash Off & | X| Q-=C}.
Note ¢ 0| command = Station mode EE+= SoftAP+Station mode 0| A] A& 7ts SFCt

¢ SSID EE= password 71", \ 2 22 ELEAE ZESID Y= AR escape(\) 2AH7F 22 3ICL

3.2.4 AT+CWIJAP_DEF: Connects to an AP; Configuration Saved in the
Flash

Commands AT+CWIJAP_DEF? AT+CWIJAP_DEF=<ssid>,<pwd>[,<bssid>]
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Function WizFi360 Station O| Z1 AT Ap E =HQISHT WizFi360 O] 1ZE A E A ICL.
OK
+CWIJAP_DEF:<ssid>,<bssid>,<channel>,<rssi>
Response +CWJAP_DEF:<error code>
OK
FAIL

<ssid>: string parameter, target AP 2| SSID, MAX: 32 bytes.

<pwd>: string parameter, target AP 2| password, MAX: 64-byte ASCII.

[<bssid>]: string parameter, target AP 2| MAC address, Z= SSID £ 7+% O] 72| ap 0| Q=
M A& EILH.

<channel>: channel number
Parameter <rssi>: signal strength.
<error code>: (for reference only)

¢ 1: connection timeout.
e 2: wrong password.
¢ 3: cannot find the target AP.

¢ 4: connection failed.

AT+CWIAP_DEF="ab\\\,c","12345678\"\\","00:0

8:DC:11:12:13"
?
AT+CWIJAP_DEF? (SSID: ab\,c
Password: 12345678"\)
Example
+CWJAP_DEF="WIZNETSZ","00:08:dc:9c:ef:b6",1
2,-75 oK
OK

« O] d7d2 flash Off X &H=ICT,
Note « 0] command = Station mode EE= SoftAP+Station mode 0| Al AHE 7+s SfLY.
[e) 7 _?_

« SSID EE= password 71", \ &t 22 EFEAE EZ&5I0 U= B2 escape(\) At 2SO

3.2.5 AT+CWLAPOPT: Sets the Configuration for the Command

AT+CWLAP
Commands AT+CWLAPOPT=<sort_enable>,<mask>
Response OK

<sort_enable>: AT+CWLAP command 2| Z1tE RssI 4£0] [t} & Z LY
Parameter o 0: RSSI Off k2t HESIX| &=Lt (factory default)
« 1: RSS! Off [It2f g B stCt,
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<mask>: AT+CWLAP command 2| Z10| A 2 & Parameter 2= S ™3I bit 71 & B2
SIS parameter & EO{FH 0 @82 B FX| U =C

Bitl0  Bit9 Bit8 Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bitl BitO

WPS - - - - - CH MAC RSSI SSID ECN

AT+CWLAPOPT=1,1055
K HMY parameter 1 2 AT+CWLAP 2| Z1HE rssi Off [} 2 M 2eHS o|0|HH, FH MY

Example parameter 1055 + 0b10000011111 2 2 2= parameter 52 20 &2 2|0|3ICt)
OK
Note « O] 22 flash Off M F=|X| pF=Lt.

3.2.6 AT+CWLAP: Lists Available APs

Commands AT+CWLAP AT+CWLAP=<ssid>[,<mac>][,<channel>]

To query the APs with specific SSID and MAC on

Function To list all available APs.. .
a specific channel.

+CWLAP:([<ecn>,<ssid>,<rssi> <mac>,<channel>,<wps>))
Response
OK

<ecn>: encryption method.
* 0: OPEN

e 1: WEP
e 2: WPA_PSK
* 3: WPA2_PSK

* 4: WPA_WPA2_PSK

Parameter . . .
<ssid>: string parameter, AP 2| ssid

<rssi>: signal strength.
[<mac>]: string parameter, AP 2| MAC address.
[<channel>]: channel number
<Wps>:
+ 0: WPS = disable EIC}.
+ 1: WPS £ enable EIC}.

AT+CWLAP AT+CWLAP="WIZNETSZ"

+CWLAP: (4,"WIZnet",-57,"00:08:dc:6a:46:2e",1,1)

Examplel +CWLAP: (3,"WIZNETSZ",-75,"00:08:dc:9c:ef:b6",12,1)

+CWLAP:(3,"WIZNETSZ",-75,"00:08:dc:9c:ef:b6",12,1)

oK OK

WizFi360 AT command 21/70



6\7 IZnet

Example2

Note

AT+CWLAP="WIZNETSZ","",12
- +CWLAP:(3,"WIZNETSZ" -75,"00:08:dc:9c:ef:b6",12,1)

OK

« O] command = Station mode =& SoftAP+Station mode O| A| AL 7+SSHCt
* Response 0| A{ EA| L= parameter &2 CWLAPOPT command 2| A 70| #HZ =ICt,

« optional parameter & <channel>2t A5t A 2 42 Example2 2 20| A SIC}

3.2.7 AT+CWQAP: Disconnects from the AP

Commands

Response

Example

AT+CWQAP

oK

AT+CWMODE_DEF=1

oK
AT+CWJAP_DEF="WIZNETSZ","12345678"
oK

AT+CWQAP

OK

3.2.8 AT+CWSAP_CUR: Configures the WizFi360 SoftAP; Configuration
Not Saved in the Flash

Commands

Function

Response

Default Value

Parameter

AT+CWSAP_CUR=<ssid>,<pwd>,<chl>,<ecn>[,<m

?
AT+CWSAP_CUR: ax conn>][,<ssid hidden>]

WizFi360 SoftAP 2| Parameter & 2} QISHC}. WizFi360 SoftAP & A $tCt.

+CWSAP_CUR:<ssid>,<pwd>,<chl>,<ecn>,<max
conn>,<ssid hidden> oK

OK

WizFi360_36036","",1,0,4,0

<ssid>: string parameter, SoftAP 2| SSID. 1~32byte 2 AN 75 S}L}
<pwd>: string parameter, SoftAP 2| password. 8~64byte £ A7d 7+ 5 SIC}.

<chl>: channel number. 1~13 2| H{|E 7}+FILCY
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Example

Note

<ecn>: Y2 o} 4

¢ 0: OPEN

e 2: WPA_PSK

« 3: WPA2_PSK
[<max conn>]: WizFi360 Off A AT == Q= Z|LH Station =, 1~4 2 A-S = UM 7| 242
4 O|LCt,

[<ssid hidden>]:
« 0: SSID = broadcast I C}. (factory default)
« 1: SSID = broadcast T| X| &=L},

AT+CWSAP_CUR? AT+CWMODE_CUR=2
+CWSAP_CUR=“WizFi360","12345678",5,3,4,0 OK

OK AT+CWSAP_CUR="WizFi360","12345678",5,3,4,
0

oK
« O] ML flash Of & E|X| Q=L

« 0| command = SoftAP mode EE= SoftAP+Station mode Of| A| AFE 7+&3ICF.

« <ssid hidden> AF2 & 2[3H, <max conn>= BH=A| A H |0 OF StC}.

3.2.9 AT+CWSAP_DEF: Configures the WizFi360 SoftAP; Configuration
Saved in the Flash

Commands

Function

Response

Default Value

Parameter

AT+CWSAP_DEF=<ssid>,<pwd>,<chl>,<ecn>[,<m

?
AT+CWSAP_DEF: ax conn>][,<ssid hidden>]

WizFi360 SoftAP 2| Parameter £ 2}l SHC}. WizFi360 SoftAP & A $tCt.

+CWSAP_DEF:<ssid>,<pwd>,<chl>,<ecn>,<max
conn>,<ssid hidden> oK

OK

WizFi360_36036","",1,0,4,0

<ssid>: string parameter, SoftAP 2| SSID. 1~32byte 2 A& 7}S5tLY,
<pwd>: string parameter, SoftAP 2| password. 8~64byte £ 27 715 S}C}.
<chl>: channel number. 1~13 2| H Q| & 7} ZIC}
<ecn>: Y22} HHA

¢ 0: OPEN

¢ 2: WPA_PSK
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Example

Note

* 3: WPA2_PSK
[<max conn>]: WizFi360 Of AZ & = U= X|CH Station . 1~4 2 A-L = U2 7| 2gt2
4 O|LCt,

[<ssid hidden>]:
« 0: SSID = broadcast ! C}. (factory default)
* 1: SSID = broadcast =|X| =L}

AT+CWSAP_DEF? AT+CWMODE_DEF=2
+CWSAP_DEF="WizFi360","12345678",5,3,4,0 OK

OK AT+CWSAP_DEF="WizFi360","12345678",5,3,4,
0

OK
« 0| M2 flash Off & =IC}.

« 0| Command = O| command = SoftAP mode EE = SoftAP+Station mode Of| Al A& 7+ S}Ct.
« <ssid hidden> AF2 & 2[3H, <max conn>= BH=A| A H |0 OF SHCF.

3.2.10 AT+CWLIF: IP of Stations which are connected to WizFi360 SoftAP

Commands

Response

Parameter

Example

Note

AT+CWLIF
<ip><mac>

OK

1 A =l Station 2| IP address

<ip>: string parameter, WizFi360 SoftAP O A&
<mac>: string parameter, WizFi360 SoftAP O & Z El Station 2| MAC address

AT+CWMODE_DEF=2

OK
AT+CWSAP_DEF="WizFi360","12345678",1,2
OK

AT+CWLIF

192.168.4.2,18:cf:5e:c5:ce:76

« 0| command = static IP £ 2915 4= QICt

« 0| Command = WizFi360 SoftAP 2} WizFi360 SoftAP Off & =l station 2| DHCP 7+ 243}
&[0 QL 0{OF SEFBtCt
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3.2.11 AT+CWDHCP_CUR: Enables/Disables DHCP; Configuration Not
Saved in the Flash

Commands AT+CWDHCP_CUR? AT+CWDHCP_CUR=<mode><en>
Function DHCP 27 S 2HQIstCt, DHCP £ HYSiC}

+CWDHCP_CUR:<para>

Response OK
OK
<para>
* 0: SoftAP DHCP 2} Station DHCP  disable o
SHot « 0: WizFi360 SoftAP A1
» 1: SoftAP DHCP = enable St Station « 1: WizFi360 Station A&
Parameter DHCP = disable 2tCt. * 2: SoftAP, Station 25 &7
« 2: SoftAP DHCP = disable S} Station <en>
DHCP = enable BtCt. * 0: Disable DHCP
« 3: SoftAP DHCP 2} Station DHCP S * 1: Enable DHCP
enable SHC}. (factory default)
AT+CWDHCP_CUR? AT+CWDHCP_CUR=1,1
Example +CWDHCP_CUR:1
OK
OK

« O] 2782 flash Of| X & &[X| B4=Ct.

+ O] Command & 732 static-IP-related AT commands (AT+CIPSTA-related, AT+CIPAP-related
commands)2t &= A&t}

« DHCP 7} enable T| ™ static IP = disable I CF.

» static IP 7} enable | ™ DHCP = disable EIC}.

* DHCP = static IP = OFX[ 2 270 2} 27 &Lt

Note

3.2.12 AT+CWDHCP_DEF: Enables/Disables DHCP; Configuration Saved in

the Flash
Commands AT+CWDHCP_DEF? AT+CWDHCP_DEF=<mode>,<en>
Function DHCP &7 2 2fQlstrt. DHCP & M3t
Response +CWDHCP_DEF:<para> OK
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OK
<para>
« 0: SoftAP DHCP 2} Station DHCP & disable
oLt
« 1: SoftAP DHCP = enable S} Station <mode>
DHCP = disable SHC}. « 0: WizFi360 SoftAP &7
* 2: SoftAP DHCP = disable St Station * 1: WizFi360 Station &7
Parameter DHCP = enable 3HC}, « 2: SoftAP, Station 25 =P

<en>
* 0: Disable DHCP
¢ 1: Enable DHCP

« 3: SoftAP DHCP 2} Station DHCP =

enable L},

Factory default:
v. 1.0.x.x O Al: 0

v. 1.1.xx 0| A: 3

AT+CWDHCP_DEF? AT+CWDHCP_DEF=1,1
Example +CWDHCP_DEF:1
OK
OK

« O] B2 flash Off &L},

« 0] command 732 static-IP-related AT commands (AT+CIPSTA-related, AT+CIPAP-related
commands)2t &= A&t}

« DHCP 7} enable T| ™ static IP = disable I C}.

» static IP 7} enable | ™ DHCP = disable EIC}.

« DHCP £ = static IP = OFX 2} 27 0| 2} 27 &Lt

Note

3.2.13 AT+CWDHCPS_CUR: Sets the IP Address Allocated by WizFi360
SoftAP DHCP; Configuration Not Saved in Flash

AT+CWDHCPS_CUR=<enable>[,<lease

?
Commands AT+CWDHCPS_CUR? time>,<start IP> <end IP>]

E— WizFi360 SoftAP DHCP Server 2| IP address WizFi360 SoftAP DHCP Server 2| IP address
unction

9IS Stolgtr), SOESEE-L

+CWDHCPS_CUR: <lease time>,<start IP>,<end

P>
Response OK

OK

Default Value 120,"192.168.36.2","192.168.36.101"
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Parameter

Examplel

Example2

Note

<enable>:
« 0: default IP HP[E AHESHCE
«1:1p HRE AP
[<lease time>]: lease time; unit: minute; range [1, 2880]
[<start IP>]: string parameter, WizFi360 SoftAP DHCP 0| A 2HEtSH= 1P address B 92| start IP.
[<end IP>]: string parameter, WizFi360 SoftAP DHCP Of| A] & & Sl= IP address H 22| end IP.

AT+CWDHCPS_CUR? AT+CWDHCP_CUR=0,1

+CWDHCPS_CUR:120,"192.168.0.2","192.168.0. oK
101"

AT+CWDHCPS_CUR=1,120,"192.168.0.100","192
oK .168.0.200"

OK

AT+CWDHCPS_CUR=0

OK

+ O] @72 flash Off MEYE|X| ¥=Ct

« 0| Command = WizFi360 O| SoftAP mode O| 1l DHCP 7| enable & [ AHEBHC},

« IP address = SoftAP 2| IP address 2 &2 network segment Of Of $tC}

* <lease time> AFE2 9I5|, <start IP>2} <end IP>= BFEA| A H E|0OF SHCF, OFXEIFX| 2 <start
IP>2t <end IP> AFE = 2|6, <lease time> = BFEA| A &|0{OF SIC}.

3.2.14 AT+CWDHCPS_DEF: Sets the IP Address Allocated by WizFi360
SoftAP DHCP; Configuration Saved in Flash

Commands

Function

Response

Default Value

Parameter

AT+CWDHCPS_DEF=<enable>[,<lease

+ ?
AT+CWDHCPS_DEF time>,<start IP>,<end IP>]

WizFi360 SoftAP DHCP Server 2| IP address WizFi360 SoftAP DHCP Server 2| IP address
H|E < OISt HRE At

+CWDHCPS_DEF: <lease time>,<start IP>,<end
IP> oK

OK

120,"192.168.36.2","192.168.36.101"

<enable>:
« 0: default IP HR| S AHESHCL.
- 1P HelE 2 ESC

[<lease time>]: lease time; unit: minute; range [1, 2880].
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[<start IP>]: string parameter, WizFi360 SoftAP DHCP Of| Af & &SH= IP address 2 92| start IP.
[<end IP>]: string parameter, WizFi360 SoftAP DHCP Of| A] & & St= IP address H 22| end IP.

Factory Default:
v. 1.0.x.x Ol M: [<start IP>] 2! [<end IP>] 0.0.0.0
v. 1.1.x.x Ol A : [<start IP>] - 192.168.36.2, [<end IP>] - 192.168.36.101

AT+CWDHCPS_DEF? AT+CWDHCP_DEF=0,1

+CWDHCPS_DEF:120,"192.168.0.2","192.168.0. oK

101"
IR AT+CWDHCPS_DEF=1,120,"192.168.0.100","192
OK .168.0.200"
oK
AT+CWDHCPS_DEF=0
Example2 -

OK

« O] M2 flash Off X & &L},
« O] Command = WizFi360 O| SoftAP mode O| 1l DHCP 7| enable & [ AH2BHC},
Note « IP address = SoftAP 2| IP address 2} Z-2 network segment Of Of SHC},
* <lease time> AFE2 9I5|, <start IP>2} <end IP>= BFEA| A H E|0{OF BHCF, OFXEIFX| 2 <start

IP>2t <end IP> AFE 2 2|6, <lease time> = BFEA| A E|0{OF SIC}.

3.2.15 AT+CWAUTOCONN: Auto-Connects to the AP or Not

Commands AT+CWAUTOCONN? AT+CWAUTOCONN=<enable>
Function Obtain setting for auto-connection Set auto-connection

+CWAUTOCONN:1

Response OK
OK
<enable>:

Parameter * 0: does NOT auto-connect to AP on power-up.

* 1: connects to AP automatically on power-up. (factory default)

AT+CWAUTOCONN? AT+CWJAP_DEF="WIZNETSZ","12345678"
+CWAUTOCONN:1 OK
Example oK

AT+CWAUTOCONN=1

OK
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Note

« O] H7 2 flash Off MZ EILC}.

« 0| command = Station mode EE= SoftAP+Station mode O| A| A& 7+ 6Lt

3.2.16 AT+CIPSTAMAC_CUR: Sets the MAC Address of the WizFi360
Station; Configuration Not Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CIPSTAMAC_CUR? AT+CIPSTAMAC_CUR=<mac>

WizFi360 Station 2| MAC address 2t Q! WizFi360 Station 2| MAC address A&7d

+CIPSTAMAC_CUR:<mac>
OK
OK

<mac>: string parameter, WizFi360 Station 2| MAC address.

AT+CIPSTAMAC_CUR? AT+CIPSTAMAC_CUR="00:08:DC:11:12:13"

+CIPSTAMAC_CUR:"00:08:dc:11:12:13"
OK
OK

+ O] 472 flash Off K| =L

« WizFi360 SoftAP 2| MAC address £ WizFi360 Station 2| MAC address 2t CtE2L},

« e.g. WizFi360 Station 2| MAC address 7} "00:08:DC:11:12:13"0| H, WizFi360 SoftAP 2| MAC
address = "02:08:DC:11:12:13"0O|C},

* WizFi360 MAC address Bit 0 2 1 O| & == 8iC}. 0| & =01, MAC address = "00:.." = & %

QUX|Bk 01" S E 4 8iC.

3.2.17 AT+CIPSTAMAC_DEF: Sets the MAC Address of the WizFi360
Station; Configuration Saved in the Flash

Commands

Function

Response

Parameter

Example

AT+CIPSTAMAC_DEF? AT+CIPSTAMAC_DEF=<mac>

WizFi360 Station 2| MAC address 2} Q! WizFi360 Station 2| MAC address &8
+CIPSTAMAC_DEF:<mac>

OK
OK

<mac>: string parameter, WizFi360 Station 2| MAC address.

AT+CIPSTAMAC_DEF? AT+CIPSTAMAC_DEF="00:08:DC:11:12:13"
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+CIPSTAMAC_DEF:"00:08:dc:11:12:13"
OK
OK

« O] 2 flash Of X &H=ICt

« WizFi360 SoftAP 2| MAC address = WizFi360 Station 2| MAC address 2 CHEL}.

« e.g. WizFi360 Station 2| MAC address 7} "00:08:DC:11:12:13" 0| H, WizFi360 SoftAP 2| MAC
address = "02:08:DC:11:12:13"O|C}.

* WizFi360 MAC address Bit 0 2 1 O] & == QiCt. 0| & =0{, MAC address &= "00:.." 2 &

AKX 2012 E 4= BiCE.

Note

3.2.18 AT+CIPAPMAC_CUR: Sets the MAC Address of the WizFi360
SoftAP; Configuration Not Saved in the Flash

Commands AT+CIPAPMAC_CUR? AT+CIPAPMAC_CUR=<mac>

Function WizFi360 SoftAP 2| MAC address 20!, WizFi360 SoftAP 2| MAC address & .

+CIPAPMAC_CUR:<mac>

Response OK
OK
Parameter <mac>: string parameter, WizFi360 SoftAP 2| MAC address
AT+CIPAPMAC_CUR? AT+CIPAPMAC_CUR="02:08:DC:11:12:13"
Example +CIPAPMAC_CUR:"02:08:dc:11:12:13"
OK
OK

< 0] 282 2 H=Z HELX| E=Ct

LS T
* WizFi360 SoftAP 2| MAC address = boot time Off WizFi360 Station MAC address Of| L2}
Note A™EICE
« e.g. BF2F WiFi360 Station 2| MAC address 7t "00:08:DC:11:12:13" ¥ Z 2, WizFI360 SoftAP 2|
MAC address = "02:08:DC:11:12:13"O| C},

3.2.19 AT+CIPAPMAC_DEF: Sets the MAC Address of the WizFi360
SoftAP; Configuration Saved in the Flash

Commands AT+CIPAPMAC_DEF? AT+CIPAPMAC_DEF=<mac>
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Function WizFi360 SoftAP 2| MAC address 29! WizFi360 SoftAP 2| MAC address & ™

+CIPAPMAC_DEF:<mac>

Response OK
OK
Parameter <mac>: string parameter, WizFi360 SoftAP 2| MAC address
AT+CIPAPMAC_DEF? AT+CIPAPMAC_DEF="02:08:DC:11:12:13"
Example +CIPAPMAC_DEF:"02:08:dc:11:12:13"
OK
OK

< 0| 282 N2 HEEX H=Ch

s
* WizFi360 SoftAP 2| MAC address = boot time Ofl WizFi360 Station MAC address Of| [C2}
Note Z7 =L
. e.g. TF2F WiFi360 Station 2| MAC address 7} "00:08:DC:11:12:13" Y AL, WizFI360 SoftAP 2]
MAC address = "02:08:DC:11:12:13"O|C},

3.2.20 AT+CIPSTA_CUR: Sets the Current IP Address of the WizFi360
Station; Configuration Not Saved in the Flash

Commands AT+CIPSTA_CUR? AT+CIPSTA_CUR=<ip>[,<gateway>][,<netmask>]

Function WizFi360 Station 2| current IP address & 22l WizFi360 Station 2| current IP address & &7

+CIPSTA_CUR:ip:<ip>
+CIPSTA_CUR:gateway:<gateway>
Response +CIPSTA_CUR:netmask:<netmask> OK

OK

<ip>: string parameter, WizFi360 Station 2| IP address
Parameter [<gateway>]: string parameter, gateway
[<netmask>]: string parameter, netmask

AT+CIPSTA_CUR="192.168.1.88","192.168.1.1","

?
AT+CIPSTA_CUR? 955 955,255 0"

+CIPSTA_CUR:ip:"192.168.1.88"

Example +CIPSTA_CUR:gateway:"192.168.1.1"
+CIPSTA_CUR:netmask:"255.255.255.0" oK
oK

Note + O] 272 flash Off M | X| &=L
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« 0| Command & ™82 DHCP-IP-related AT commands (AT+CWDHCP-related commands) 2} A=
ISEEslin g

« static IP 7} enable &| P DHCP = disable EICF.

* DHCP 7} enable &| M static IP £ disable EIC}.

* DHCP EE = static IP = OFX|2F A- O ha2f ZA7- EICH

« <gateway> AF& S ?|%H, <netmask>&= Bt EA| 7 £[0]OF BHC},

3.2.21 AT+CIPSTA_DEF: Set the static IP of WizFi360 Station, Saved to

Flash
Commands AT+CIPSTA_DEF? AT+CIPSTA_DEF=<ip>[,<gateway>][,<netmask>]
Function WizFi360 Station 2| default IP address & 2@l WizFi360 Station 2| default IP address & &

+CIPSTA_DEF:ip:<ip>
+CIPSTA_DEF:gateway:<gateway>
Response +CIPSTA_DEF:netmask:<netmask> OK

OK

<ip>: string parameter, WizFi360 Station 2| IP address

[<gateway>]: string parameter, gateway
[<netmask>]: string parameter, netmask

Factory default 4/:

v. 1.0.xx Ol A] -
Parameter <ip>:0.0.0.0

[<gateway>]:0.0.0.0

[<netmask>]:0.0.0.0

v. 1.1.xx Ol Af:
<ip>:192.168.1.1
[<gateway>]:192.168.1.1
[<netmask>]:255.255.255.0

AT+CIPSTA_DEF="192.168.1.88","192.168.1.1","

?
AT+CIPSTA_DEF? 255.255.255.0"

+CIPSTA_DEF:ip:"192.168.1.88"

il +CIPSTA_DEF:gateway:"192.168.1.1"
+CIPSTA_DEF:netmask:"255.255.255.0" OK
OK

Note « O] M72 flash Of| X{ =L},
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« 0] Command & ™82 DHCP-IP-related AT commands (AT+CWDHCP-related commands)2} A%
ISEEslin g

« static IP 7} enable &| P DHCP = disable EICF.

* DHCP 7} enable &| M static IP £ disable EIC}.

* DHCP EE = static IP = OFX|2F A- O ha2f ZA7- EICH

« <gateway> AF& S ?|%H, <netmask>&= Bt EA| 7 £[0]OF BHC},

3.2.22 AT+CIPAP_CUR: Sets the IP Address of the WizFi360 SoftAP;
Configuration Not Saved in the Flash

Commands AT+CIPAP_CUR? AT+CIPAP_CUR=<ip>[,<gateway>][,<netmask>]
Function WizFi360 SoftAP 2| current IP address & 22l WizFi360 SoftAP 2| current IP address & 278
+CIPAP_CUR:ip:<ip> OK
+CIPAP_CUR:gateway:<gateway>
Response +CIPAP_CUR:netmask:<netmask>
OK

<ip>: string parameter, WizFi360 SoftAP 2| IP address.
Parameter [<gateway>]: string parameter, WizFi360 SoftAP 2| gateway

[<netmask>]: string parameter, WizFi360 SoftAP 2| netmask

AT+CIPAP_CUR? AT+CIPAP_CUR="192.168.0.1","192.168.0.1","2
55.255.255.0"
+CIPAP_CUR:ip:"192.168.0.1" oK
Sl +CIPAP_CUR:gateway:"192.168.0.1"

+CIPAP_CUR:netmask:"255.255.255.0"
AT+CIPAP_CUR="192.168.0.1"

OK
OK

+ O| 282 flash Off MZ E|X| B=CF.
+ O] Command 2742 DHCP-IP-related AT commands (AT+CWDHCP-related commands) 2} &=
g ottt
Note » static IP 7| enable &[T DHCP = disable ElLC.
« DHCP 7| enable E| ™ static IP = disable =ILC}.
« DHCP EE= static IP = OFX|Bf 2°80j| a2t ZF EICt

« <gateway> AF2 2 2|5H, <netmask>= BFEA| A7 T|0{OF SHC},
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3.2.23 AT+CIPAP_DEF: Sets the IP Address of the WizFi360 SoftAP;
Configuration Saved in the Flash

Commands AT+CIPAP_DEF? AT+CIPAP_DEF=<ip>[,<gateway>][,<netmask>]
Function WizFi360 SoftAP 2| default IP address & Q] WizFi360 SoftAP 2| default IP address & A7
+CIPAP_DEF:ip:<ip> OK
+CIPAP_DEF:gateway:<gateway>
Response +CIPAP_DEF:netmask:<netmask>
OK

<ip>: string parameter, WizFi360 SoftAP 2| IP address.
[<gateway>]: string parameter, WizFi360 SoftAP 2| gateway

[<netmask>]: string parameter, WizFi360 SoftAP 2| netmask

Factory default 4}:

v. 1.0.x.x 0| A{:
Parameter <ip>:0.0.0.0

[<gateway>]:0.0.0.0
[<netmask>]:0.0.0.0

v. 1.1.xx O A{:
<ip>:192.168.36.1
[<gateway>]:192.168.36.1
[<netmask>]:255.255.255.0

AT+CIPAP_DEF? AT+CIPAP_DEF="192.168.0.1","192.168.0.1","25
5.255.255.0"
+CIPAP_DEF:ip:"192.168.0.1" OK
Example +CIPAP_DEF:gateway:"192.168.0.1"

+CIPAP_DEF:netmask:"255.255.255.0"
AT+CIPAP_DEF="192.168.0.1"

OK
OK

« O] 4782 flash Off X & =ICt.
* O] Command & &2 DHCP-IP-related AT commands (AT+CWDHCP-related commands)2} &
ZHE oLt
Note « static IP 7} enable =|? DHCP = disable EICF.
 DHCP 7} enable k| & static IP £ disable = C}.
* DHCP EE = static IP = OHX| 2 A7 0f 2t A &t

« <gateway> AF2 2 2|5H, <netmask>= BFEA| A7 | 0{OF SHC},
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3.2.24 AT+CWSTARTSMART: Start SmartConfig?

AT+CWSTARTSMART
v. 1.0.x.x Of| A2
Commands AT+CWSTARTSMART=<type>, <try count>
v. 1.1.x.x Of| A3
AT+CWSTARTSMART=<try count>
Function ESP-TOUCH + AirKiss SmartConfig = A|&{2tCE £ type 2| SmartConfig & A| & SHCY
Response OK
<type>:
e 1: ESP-TOUCH
e 2: AirKiss
Parameter - * 3: ESP-TOUCH + AirKiss
<try count>: SmartConfig & %t A8 Al
31
smartconfig A| 25t Ap Off A ZSH = 0] Ot 2 20| return EICH
smartconfig type:<type>
Messages smart get WiFi info
ssid:<ssid>
password:<password>
smartconfig connected WiFi
<type>: AIRKISS or ESPTOUCH
Parameter <ssid>: AP's ssid
<password>: AP's password
AT+CWMODE_DEF=1
OK
Example
AT+CWSTARTSMART
OK

LUAS AP Of| A AIiE = QOB Z Airkiss = WebServer 2F 20| AHE S OF 2L}
2 Version 1.0.7.2 FH

3 Airkiss Bt 7Hs
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smartconfig A| 2510 Ap Off A ZASE 20] 2| 2F Z0] return EICF.

Smartconfig type:AIRKISS
smart get WiFi info
ssid:Wiznet_AP
password:1234567890
smartconfig connected WiFi

« SmartConfig £ Station mode Of| A|{ 2t 7}SS}C} (AT+CWMODE_CUR=1)
« "smart get wifi info"= SmartConfig £ 8t Ap QEIt =M E|AS 2 SSo6HH, HE0f et
AP 2 0| O|F0{ TICE,

« "smartconfig connected wifi"= AP 2 EEE|AUSS SSHCH CHE HEH A0 A
AT+CWSTOPSMART & & BT smartConfig & A2 5= &S00 CHE HH 2 AL SHX|

(=) ul
+LED(PB_07) £ Airkiss 2 &2&t5t= S0F Hif2 A ZHHoICt,
LED(PB_07) = WebServer 2 SX}3}

« smartconfig £ &%+ A& 2 Of2fjet 20| ZIZSICE,

Note

1. WizFi360 2 Station mode = A& 3S}t1, smartconfig & & A BHC}
2. smartphone = AP Of T &3HCE
3. ESP TOUCH APP EE = Airkiss APP 2 AU ST}

4. SSID 2t password S AL}

5. 27 A& =l== 7HX| ESP-TOUCH/Airkiss 7t & IH S wWebServer(Default 192.168.36.1) 7}
A

M EICHs

3.2.25 AT+CWSTOPSMART: Stop Smart Config

Commands AT+CWSTOPSMART

Response OK
AT+CWSTOPSMART

Example
OK

Not + SmartConfig 2| ‘45 O] 2 4231 0[, CHE AT command & & A5t7| O

ote
AT+CWSTOPSMART £ A alistat
43l=F YESHA| oW FoHAE

WizFi360 AT command 36 /70



@IZnet

3.2.26 AT+WPS: Enables the WPS Function

’ Execute command

Commands

Response

Parameter

Example

Note

AT+WPS=<enable>
wps started
OK

<enable>:
« 1: enable WPS/WiFi Protected Setup
¢ 0: disable WPS

AT+WPS=1
wps started

OK

« WPS = Station mode EE= SoftAP+Station mode Of| A AR 715 3}CY.
« WPS WEP/Wired-Equivalent Privacy & X| & SHX| 4 =Lt

3.2.27 AT+CWHOSTNAME: Configures the Name of WizFi360 Station

Commands

Function

Response

Parameter

Example

Note

‘ Query Command Set Command
AT+CWHOSTNAME? AT+CWHOSTNAME=<hostname>
WizFi360 Station 2| host name 29I WizFi360 Station 2| host name &8

+CWHOSTNAME:<host name>
oK

(Station mode disabled) oK

+CWHOSTNAME:<NULL>

OK

<hostname>: string parameter, WizFi360 Station 2| host name, Z|CHf Z O|+= 32byte O|LC}.

AT+CWHOSTNAME? AT+CWHOSTNAME="WizFi360_FF6179”

+CWHOSTNAME:"WizFi360_FF6179" oK

« O] M2 flash Off M & | X| &=Lt
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3.2.28 AT+CWCOUNTRY_CUR: Set WiFi Country Code of WizFi360;
Configuration Not Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CWCOUNTRY_CUR? .
- >,<channel_option>

A | WiFi country code gf= 2 QISHCL, Of WizFi360 2| current WiFi Country code
a2 HAE ap o h2f HAECH A7t

+CWCOUNTRY_CUR:<policy>,<country_code>,<
channel_option> oK

OK

<policy>:

« 0: country code = WizFi360 O| HZ =l Ap Of 2} #HS}SHCH

* 1: country = #H2}S}X| @=Lt Command 0f 2|s &7& & Cf.
<country_code>: string parameter, country code, Z O|= X|C{ 3 X}O|{ N|RHR] EXtE= S5t
EXHE AT+CWCOUNTRY_CUR? 2 2Qlgh = QiC},
<channel_option>:

¢ 0: 1~11 channel

¢ 1: 1~13 channel

¢ 2:10~11 channel

¢ 3:10~13 channel

¢ 4: 14 channel

¢ 5:1~14 channel

¢ 6:3~9 channel

¢ 7:5~13 channel

AT+CWCOUNTRY_CUR? AT+CWCOUNTRY_CUR=1,"KR",1
+CWCOUNTRY_CUR=1,"KR",1

OK
OK

« O] @72 flash Of| M &[X| =L

3.2.29 AT+CWCOUNTRY_DEF: Set WiFi Country Code of WizFi360;
Configuration Saved in the Flash

Commands

AT+CWCOUNTRY_DEF?

,<channel_option>

AT+CWCOUNTRY_CUR=<policy>,<country_code

=

AT+CWCOUNTRY_DEF=<policy>,<country_code>

WizFi360 AT command

38/70



@IZnet

Flash Off X & &|0] QL= country code 242 WizFi360 2| default WiFi Country code &
2tolotC), flash Of| X &Lt

Function

+CWCOUNTRY_DEF:<policy>,<country_code>,<c

hannel_option>

Response OK

OK

<policy>:
« 0: country code £ WizFi360 O HZ &l Ap Of 2} HS|SHCE
« 1: country = HZISHX| Q=L Command Of 2|8l A7 =Lt
<country_code>: string parameter, country code, Z O|= X|C{ 3 X}O|{ N|HR]| EXt= S5t
2 X}Z AT+CWCOUNTRY_CUR? 2 2015t 4= QiCt.
<channel_option>:
¢ 0: 1~11 channel
Parameter ¢ 1:1~13 channel
¢ 2:10~11 channel
¢ 3:10~13 channel
¢ 4: 14 channel
¢ 5:1~14 channel
¢ 6:3~9 channel

¢ 7:5~13 channel

AT+CWCOUNTRY_DEF? AT+CWCOUNTRY_DEF=1,"KR",1
Example +CWCOUNTRY_DEF=1,"KR",1

OK
OK

Note o O] AL flash Off & =ICT.
3.2.30 AT+WIZ_NETCONFIG: WebServer for setting SSID/PWD

Commands AT+WIZ_NETCONFIG
Function Station Mode 2 &% AP 2| ssiD/PWD A7 0| 7H5 3 WebServer & A|ZFSHCE
OK

smartconfig type:Web
Response Smart get wifi info
ssid:<AP SSID>
password:<password>
smartconfig connected wifi

WizFi360 AT command 39/70



@IZnet

Parameter N/A
AT+WIZ_NETCONFIG
OK

Example smartconfig type:Web
Smart get wifi info
ssid:<AP SSID>
password:<password>
smartconfig connected wifi

« SOftAP EE= Station + SoftAP mode Of| Al =%} St}
« LED(PB_07) = WebServer 2 S&tsl= S0F = 2| A 2ol
o AT+CWSTOPSMART 2 2 &X|& &= Q) Ef.

» WebServer £ St A2 Of2f{f 20| ZIZHSIC,
i.  WizFi360 & SoftAP EE-= Station + SoftAP mode 2 A SI11, webServer & A S SHC}
Note ii.  Smartphone &£ PC 2 WizFi360 O| & AP Off & 53ICH (7HEES O| T sSID & MAC

Address 7} 00:08:DC:11:22:33 ¥ Uf “WizFi360_112233"0|LC}.)

ii.  WebBrowser & &0l AP Of &3tCH AP IP £ HE 2 HHSHK| RUAS M
192.168.36.1 O| L.

iv.  SSID 2} password & A BHCE

V.  WizFi360 £ Station Mode 2 ™St HEHZ Ap Of = &HCT

3.3 TCP / IP command
3.3.1 AT+CIPSTATUS: Gets the Connection Status

Commands AT+CIPSTATUS

STATUS:<stat>
+ «<li >,< >,< >,< >,< >,< >
RGeS CIPSTATUS:<link ID>,<type>,<remote IP>,<remote port>,<local port>,<tcp type

OK

<stat>: WizFi360 Station 2| status
* 2: WizFi360 Station O| AP HZ |10 1p & ST HH2 ALEY
« 3: WizFi360 Station O| TCP EE= UDP M &S A Aot AEl
Parameter « 4: WizFi360 Station 2| TCP 2= UDP &0 disconnect =l AEf
« 5: WizFi360 Station O| Ap Off HZAZ|X| 2t AER
<link ID>: connection ID (0~4), multiple connection Xl Al A2 EILC}.

<type>: string parameter, TCP EE= UDP
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<remote IP>: string parameter, remote IP
<remote port>: remote port number
<local port>: WizFi360 local port number
<tcp type>

+ 0: WizFi360 O| client 2

« 1: WizFi360 O] server 2

St
=
o

Zpotrt.
AT+CIPSTATUS

Examplel STATUS:2
OK

AT+CIPSTATUS

STATUS:3
Example2 +CIPSTATUS:1,"TCP","192.168.4.2",5000,6000,1

OK

3.3.2 AT+CIPDOMAIN: DNS Function

Execute Command

O SSSSSTSSSSSSSSSESSSSESSESESSSSSSESESESESSESEER
Commands AT+CIPDOMAIN=<domain name>

+CIPDOMAIN:<ip address>
OK
Response

DNS Fail

ERROR

<domain name>: string parameter, domain name, 2 0|= X|CH 64 byte O|C}.
Parameter e L
<ip address>: string parameter, domain name Ol S ZSH= IP address

AT+CIPDOMAIN="www.wiznet.io"
Example +CIPDOMAIN:"183.111.174.49"

OK

3.3.3 AT+CIPSTART: Establishes TCP Connection, UDP Transmission or SSL
Connection

Establish TCP Connection

Single TCP connection (AT+CIPMUX=0) Multiple TCP connections (AT+CIPMUX=1)
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AT+CIPSTART=<type>,<remote IP>,<remote = AT+CIPSTART=<link ID>,<type>,<remote
Commands . .
port>[,<TCP keep alive>] IP>,<remote port>[,<TCP keep alive>]
OK
Response ERROR
ALREADY CONNECTED //TCP connection O] 00| O|20{X YAS AL
<link ID>: Network connection ID(0~4), multiple connection Of| A{ A& ZIC} (AT+CIPMUX=1)
<type>: string parameter, "TCP", "UDP", "sSL"; O| 42 "Tcp"=2 & BHCY,
<remote IP>: string parameter, remote IP address
<remote port>: remote port number 2= 1~65535 O|C}.
Parameter
[<TCP keep alive>]:
¢ 0: disable TCP keep-alive (default)
e 1~ 7200: TCP keep-alive = enable St keep-alive & 7t S MHSICH HHe| =
second O|LC},
AT+CIPSTART="TCP","192.168.1.99",5000 AT+CIPSTART=1,"TCP","www.iwiznet.cn",5000,1
Example 0
OK OK
Establish UDP Connection
AT+CIPSTART=<type>,<remote IP> <remote AT+CIPSTART=<link ID>,<type>,<remote
Commands port>[,<UDP local port>][,<UDP mode>] IP>,<remote port>[,<UDP local port>][,<UDP
mode>]
OK
Response ERROR

ALREADY CONNECTED // UDP connection O] 0|0] O|R0{H /2 &AL

<link ID>: Network connection ID(0~4), multiple connection Of| A{ A& ZIC} (AT+CIPMUX=1)
<type>: string parameter, "TCP", "UDP", "SSL"; O| A< "upp"Z & I otLCt.

<remote IP>: string parameter, remote IP address

<remote port>: remote port number H?|= 0~65535 O|Ct.0 2 2 Hd gt AR random ¢ 2.2

Parameter M EIC}
[<UDP local port>]: WizFi360 2| UDP port number. 2 ?|= 1~65535 O| C}.

[<UDP mode>]: &M parameter, UDP transparent transmission mode ol4d4L2 0=
RSkl
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« 0: destination H & =
e 1: destination SEE 1 H HA It
=

* 2: destination ™

AT+CIPSTART="UDP","192.168.1.99",5000
Example

OK

Note e <UDP mode> A& 2 2|3l <UDP local port>=

Establish SSL Connection

AT+CIPSTART=<type>,<remote

—

AT+CIPSTART=1,"UDP","www.iwiznet.cn",5000,
6000,2

IP>,<remote = AT+CIPSTART=<link ID>,<type>,<remote

Commands port>[,<TCP keep alive>] IP>,<remote port>[,<TCP keep alive>]
OK
Response ERROR
ALREADY CONNECTED // TCP connection O] 0|0| O|20{H /2 AL
<link ID>: Network connection ID(0~4), multiple connection Of| A{ A& ZIC} (AT+CIPMUX=1)
<type>: string parameter, "TCP", "UDP", "sSL"; O| @2 "Tcp" 2 ™ BHC}.
<remote IP>: string parameter, remote IP address
<remote port>: remote port number. 2 ¢|+= 1~65535 O|LC},
Parameter [<TCP keep alive>]:
¢ 0: disable TCP keep-alive (default)
e 1~ 7200: TCP keep-alive = enable St keep-alive & 7tA 2 H-SICE Bl =
second O|LC}.
AT+CIPSTART="SSL","wiznet.io",443 AT+CIPSTART=1,"SSL","wiznet.i0o",443
Example
OK OK
* WizFi360 = X[CH StLt2] sSL connection A&7 O] 74s StLF,
* SSL connection = UART-WiFi passthrough mode (transparent transmission) = X| & S} X| &=L},
Note * SSL connection 2 memory & AFX|SIC} AT+CIPSSLSIZE=<size>E & Sll SSL buffer size &
RSkl
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3.3.4 AT+CIPSSLCCONF: Sets Configuration of WiFi360 SSL Client

Commands

Function

Response

Parameter

Example

Note

’ Query command Set command

AT+CIPSSLCCONF? AT+CIPSSLCCONF =<SSL mode>

WizFi360 SSL certificate option = 2HQIBHCt WizFi360 SSL certificate option = 2™t

+CIPSSLCCONF:<SSL mode>
oK
OK
<SSL mode>:
* 0: WizFi360 2 SSL Server 2| certificate & 2 QISIX| Q=L
* 1: WizFi360 = SSL Server 2| certificate & & ISHX| B, Certificate 7t 8 SHA| Y G 2tE
server 2 AZASIC}
* 2: WizFi360 = SSL Server 2| certificate & 2 2I5t1, Certificate 7t 988 420

server 2 HAsICt
AT+CIPSSLCCONF? AT+CIPSSLCCONF =2
+CIPSSLCCONF:2 oK
oK
« O] B2 flash O] X & =ICt,

« certificate = enable & 4%, SSL connection O] establish | 7| Z10{| O] command £ & &L},

« certificate = AT+CASEND command £ S| 4 4 =IC}.

3.3.5 AT+CASEND: Sets the SSL certificate

Query command Set command

\

Commands AT+CASEND? AT+CASEND=<mode>
Function SSL certificate 2HOISHC} SSL certificate & ™ BICE
————— BEGIN CERTIFICATE-—-—--—-
>
Response | _____ END CERTIFICATE--—--
ERROR OK
<mode>:
« 0: certificate & AKX SHLY.
Parameter
e 1: certificate S -4 HCt
Examplel AT+CASEND? AT+CASEND=1
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AT+CASEND? AT+CASEND=0
Example2
ERROR OK
e O] command 2 20| >& return St} WizFi360 2 serial data & =4I SHCF User =
Note certificate 2| data S “-----BEGIN CERTIFICATE----" S “--—_END CERTIFICATE----" 2} 2| Z 3| A{

2l 2{s} of St}

3.3.6 AT+CIPSSLSIZE: Sets the Size of SSL Buffer

Query command Set command

Commands AT+CIPSSLSIZE? AT+CIPSSLSIZE=<size>

Response +CIPSSLSIZE:<size> OK

Parameter <size>: SSL buffer size. & 2= 2048~4096 O|LCt.

AT+CIPSSLSIZE? AT+CIPSSLSIZE=4096
Example
+CIPSSLSIZE:2048  OK

3.3.7 AT+CIPSEND: Send data

UART-WiFi passthrough (transparent transmission) mode

‘ Execute command

Commands AT+CIPSEND

transparent transmission mode Of| A data &2 A|&FStCE Of command 2 20| >2
Function return St transparent transmission mode =2 T B} ZF packet 2 20ms AL 2 ST

packet 2| Z|C{f AO|=+= 2048byte O|LC}.

OK
Response

>

AT+CIPSEND
Example oK

>
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o +++ 7} L BLEl packet = =42 E S WizFi360 = normal command mode 2 =O0H7tC} CHS

command T&= 28 MO{k 1 2= 0| 7|Chaqizt.

« transparent transmission mode £ 21 2 2|3l single connection 2 2

Note

« UDP transparent transmission O A| AT+CIPSTART 2| <UDP mode> =

Normal transmission mode

AT+CIPSEND=<length>[,<remote IP>,<remote AT+CIPSEND=<link ID>,<length> [,<remote

Commands port>] IP>,<remote port>]
Euncti normal transmission mode O A data 1& 2 A|&SHCE Of command A&l 20| >2 return SHH,
unction
serial data & =4I BHC} Data 2| Z 0|7} <length>BtE RIE Z| ™ data S = A|ZISHCL
OK
>
Connection O/ O] 20/ x| x| 2ot Lt disconnect & &2 LFSE return SFLF
ERROR
Response
Data 7} §FF L= MSE &R LfSE return SFCF
SEND OK
Data &0 H st -2 LFHSZ return BFLF:
SEND FAIL
<link ID>: Network connection ID(0~4), multiple connection Of| A{ A& ZIC} (AT+CIPMUX=1)
<length>: data length, MAX: 2048 bytes.
Parameter
[<remote IP>]: string parameter, remote IP. UDP T & 0| A A& EICT.
[<remote port>]: remote port number. UDP TS0l A A &l T},
AT+CIPSEND=1220 AT+CIPSEND=0,1220,"192.168.0.10",50000
Example oK oK
> >
« UDP & 0f| M, <remote IP>2t <remote port>+ optional parameter 2 command & & 2igt
UHOFCF, WizFi360 = CFHE destination 22 data & ™ &Lt Optional parameter & &3 SHX|
Not %= 42, WizFi360 = AT+CIPSTART command & A| A7t destination 2 & data 7}
ote

M&EICE
« <remote IP> AFEZ 2|3l, <remote port>= BtEA| A7d E| O] OF BFCE OFEEZLX| 2 <remote

port> AFE = 2I6H, <remote IP>= BFEA| A7 |0 OF SIL},

3.3.8 AT+CIPSENDEX: Sends data
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AT+CIPSENDEX=<length>[,<remote IP> <remote = AT+CIPSENDEX=<link ID>,<length> [,<remote

Commands
port>] IP>,<remote port>]

normal transmission mode 0| A data 1& 2 A|&ISHCE O] command A& 20| >2 return SHH,
Function serial data & =4I BtC} Data 2| Z 0|7} <length>BtE /S E|7{Lt\0 O] YHE A2, data

HES A&t

OK
>

Connection Of O] 20/ X X] @A Lt disconnect & &2 LS Z return BFLf:

ERROR
Response

Data 7} §FFHLZE ML E &2 LFEE return BHC:

SEND OK

Data &0 I8t &R LFHSE return P

SEND FAIL

<link ID>: Network connection ID(0~4), multiple connection 0| A| A2 ZICt, (AT+CIPMUX=1)

<length>: data length, MAX: 2048 bytes.
Parameter

[<remote IP>]: string parameter, remote IP. UDP 1 & 0f| Al A7 =IC},

[<remote port>]: remote port number. UDP S0l M A H =IC},

AT+CIPSENDEX=1220 AT+CIPSENDEX=0,1220,"192.168.0.10",50000
Example oK oK

> >

» <length>0fl 27 &l Z 0|2 data &1 0| 2t&2 £[7L} \0'O| | =& &% WizFi360 = Data

&2 AIEFRILE Normal command mode Ol Af CFZ AT command & 7| CF2ICL,

command.

« UDP & 0f| A, <remote IP>2} <remote port>t optional parameter =2 command £ Mgt
Note Y OFCF WizFi360 = CHE destination 22 data £ T S $HCL. Optional parameter & AHSHX|

42 B, WizFi360 2 AT+CIPSTART command A3 A| A3t destination 2 2 data 7}
MESECH
« <remote IP> AFEZ 2|3H, <remote port>= BtEA| A7d E| O OF BHC} OFEEZLX| 2 <remote

port> AFE = 2I6l], <remote IP>= BFEA| A7 £|O{OF SIL},

3.3.9 AT+CIPSENDBUF: Writes Data into the TCP-Send-Buffer

Commands AT+CIPSENDBUF=<length> AT+CIPSENDBUF=<link ID>,<length>

. O] command &3 20| >2 return S}, serial data & 4 2Lt Data 2| 2 0|7} <length>THE
Function %
—

UHE 42, data WSS AlEfTHCL
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<current segment ID>,<segment ID of which sent successfully>

OK
>

<length> 2 L B2 data length 7F & & & &2 CFS = return 2L}
busy

Connection O O] 20/ X x| 2t 7 Lt disconnect £/ 7/ LFTCP connection Of OFL/Z{L}buffer 7f

Response full O/ZL} CFE error 7 24 E &R CFHSZ return BHCF:
ERROR
Data 7} §FHOZ2 HEE Z2 /22 Data 7} §FHOZ HEE Z2 )22
return BCf: return 2tCf
<segment ID>,SEND OK <link ID>,<segment ID>,SEND OK

Data 20 YT P C+S2 return BHLf:
SEND FAIL

<link ID>: Network connection ID(0~4), multiple connection 0| A AH2 ZICt, (AT+CIPMUX=1)
<segment ID>: uint32; Zt 22| packet Off 2 &= ID. 1 £ E buffer 0| data 7} A20{ & I{OFCE

Parameter
1% St
<length>: data length, MAX: 2048 bytes.
AT+CIPSENDBUF=1024 AT+CIPSENDBUF=0,1024
0 0,0
Example
OK OK
> >
+ O] command = TCP-send-buffer 0] data £ 2“4 BtC}. User = SEND OK £ 7|Ct2[X| @t
ALEMOZ O] command & HAlE 5= QUL TCP segment 7t M3 M2 HE EH ER
Not <segment ID>,SEND OK 7} return &/ 22 O| £ Sdl| 2+ QIBHCY,
ote

o <length>0f 8=l ZO|2HZ data 7F YHE| 7| HOf| +++5 LT H 2, WizFi360 = command
mode £ ZO07}H =4l El serial data & AHK| =/ T

O] Command = SSL Connection & K| &S} X| &=Lt

3.3.10 AT+CIPBUFRESET: Resets the Segment ID Count

Commands AT+CIPBUFRESET AT+CIPBUFRESET=<link ID>

Response OK
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Connection O O] 20X/ X| QLot7/LFTCP data 7F F &2 Z/CFE/10 OIS R 22

return SFCF:

ERROR

Parameter <link ID>: Network connection ID(0~4), multiple connection Of| A{ A& ZIC} (AT+CIPMUX=1)
AT+CIPBUFRESET AT+CIPBUFRESET=1

Example
OK OK

Note « O] command £ AT+CIPSENDBUF 2} 8HH| A+ EICH,

3.3.11 AT+CIPBUFSTATUS: Checks the Status of TCP-Send-Buffer

Commands AT+CIPBUFSTATUS AT+CIPBUFSTATUS=<link ID>

<next segment ID>,<segment ID sent >,<segment ID successfully sent>,<remain buffer size>,<queue

number>

Response
OK
<link ID>: Network connection ID(0~4), multiple connection Of| A{ A& ZIC}, (AT+CIPMUX=1)
<next segment ID>: AT+CIPSENDBUF Of 2|5lf ¥ 0{X|= Ct= segment ID
<segment ID sent>: OFX|Tt 2 = & El segment ID

Parameter P
<segment ID successfully sent>: OFX| U2 2 M & 45 El segment ID
<remain buffer size>: TCP-send-buffer 0 ‘= O U= size
<queue number>: 0| & 7+5 3t queue number, 2 2[d0| QB2 #1180 20t ALEBHCE
AT+CIPBUFRESET AT+CIPBUFRESET=1
20,15,10,200,7 20,15,10,200,7
OK OK
* 20: Z[4! segment ID 7t 19 Y2 2[0|5tD, Tt H0f| AT CIPSENDBUF £ AFHESHA &|H,
Bt E| = segment ID £ 20 O|C}.

Example . L Oixjato 2 Mag) 2 o|X|OF MZXMoz MAL|ol=X
e 15: TCP segment ID 15 & OFX|H 2 2 M & El segment £ O|X|2t, dSHO 2 MESE[U=X|
2 = giCk

* 10: TCP segment ID 10 O| S XM 2 ME LU S S LIEFHC]
* 200: TCP & HIHQ| E2 AO|=7} 200byte &= 2|O|BHLCF,

A
o 7: AFE 745 THTCP queue HZ. A2[E QIO 208 O 2 O ALE S| OFBHCE. queue HZ 7}

0O|H TcP HIO|H&= M&E &= QIC

—_
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« O] Command = SSL Connection S X| 25} X| @=L},
Note e <next segment ID> - <segment ID sent>=1 2l @—?—, counting reset £ 2|5} AT+CIPBUFRESET &

« TCP buffer size = 21,900 byte O|C}.

3.3.12 AT+CIPCHECKSEQ: Checks If a Specific Segment Was Successfully

Sent
Commands AT+CIPCHECKSEQ=<segment ID> AT+CIPCHECKSEQ=<link ID>,<segment ID>
<segment ID>,<status> <link ID>,<segment ID>,<status>
Response
OK OK

<link ID>: Network connection ID(0~4), multiple connection 0| A AH2 ZICt, (AT+CIPMUX=1)

<segment ID>: AT+CIPSENDBUF 0f 2|8lf @0 X|= segment ID

Parameter <status>
AL

« FALSE: segment M &

0
=
=l

>
0x
OH

« TRUE: segment ™5

AT+CIPCHECKSEQ=20 AT+CIPCHECKSEQ=1,20
Example 20,TRUE 1,20, TRUE

oK oK
Note « 0| command = AT+CIPSENDBUF 2} 74| A2 EICT,

3.3.13 AT+CIPCLOSE: Closes the TCP/UDP/SSL Connection

Commands AT+CIPCLOSE AT+CIPCLOSE=<link ID>
Function TCP/UDP Connection = close 2L},
Response OK

<link ID>: Network connection ID(0~4), multiple connection Of| A{ A& ZIC} (AT+CIPMUX=1)

Parameter N
ID 7t ¥ AS, 2 connection O] close EIL}. (server mode & A< ID5 = OFF &20| QILCH)
AT+CIPCLOSE AT+CIPCLOSE=1

Example
OK OK
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3.3.14 AT+CIFSR: Gets the Local IP Address

’ Execute Command

Commands

Response

Parameter

Example

AT+CIFSR

WizFi360 O/ Station mode(AT+CWMODE=1) & &L LC}S= return BICF:

+CIFSR:STAIP,<Station IP address>
+CIFSR:STAMAC,<Station MAC address

OK

WizFi360 O/ SoftAP mode (AT+CWMODE=2 ) & &L L}E2Z return 3L}

+CIFSR:APIP,<SoftAP IP address>
+CIFSR:APMAC,<SoftAP MAC address>

OK

WizFi360 O Station+SoftAP mode(AT+CWMODE=3) & &L LC}2=2 return BICF:

+CIFSR:APIP,<SoftAP IP address>
+CIFSR:APMAC,<SoftAP MAC address>
+CIFSR:STAIP,<Station IP address>
+CIFSR:STAMAC,<Station MAC address>

OK

<SoftAP IP address>: string parameter, WizFi360 SoftAP 2| IP Address
<Station IP address>: string parameter, WizFi360 Station 2| IP Address
<SoftAP MAC address>: string parameter, WizFi360 SoftAP 2| MAC Address
<Station MAC address>: string parameter, WizFi360 Station 2| MAC Address

AT+CIFSR

+CIFSR:APIP,"192.168.4.1"
+CIFSR:APMAC,"02:08:dc:11:12:13"
+CIFSR:STAIP,"192.168.1.88"
+CIFSR:STAMAC,"00:08:dc:11:12:13"

OK

3.3.15 AT+CIPMUX: Enable or Disable Multiple Connections

Query Command Set Command

Commands

AT+CIPMUX? AT+CIPMUX=<mode>
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Function connection type & Q!

+CIPMUX:<mode>

connection type 28

OK

AT+CIPMUX=1

OK

« Multiple connection < transparent transmission 7| disable & [If A} ZIC} (AT+CIPMODE=0).

« Connection mode = 2= connection O| disconnect = [If HZA=IC}.

Response
OK
<mode>
Parameter * 0: single connection (factory default)
¢ 1: multiple connections
AT+CIPMUX?
Example +CIPMUX:1
OK
Note

o BFOFTCP server 7t S&F Y B2, server £ 4

#HZE 4 QUCt,

=

M| St = (AT+CIPSERVER=0) single connection 2.2

3.3.16 AT+CIPSERVER: Deletes/Creates TCP Server

Commands AT+CIPSERVER=<mode>[,<port>]

Response OK
<mode>
* 0: server 2K
Parameter
o 1: server 4
<port>: port number. 29|+ 1~65535 O|H 7| & 4t=2 333 O|Cf.
« TCP server = multiple connection mode Of| A 4 STt (AT+CIPMUX=1).
Note « server monitor = TCP server 7} 4 & [§ At 52 = MM =T
« client 7} server Off HZE [}, StL+2| connection & XHX|SHH 1D 7t S EICH
AT+CIPMUX=1
OK
Example
AT+CIPSERVER=1,5000
OK
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3.3.17 AT+CIPSERVERMAXCONN: Set the Maximum Connection Number
Allowed by Server

Commands AT+CIPSERVERMAXCONN? AT+CIPSERVERMAXCONN=<num>
Functi WizFi360 TCP server EE = SSL server Of WizFi360 TCP server EE= SSL server Of
unction

AA 7t Z| client 5= 22 AZA7tse 2| client = 28

+CIPSERVERMAXCONN:<num>
Response OK
OK

<num>: WizFi360 TCP server 2+ SSL server Off A2 7ts8t X|CH client o=, B1$9|= 1~4 O|H

Parameter
7|22t 4 0|ct
AT+CIPSERVERMAXCONN? AT+CIPSERVERMAXCONN=2
+CIPSERVERMAXCONN:2 OK
Example
OK AT+CIPSERVER=1,5000
OK
Note + O] command = server & ‘445 7| 0j| & oL

3.3.18 AT+CIPMODE: Sets transmission mode

Commands AT+CIPMODE? AT+CIPMODE=<mode>
Function transmission mode 20! transmission mode &7

+CIPMODE:<mode>
Response OK
OK

<mode>

¢ 0: normal transmission mode. (factory default)

Parameter
* 1: UART-WiFi passthrough mode (transparent transmission). remote IP & port 7} H A | X|
42 AL TCP single connection mode = UDP mode Of| A2 2Hd }at 2= QUCH
AT+CIPMODE? AT+CIPMODE=1
Example +CIPMODE:1
OK
OK
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« 0| 2782 flash Off & &|X| @=Lt
» UART-WiFi passthrough transmission &2t TCP connection O] Z &4 42, WizFi360 = +++ S
Note 22 BFOt normal transmission 2 2 HZA & ] 77t X| connection = A% A| =BT},

« normal transmission O| 11 TCP connection O] 224 A2, WizFi360 = connection = CHA|

A =SR] @b=L

3.3.19 AT+SAVETRANSLINK: Saves the Transparent Transmission Link in
Flash;

Save TCP Single Connection in Flash

AT+SAVETRANSLINK=<mode>,<remote IP or domain name>,<remote port>[,<type>,<TCP keep

Commands .
alive>]
Function M &l0| CI7+E |, UART-WiFi passthrough mode Off I S}10 TCP connection = A| =3HCL.
Response OK
<mode>
0| QZHE I, WizFi360 = UART-WiFi passthrough mode Ol 2 4SHX| Q4=Lt. (factory
default)
« 1: M RI0| QI7+E [, WizFi360 = UART-WiFi passthrough mode Of 2l &/ SHC}
<remote IP>: string parameter, remote IP EE = domain name
Parameter <remote port>: remote port
[<type>]: TCP EE+= UDP. 7|2 4f2 TCP O| L},
[<TCP keep alive>]:
¢ 0: disable TCP keep-alive (default)
e 1~ 7200: TCP keep-alive = enable St keep-alive & 7tA 2 H-ICE Bl =
second O|LC}.
AT+SAVETRANSLINK=1,"192.168.2.2",5000,"TCP",5
Example

OK

Save UDP Single Connection in Flash

Commands AT+SAVETRANSLINK=<mode>,<remote IP>,<remote port>,<type>[,<UDP Local port>]
Function M R0| CI7+E [, UART-WiFi passthrough mode Off 2IISF10 UDP connection & A| = PHCE
Response OK

Parameter <mode>
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0: ™ RI0| QI7+E I, WizFi360 = UART-WiFi passthrough mode O 2 &ISHX| 4=LC}. (factory
default)
« 1: ™210| QI7HE [, WizFi360 2 UART-WiFi passthrough mode Off 7 {stCt,
<remote IP>: string parameter, remote IP -5 = domain name
<remote port>: remote port
<type>: string parameter, TCP EE= UDP. 7| 24f2 TCP 2 UDP 2 A ™ BHC},
[<UDP local port>]: UDP local port

AT+SAVETRANSLINK=1,"192.168.2.2",5000,"UDP",6000

Example
OK

3.3.20 AT+CIPSTO: Sets the TCP Server Timeout

‘ Query Command Set Command
Commands AT+CIPSTO? AT+CIPSTO=<time>
Function TCP server timeout 2} 2! TCP server timeout &7

+CIPSTO:<time>

Response OK
OK
Parameter <time>: TCP server timeout. & ¢/+= 0~7200 0|, 7|24/ 180 O|C}.
AT+CIPSTO? AT+CIPSTO=180
Example +CIPSTO:10
OK
OK

3.3.21 AT+CIUPDATE: Updates the Software Through WiFi®
Commands AT+CIUPDATE[=<url>] AT+CIUPDATE="http://<ip>:8080/<filename>"

Function url O] AZEY firmware update Upgrade Tool = AFE 5L firmware update
+CIPUPDATE: <n>

Response
OK

Parameter <url>: string parameter, Firmware file path ¢/X|  <ip>: Local IP address

51.0.x.x = http://wiki.wiznet.io/download/WizFi360/WizFi360 SDK.img
1.1.x.x = http://wiki.wiznet.io/download/WizFi360/011/WizFi360 SDK.img
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<n>:
« 1: server 22l
* 2:server O AZ
« 3: software version 29l

e 4: update A| &}
AT+CIUPDATE

+CIPUPDATE:<1>
+CIPUPDATE:<2>

Example
+CIPUPDATE:<3>
+CIPUPDATE:<4>
OK
Note « Upgrade Tool 2 A& 3}0] firmware £ update

3.3.22 AT+PING: Ping Packets

gt A2 Firmware Update Guide &

<filename>: firmware file 0| &

AT+CIUPDATE="http://192.168.0.2:8080/WizFi3
60_SDK.img"

+CIPUPDATE:<1>
+CIPUPDATE:<2>
+CIPUPDATE:<3>
+CIPUPDATE:<4>

OK

EECIE

‘ Execute Command

Commands AT+PING=<IP address>

+<Time>

OK
Response

+timeout
ERROR

<IP>: string parameter; host IP EE+= domain name

Parameter _
<time>: ping response time. £t¢|:= ms O|C}.

AT+PING="www.google.com"

Example +52

OK

3.3.23 AT+CIPDINFO: Shows the Remote IP and Port with +IPD

Query Command Set Command
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Commands AT+CIPDINFO? AT+CIPDINFO=<mode>
Response +CIPDINFO:TRUE or FALSE OK
<mode>
Parameter ¢ 0: +IPD 9" -6|;||'7}” remote IP 9" port % EA|6—I'X| ?‘ol:EEI'
o 1: +IPD 2t 27| remote IP 2t port S EA|SHCF
AT+CIPDINFO? AT+CIPDINFO
Example +CIPDINFO:TRUE OK

OK

3.3.24 +IPD: Receive Network Data

+IPD,<len>[,<remote IP>,<remote port>]:<data> +IPD,<link ID>,<len>[,<remote IP>,<remote

Commands
port>]:<data>
<link ID>: Network connection ID(0~4), multiple connection 0| A AH2 ZICt, (AT+CIPMUX=1)
<len>: data length.
Parameter [<remote IP>]: string parameter, remote IP, AT+CIPDINFO=1 ¥ [If 2} EICt,
[<remote port>]: remote port, AT+CIPDINFO=1 & [} 23} =ICt,
<data>: =413t data.
Example +IPD,5:12345 +IPD,1,5,"192.168.0.10",50000:12345
Not + 0| command = normal command Of| M2t 3 &2 SFCF. WizFi360 O| network data £ =41 [,
ote

serial = S5l +IPD command £ AL 3510 data & HA|THCE

3.3.25 AT+CIPSNTPCFG: Sets the Configuration of SNTP

AT+CIPSNTPCFG=<enable>[,<timezone>][,<SNTP

?
Commands AT+CIPSNTPCFG: server0>][,<SNTP server1>][,<SNTP server2>]

Function SNTP Server =0l SNTP Server &7

+CIPSNTPCFG:<enable>[,<timezone>,<SNTP

Response serverl>,<SNTP server2>,<SNTP server3>] oK
OK
<enable>

Parameter ¢ 0: Disable SNTP (factory default)

e 1: Enable SNTP
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[<timezone>]: time zone; B ¢|+=-11 ~13 O|C}. SNTP 7} enable & Z% <timezone>= EHEA|
2otk
[<SNTP server0>]: string parameter, AT SNTP server

[<SNTP server1>]: string parameter, ST SNTP server

[<SNTP server2>]: string parameter, MIHT SNTP server

AT+CIPSNTPCFG? AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.e
du.cn","us.pool.ntp.org"
Example
+CIPSNTPCFG:1,8,"cn.ntp.org.cn" oK
OK
Note « DFQE SNTP 7 enable &| 11 <SNTP server> Parameter 7F A E|X| %S AL, server =

"cn.ntp.org.cn”,"ntp.sjtu.edu.cn”, "us.pool.ntp.org" S £ X =IC|,

3.3.26 AT+CIPSNTPTIME: Checks the SNTP Time

Query Command

Commands AT+CIPSNTPTIME?

+CIPSNTPTIME :<time>
Response

OK
Parameter <time>: SNTP time
AT+CIPSNTPTIME?
Example

+CIPSNTPTIME:Wed Jul 24 11:38:25 2019
OK

3.3.27 AT+CIPDNS_CUR: Sets User-defined DNS Servers; Configuration
Not Saved in the Flash

[

AT+CIPDNS_CUR=<enable>[,<DNS
? — 7’
Commands AT+CIPDNS_CUR? server0>][ <DNS server1>]

Function current DNS server 2} 9l DNS server 87

[+CIPDNS_CUR:<DNS server0>]

[+CIPDNS_CUR:<DNS server1>]

Response OK

OK

Parameter <enable>
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« 0: default DNS server A2
* 1: DNS server &7
<DNS server0>: string parameter, & #H & DNS server

<DNS serverl>: string parameter, =R DNS server
AT+CIPDNS_CUR? AT+CIPDNS_CUR=1,"1.1.1.1","8.8.8.8"

+CIPDNS_CUR: 1.1.1.1

Example +CIPDNS_CUR: 8.8.8.8

OK
OK

« O] B2 flash Of| M & | X| &=L

« <enable>0| 1 O| 11 <DNS server0> 2} <DNS server1> 7} &°H & X| 42 Z S DNS server &
Note "208.67.222.222" 9 2 AL EIC}

* DNS server = AT+CWDHCP command 2320 B4 =2 4= UL},

« <DNS server0> 2} <DNS serverl> = 22 5= 8iCl.

3.3.28 AT+CIPDNS_DEF: Sets User-defined DNS Servers; Configuration
Saved in the Flash

AT+CIPDNS_DEF=<enable>[,<DNS

?
Commands AT+CIPDNS_DEF? server0>][ <DNS server1>]

Function Flash Of X & &|0] QL= DNS Server 29I DNS server 27

[+CIPDNS_DEF:<DNS server0>]

+ < >
Response [+CIPDNS_DEF:<DNS server1>] oK

OK

<enable>
« 0: default DNS server A&
* 1: DNS server &7
<DNS server0>: string parameter, 24 &Y DNS server

Parameter
<DNS serverl>: string parameter, 5 H®{ DNS server

Factory default 4f
v.1.0.x.x Ol M no value
v. 1.1.x.x Ol| A{: 208.67.220.220

AT+CIPDNS_DEF? AT+CIPDNS_DEF=1,"1.1.1.1","8.8.8.8"

Example +CIPDNS_DEF: 1.1.1.1
+CIPDNS_DEF: 8.8.8.8 OK
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OK

« O] ¥ 2 flash Of] XM ZHEIC}
« <enable>0| 1 O| 11 <DNS server0> 2} <DNS serverl> 7t B ™ E|X| %S 42 DNS server =

Note "208.67.222.222" 2 2 AR EIC},

o
>
o
ot
=2
rE
ox
e
als
$0
i}

« DNS server = AT+CWDHCP comman

« <DNS server0> 2t <DNS serverl> = 22 5= QiCl.

3.3.29 AT+MQTTSET: Sets the Configuration of MQTT connection.

AT+MQTTSET=<User

?
LS AT+MQTTSET: Name>,<Password>,<ClientID>,<AliveTime>

<UserName>,<Password>,<ClientID>,<AliveTime
>
Response OK

OK

<UserName>: string parameter, authentication = /5l AH& k| broker Name. Max: 50byte

<Password>: string parameter, authentication = ¢/l AHE |+ broker Password. Max: 50byte

Parameter
<ClientlD>: string parameter, broker 0| & Z |+ Client ID. Max: 50byte
<AliveTime>: broker 22| alive time. & $|-= 30s~300s O|LC}.
AT+MQTTSET="? AT+MQTTSET="wiznet","12345678","wiznet-
01",60
ZETED "wiznet","12345678","wiznet-01",60
OK
OK
Note « O] command = broker O HZ5}7|F0f A7 k[0 OF St .,

3.3.30 AT+MQTTOPIC: Sets the Topic of Publish and Subscribe

AT+MQTTTOPIC=<publish topic>,<subscribe

Commands AT+MQTTTOPIC? topicl>[,<subscribe topic2>][,<subscribe
topic3>]
oo <publish topic>,<subscribe topic> oK
OK
<publish topic>: string parameter, WizFi360 O| publish S} topic
Parameter <subscribe topicl>: string parameter, WizFi360 O| subscribe S+ topic

[<subscribe topic2>]: string parameter, WizFi360 O| subscribe St topic
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[<subscribe topic3>]: string parameter, WizFi360 O| subscribe St topic

AT+MQTTTOPIC? AT+MQTTTOPIC="pubTopic","subTopic"
Examplel "pubTopic","subTopic"
OK
OK
AT+MQTTTOPIC="pubTopic","subTopicl","SubT
?
AT+MQTTTOPIC: opic2","SubTopic3","SubTopic4","SubTopic5"
Example2 "pubTopic","subTopicl","SubTopic2","SubTopic

3","SubTopic4","SubTopic5 oK

OK

Not « Firmware v1.1.1.8 O| ™ version 2 broker 0| AZ35}7|H topic = A oI}
ote
« <subscribe topic2> 2} <subscribe topic3>= Firmware v1.0.5.0 O| % version £ E A& 7ts SICt,

3.3.31 AT+MQTTQOS: Sets the Configuration of QoS

Commands AT+MQTTQOS? AT+MQTTQOS=<QoS level>
<QoS Level>

Response OK
OK

<QoS Level>: H|E®{3 QoS AMH| Level.
*0: QoSO
Parameter *1: QoS1
*2: QoS2
7| 2472 0(Qos0)O| .

AT+MQTTQOS? AT+MQTTQOS=0
Examplel "0”
OK
OK

+ Sl = command = publish 2| QoS TF A 7d5HH subscribe = QoS0 2 £ 17 EICE

« S| & command = Firmware v1.1.1.8 0| 2 version £ Af2 7} SIC}

Note

3.3.32 AT+MQTTCON: Connects to a Broker

AT+MQTTCON=<enable>,<broker IP>,<broker AT+MQTTCON=<linkID>,<enable>,<broker

Commands port> IP>,<broker port>
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CONNECT

OK
Response
CONNECT FAIL
ERROR
<link ID>: Network connection ID(0~4), multiple connection 0| A{ A& ZIC}. (AT+CIPMUX=1)

<enable>:
Parameter + 0: authentication 8{0] broker Of ¢Z

« 1: authentication broker 0f &2

<broker IP>: string parameter, broker IP address
<broker port>: broker port number

subscribe St U= topic 2| message 7t =412 M OICE CHE 2 return SHCL,

Message
<subscribe topic> -> "subscribe data"
AT+MQTTCON=0,"192.168.1.20",1883
Example CONNECT

OK

3.3.33 AT+MQTTPUB: Publish a message

T TTSTSTSESLSSSLSLSSSSSSSSSSSSSS—-—————
Commands AT+MQTTPUB=<message>

Response OK
Parameter <message>: string parameter, publish 2 message. Max length = Head & 2048 bytes'O| C}.
AT+MQTTPUB="publish data"

Example
OK

* O command = MQTT 7t A Z X0 US| AHE=ICE
Note * Publish 2} data 2| topic & AT+MQTTTOPIC command Of 2|8l 27 EIC}. Firmware v1.1.1.8 O™

version Of| A topic 2 broker O AZ3SH7| Mo A g = QUL

3.3.34 AT+MQTTPUBSEND: Publish a message

Set Command

Commands AT+MQTTPUBSEND

Response OK
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><message>

<length>: data length, Max length = Head =2} '2048 bytes' O|C}.

Parameter o
<message>: publish 2f message
AT+MQTTPUBSEND=5
OK

Example N
OK

+ O] command = mMQTT 7t AZ |0 US Uf AHEEICH
Note « Publish 2t data 2| topic = AT+MQTTTOPIC command Of| 2|35lf Z7d =ICt,

« 0| command = Firmware v1.1.1.8 0| 2 version £ 6 At27}& SICt

3.3.35 AT+MQTTDIS: Disconnects from a Broker

‘ Execute Command

Commands AT+MQTTDIS

Response CLOSE

3.3.36 AT+AZSET: Sets the Configuration of Azure loT Hub connection.

Set Command

Commands AT+AZSET=<hub ID>,<device ID>,<key>

Response OK

<hub ID>: string parameter, loT Hub 2| ID
Parameter <device ID>: string parameter, IoT Device 2| ID

<key>: string parameter, |oT Device 2| Key

AT+AZSET=" wiznet-iothub"," wiznettest"," !

Example
OK

Note « 0] command = Azure loT Hub Off A ZAS}7| ™ 0f| A7 &[0 OF BHCt.

3.3.37 AT+AZCON: Connects to a AZURE

’ Set Command

Commands AT+AZCON
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CONNECT
OK
Response

CONNECT FAIL

ERROR

loT Hub 25 E message 7 =41 & M OFCF CHS2 return BHCE O AT+MQTTTOPIC
command £ &5l <Subscribe topic>< "devices/<deviced ID>/message/devicebound/#" S =

Message A7g sl of S,
devices/<device ID>/messages/devicebound/<property_bag>-> <subscribe data>

<device ID>: loT device ID
Parameter <property bag>: HIA|X| &8 7). key/value 2 &= O|FH url-encoded & 4| 0|},

<subscribe data>: subscribe SH= Topic 2| data
AT+AZSET="WIZnetTest", "Wizfi360", " ——-rrrrmremeememeee "
OK

AT+MQTTTOPIC="devices/wizfi360/messages/events/","devices/wizfi360/messages/devicebound/#

OK
AT+AZCON
Example
CONNECT
OK
Connect O| % Cloud Ol A Device 2 H|O|E{ & M&Y 42, WizFi360 2 ChS1t 20|
Return ¢HCF.
devices/wizfi360/messages/devicebound/%24.mid=test1
&%24.to=%2Fdevices%2Fwizfi360%2Fmessages%2FdeviceBound&iothub-ack=full -> Hello Wiznet!
« 0] command & ™ &5}7| 7 0f| AT+AZSET command 2t AT+MQTTTOPIC command & & & $HCt
Not « Connect 0|2 AT+MQTTPUB command & &5l Azure Sever Of H|O|EH{ & T &TIC},
ote

o XtM| S L8 2 https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-mgtt-support =
SNl

3.3.38 AT+AWSPKSEND: Set Private Key

Commands AT+AWSPKSEND? AT+AWSPKSEND=<mode>
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Function Private Key 2t QI St}

—

Response  _____ END RSA PRIVATE KEY-----
ERROR
Parameter
AT+AWSPKSEND?
————— BEGIN RSA PRIVATE KEY-----
Examplel — _____ END RSA PRIVATE KEY-----
AT+AWSPKSEND?
Example2
ERROR
e O] Command & 20| >Z return StCE WizFi3
Note certificate 2| data & “—— BEGIN RSA PRIVATE KEY

Zotoh A U HBHOF BhCt.

3.3.39 AT+CLICASEND: Set Client Certificate

Commands AT+CLICASEND?

Function Client Certificate 2t 9ISt}

Private Key & &7 SILC,

OK

<mode>:

OK

AT+AWSPKSEND=0
OK

60 = serial data & 2Ot User =

AT+CLICASEND=<mode>

Client Certificate S A& SIC}.

" 2ol

Response _____ END CERTIFICATE-——--
ERROR OK
<mode>:
e 0: Certificate S AIX||SHCH
Parameter
o 1: Certificate & M H3ICH
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AT+CLICASEND? AT+CLICASEND=1

Examplel — —____ END CERTIFICATE-----
————— END CERTIFICATE-----
OK
AT+CLICASEND? AT+CLICASEND=0
Example2
ERROR oK

-

e O] Command 2 &l 0] >E return StC}. WizFi360 2 serial data & =M SHCE User &=
Note certificate 2| data £ “-----BEGIN CERTIFICATE--—-" & “-——__END CERTIFICATE-----" 2} 9| TS| A{
2 245} OF BHCt.

3.3.40 AT+AWSCON: Connect to AWS loT Core

Commands AT+AWSCON
CONNECT
OK
Response

CONNECT FAIL

ERROR

loT Core 25 message 7t =4I & M{OFC}H CHES return BHCE. O|If AT+MQTTTOPIC

command = &5l <Subscribe topic>< "Saws/things/<thingName>/shadow/update/accepted"

Message O 2 MM} Oof St}
Saws/things/<thingName>/shadow/update/accepted -> <subscribe data>

<thingName>: thingName

Parameter "
<subscribe data>: subscribe SH= Topic 2| data
AT+MQTTSET="","","<ThingName>",60
OK

Example i . . " . .
AT+MQTTTOPIC="Saws/things/<thingName>/shadow/update","Saws/things/<thingName>/shadow
/update/accepted"
OK
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AT+AWSCON
CONNECT

OK

Connect O| = Cloud Ol A Device 2 H|O|E{E HEE 42, WizFi360 2 Ch51t 20|

Return SHCF,

Saws/things/<thingName>/shadow/update/accepted -> Hello Wiznet!

A

* O] command & & 5H7| ™ 0| AT+MQTTSET command 2 AT+MQTTTOPIC command =
A3t
Note + Connect O| 2 AT+MQTTPUB command & &5 AWS IoT Core Off H|O|E{ & ™ &L},
« AT+CIPMUX=1 AFEA| AWSCON Of| A 2 77t BEEkEIC}
« O] command £ & 5}7| T 0 ssL certificate option = AT+CIPSSLCCONF=2 2 &7 $IC},
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4 Command History

Command £ Ot2f{2| 8l & Firmware Version O| 28 H AL 7ts S

AT, AT+RST, AT+GMR, AT+GSLP, ATE, AT+RESTORE, AT+UART_CUR, AT+UART_DEF, AT+SLEEP,
AT+SYSIOSETCFG, AT+SYSIOGETCFG, AT+SYSGPIODIR, AT+SYSGPIOWRITE, AT+SYSGPIOREAD,
AT+CWMODE_CUR, AT+CWMODE_DEF, AT+CWJAP_CUR, AT+CWIJAP_DEF, AT+CWLAPOPT,
AT+CWLAP, AT+CWQAP, AT+CWSAP_CUR, AT+CWSAP_DEF, AT+CWLIF, AT+CWDHCP_CUR,
AT+CWDHCP_DEF, AT+CWDHCPS_CUR, AT+CWDHCPS_DEF, AT+CWAUTOCONN,
AT+CIPSTAMAC_CUR, AT+CIPSTAMAC_DEF, AT+CIPAPMAC_CUR, AT+CIPAPMAC_DEF,
AT+CIPSTA_CUR, AT+CIPSTA_DEF, AT+CIPAP_CUR, AT+CIPAP_DEF, AT+CWSTARTSMART,

1.0.1.0 AT+CWSTOPSMART, AT+WPS, AT+CWHOSTNAME, AT+CWCOUNTRY_CUR,
AT+CWCOUNTRY_DEF, AT+CIPSTATUS, AT+CIPDOMAIN, AT+CIPSTART, AT+CIPSSLSIZE,
AT+CIPSEND, AT+CIPSENDEX, AT+CIPSENDBUF, AT+CIPBUFRESET, AT+CIPBUFSTATUS,
AT+CIPCHECKSEQ, AT+CIPCLOSE, AT+CIFSR, AT+CIPMUX, AT+CIPSERVER,
AT+CIPSERVERMAXCONN, AT+CIPMODE, AT+SAVETRANSLINK, AT+CIPSTO, AT+CIUPDATE,
AT+PING, AT+CIPDINFO, +IPD, AT+CIPSNTPCFG, AT+CIPSNTPTIME, AT+CIPDNS_CUR,
AT+CIPDNS_DEF

1.0.2.4 AT+MQTTSET, AT+MQTTOPIC, AT+MQTTCON, AT+MQTTPUB, AT+MQTTDIS

1.0.4.1 AT+AZSET, AT+AZCON

1.0.5.1 AT+CIPSSLCCONF, AT+CASEND

1.0.7.2 AT+WIZ_NETCONFIG

1.1.1.2 AT+AWSCON, AT+AWSPKSEND, AT+CLICASEND

1.1.1.8 AT+MQTTQOS, AT+MQTTPUBSEND
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