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2 AT Command Overview

2.1 AT Command Format

AT command = Of2f 2t Z2 Type 0|, 2= command 7t U|7tX| HY S Ct X| /S}X|

Test Command

Set Command

Query Command

Execute Command

Note:

AT

AT+<command>=<para0>,<paral>

,...,<paran>

AT+<command>?

AT+<command>

&2
rir

Module O| normal transmission

parameter #f= HAEICH

parameter 2| == CtELC},

Mz
oz

[0 A= £ parameter %,

_—

£ 7 function = &ML},

2t
A

= 2%

1. ATcommand = LH2XFO/HH, AT = A/Z}S} 1 CR LF(=0x0A 0x0D) = ZHC}

2. <command> = Z/Z/C &0/ =

=0/ & = oIC}
3. ATcommand = 07157 WS/ parameter £ 7tE 7 QL 0, Zt2fS/ parameter
4. Optional parameters = LfZ 2 [ |2 HZ/EIC. O/ A2 ERSFA YAL) LIEFLIA] 2 +
qden SFEA FE FR /B E SFEL.

5. String parameters = = I} H Z H 7|} 2 EIL}

2IX| =holott,

command H=E

O THH
— O 7

rok

b,

= 9/0/3tC} O & =0/ <command>+= RST LF CWMODE_CUR

234 8]
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2.2 Response Format

AT Command Of| CH3} Return values & Ct= 1t ZC}.

ERROR

Error Messages
ALREADY CONNECTED

SEND FAIL

OK

+<Command>: <paral>, ..,<paran>

N
Mo
il

K| 48X Qb= AT HHOIAL F

M.

np2rolE 7 2 2| AL,

TCP, UDP, SSL connection O| 0|0 ®1ZAE| 0]

ULF.

Network Data M5 0| AL SHRACE

Set command 7} &M O 2 MM E|RACE

Query =E = Execute Command 7 Q& H 2

M E| AL parameter 4f == Bt SHLE

OK
SEND OK Network Data & 0| 435t UCt
Success
Message
Query EE= Execute Command 7 Ma™o 2
. HeQn B USS  dtetetnt
<description>
<description>2 Btetk|= IS 2|0/,
oK Btetr|= &2 2442l command HE
C2c}
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2.3 List of Messages

command O|CHSt return 2t o0f B2 OF2HOf| T A|X| 7} return EIC}.

ready AT firmware 7} =H| &

WIFI CONNECTED WizFi360 Station O AP 2F A El

WIFI GOT IP WizFi360 Station O| AP 2E2E p & & 22
WIFI DISCONNECTED WizFi360 Station O| AP 22 E{ 9| ¢ Z0| #ZZ

Busy sending. WizFi360 O] O| ™ input 2 & & 0|22 |22 input O

busy s... R
SHE = 8l
Busy processing. WizFi360 O| O|F input & X 2| & 0|22 MEZ
busy p... N
input O] S &&= giCh
<Link ID>, CONNECT <Link ID>7} Network Of] &2 &
<Link ID>, CLOSED <Link ID>7} Network 2 &% 0| #ZZ
+IPD Network O O] Ef =4
+STA_CONNECTED: <mac> WizFi360 SoftAP Of Station O &1 Z &
+DIST_STA_IP: <mac>, <ip addr> WizFi360 SoftAP 7| A Z &l station Of| Al 1P & 2 &t
+STA_DISCONNECTED: <smac> WizFi360 SoftAP O 14 &| % ™ Station 2| HZAO0| &4
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2.4 Enter AT normal transmission mode

WizFi360 = Normal transmission mode 2} transparent mode 7} QA LCt.

WizFi360 O| Normal transmission mode 2 &2t & A2, AT Command & =3 3+C}. Normal transmission mode &
AT\r\n & & Z \r\nOK\r\n 2 return 2O} =} QISIC},

WizFi360 O| transparent mode 2| &% AT Command & S2&SHA| 2 =Lt Peer 2t Cf|O|H S0t 71551,

" S AT A2 Normal transmission mode 2 ™ 2HSHL

1. TcP E410] A Z L0/ U1 transparent mode = &&ofd JIE &2 Normal transmission mode =
L1215} &/ F o & AZEE F O/ XL

2. 4" G E A w2 HLE O Z Serial £ &5 £0/90f 813, X021 ZFIf X/ H SEE AT FE0f L)f 5F
SEZ g+ 2 &Lt

3.  WizFi360 2/ default mode = Normal transmission mode O/Lf
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3 AT Command Description

AT Command list

AT Tests AT Startup
AT+RST Restarts the module
AT+GMR Checks Version Information
AT+GSLP Enters Deep-sleep Mode
ATE AT Commands Echoing
AT+RESTORE Restores the Factory Default settings
System AT+UART_CUR Current UART Configuration; Not saved to Flash
control
commands AT+UART_DEF Default UART Configuration; Saved in the Flash

AT+SLEEP Configures the Sleep Modes
AT+SYSIOSETCFG Configures 10 Working Mode
AT+SYSIOGETCFG Checks 10 Working Mode
AT+SYSGPIODIR Configures the Direction of a GPIO
AT+SYSGPIOWRITE Configures the GPIO Output Level
AT+SYSGPIOREAD Reads the GPIO Input Level
AT+CWMODE_CUR Sets the Current WiFi mode; Not Saved in the Flash
AT+CWMODE_DEF Set the operation mode, Save to Flash
AT+CWIJAP_CUR Connects to an AP; Configuration Not Saved in the Flash
AT+CWIJAP_DEF Connects to an AP; Configuration Saved in the Flash
AT+CWLAPOPT Sets the Configuration for the Command AT+CWLAP
AT+CWLAP Lists Available APs

WiFi AT+CWQAP Disconnects from the AP

command AT+CWSAP_CUR Configures the WizFi360 SoftAP; Configuration Not Saved in the Flash

AT+CWSAP_DEF Configures the WizFi360 SoftAP; Configuration Saved in the Flash
AT+CWLIF IP of Stations to Which the WizFi360 SoftAP is Connected
AT+CWDHCP_CUR Enables/Disables DHCP; Configuration Not Saved in the Flash
AT+CWDHCP_DEF Enables/Disables DHCP; Configuration Saved in the Flash

Sets the IP Address Allocated by WizFi360 SoftAP DHCP; Configuration Not
AT+CWDHCPS_CUR
Saved in Flash
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AT+CWDHCPS_DEF

AT+CWAUTOCONN

AT+CIPSTAMAC_CUR

AT+CIPSTAMAC_DEF

AT+CIPAPMAC_CUR

AT+CIPAPMAC_DEF

AT+CIPSTA_CUR

AT+CIPSTA_DEF
AT+CIPAP_CUR
AT+CIPAP_DEF
AT+CWSTARTSMART
AT+CWSTOPSMART
AT+WPS
AT+CWHOSTNAME
AT+CWCOUNTRY_CUR
AT+CWCOUNTRY_DEF
AT+WIZ_NETCONFIG
AT+CIPSTATUS
AT+CIPDOMAIN
AT+CIPSTART

AT+CIPSSLSIZE

Sets the IP Address Allocated by WizFi360 SoftAP DHCP; Configuration Saved in
Flash

Auto-Connects to the AP or Not

Sets the MAC Address of the WizFi360 Station; Configuration Not Saved in the
Flash

Sets the MAC Address of the WizFi360 Station; Configuration Saved in the Flash

Sets the MAC Address of the WizFi360 SoftAP; Configuration Not Saved in the
Flash

Sets the MAC Address of the WizFi360 SoftAP; Configuration Saved in the Flash

Sets the Current IP Address of the WizFi360 Station; Configuration Not Saved in
the Flash

Set the static IP of WizFi360 Station, Saved to Flash

Sets the IP Address of the WizFi360 SoftAP; Configuration Not Saved in the Flash
Sets the IP Address of the WizFi360 SoftAP; Configuration Saved in the Flash
Start SmartConfig

Stop Smart Config

Enables the WPS Function

Configures the Name of WizFi360 Station

Set WiFi Country Code of WizFi360; Configuration Not Saved in the Flash
Set WiFi Country Code of WizFi360; Configuration Saved in the Flash
WebServer for setting SSID/PWD (Default: 192.168.36.1)

Gets the Connection Status

DNS Function

Establishes TCP Connection, UDP Transmission or SSL Connection

Sets the Size of SSL Buffer

AT+SSLCCONF Sets Configuration of WiFi360 SSL Client
Tcp/Ip  AT+CASEND Sets the SSL certificate
command  AT.CIPSEND Send data
AT+CIPSENDEX Sends data when length of data is <length>, or when \0 appears in the data
AT+CIPSENDBUF Writes Data into the TCP-Send-Buffer
AT+CIPBUFRESET Resets the Segment ID Count
AT+CIPBUFSTATUS Checks the Status of TCP-Send-Buffer
AT+CIPCHECKSEQ Checks If a Specific Segment Was Successfully Sent
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AT+CIPCLOSE

AT+CIFSR

AT+CIPMUX

AT+CIPSERVER

AT+CIPSERVERMAXCONN

AT+CIPMODE

AT+SAVETRANSLINK

AT+CIPSTO
AT+CIUPDATE
AT+PING
AT+CIPDINFO
+IPD
AT+CIPSNTPCFG
AT+CIPSNTPIME
AT+CIPDNS_CUR
AT+CIPDNS_DEF
AT+MQTTSET

AT+MQTTTOPIC

Closes the TCP/UDP/SSL Connection

Gets the Local IP Address

Enable or Disable Multiple Connections
Deletes/Creates TCP Server

Set the Maximum Connection Number Allowed by Server
Sets transmission mode

Saves the Transparent Transmission Link in Flash;
Sets the TCP Server Timeout

Update the Firmware

Ping Packets

Shows the Remote IP and Port with +IPD

Receive Network Data

Sets the Configuration of SNTP

Checks the SNTP Time

Sets User-defined DNS Servers; Configuration Not Saved in the Flash

Sets User-defined DNS Servers; Configuration Saved in the Flash

Sets the Configuration of MQTT connection

Sets the Topic of Publish and Subscribe

AT+MQTTCON Connects to a Broker
AT+MQTTPUB Publish a message
AT+MQTTDIS Disconnects from a Broker
AT+AZSET Sets the Configuration of Azure loT Hub connection
AT+AZCON Connects to a Azure loT Hub
AT+AWSPKSEND Sets private Key
AT+CLICASEND Sets Client Certificate
AT+AWSCON Connects to AWS loT Core
WizFi360 AT command 10/ 69
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3.1 System Control Commands

3.1.1 Tests AT Startup

Execute command

Commands AT

Response OK

3.1.2 AT+RST: Restarts the module

Execute command

Commands AT+RST

Response OK

3.1.3 AT+GMR: Checks Version Information

Execute Command

Commands AT+GMR
<AT version info>
<SDK version info>

Response <compile time>

OK

<AT version info>: AT versionOf| 2+t &,

Parameter <SDK version info>: SDK version O] 23t HE.

<compile time>: BIN compile time.

AT+GMR

AT version:1.0.1.0(Jun 6 2019 17:49:31)
Example SDK version:3.0.0(a0ffffof)

compile time:Jun 6 2019 17:49:31

OK

3.1.4 AT+GSLP: Enters Deep-sleep Mode

Set Command

Commands AT+GSLP=<time>
i
Function WizFi360 2 <time>A|Zt& QF Deep-sleep 20| 7HOf (HHC,
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Response OK

Parameter <time>: WizFi360 2| sleep Al 7t B 9|+ 1000765535 ms O| Ct.

AT+GSLP=3000
Example
OK

3.1.5 ATE: AT Commands Echoing

Execute command

Commands ATE
Response oK
Parameter ATEO: echo off
ATE1: echo on.
Note 0| Command = command echo £ trigger 5t7|2/8 A2 EICt ATE command 7} AFRE A2

A==l command = CHA| return EIC}

3.1.6 AT+RESTORE: Restores the Factory Default settings

Execute command

Commands AT+RESTORE[=<type>]

Response OK
<type>:
Parameter + 0: Station mac address £ ST+ 2tLC}. (default)

1L BENYS BRI

Not O] command = flash Off X &&|0] R}-= Station mac address == 2= A 7H 2 factory default
ote

o2 EBIC} ESH O] command 7t A& = I module 2 reset I C}.

3.1.7 AT+UART_CUR: Current UART Configuration; Not saved to Flash

Query command Set Command

AT+UART_CUR=<baudrate>,<databits>,<stop
b — ’ ’
Eolanes AT+UART_CUR: bits>,<parity>,<flow control>

+UART_CUR:<baudrate>,<databits>,<stop

bits>,<parity>,<flow control>
Response panty OK

OK
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Default Value 115200,8,1,0,0

<baudrate>: UART baud rate
2000000, 1500000, 1000000, 921600, 460800, 230400, 115200 (factory default), 57600, 38400,
19200, 14400, 9600, 4800, 2400, 1800, 1200, 600
<databits>: data bits
e 5: 5-bit data
® 6: 6-bit data
e 7: 7-bit data
¢ 8: 8-bit data (factory default)
<stopbits>: stop bits
o 1: 1-bit stop bit (factory default)
e 2: 2-bit stop bit
<parity>: parity bit
¢ 0: None (factory default)
¢ 1:0dd
e 2: Even
<flow control>: flow control
 0: disable RTS/CTS flow control (factory default)
¢ 1: enable RTS/CTS flow control

Parameter

o O| 8 H 2 flash Off X Ztx|X| =Lt
e O] command = WizFi360 2| PA1 Pin 1t ¥ A =IC}. pA1 Pin O] 3 = SCt low level O] & 42 0|

— —_
Note command 2| parameter 7| default 22 2 =& EICt.
7

o 2tk hardware flow control O| enable & &% user device 2} WizFi360 2| flow control pin =

AZBICE REM| T AL 2 wizFi3e0 2 & 152t
AT+UART_CUR? AT+UART_CUR=115200,8,1,0,0

Example +UART_CUR:115200,8,1,0,0
OK
OK

3.1.8 AT+UART_DEF: Default UART Configuration; Saved in the Flash

= < i
Commands AT+UART DEF? A.T+UART_.DEF <baudrate>,<databits>,<stop
- bits>,<parity>,<flow control>
+UART_DEF:<baudrate>,<databits>,<stop
its>,<parity>,< >
e bits>,<parity>,<flow control oK

OK
Default Value  115200,8,1,0,0

<baudrate>: UART baud rate
2000000, 1500000, 1000000, 921600, 460800, 230400, 115200 (factory default), 57600, 38400,
19200, 14400, 9600, 4800, 2400, 1800, 1200, 600
<databits>: data bits
¢ 5: 5-bit data
® 6: 6-bit data

Parameter
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e 7: 7-bit data
¢ 8: 8-bit data (factory default)
<stopbits>: stop bits
¢ 1: 1-bit stop bit (factory default)
e 2: 2-bit stop bit
<parity>: parity bit
¢ 0: None (factory default)
e 1: 0dd
e 2: Even
<flow control>: flow control
* 0: disable RTS/CTS flow control (factory default)
e 1: enable RTS/CTS flow control

A™ 2 flash O] X &=L

= O
3
[

0l
Note o OIO

OF hardware flow control O| enable & 4% user device 2} WizFi360 2| flow control pin =
A ASECE, KEA|SH ALEE2 WizFizeo S 2H 10 5}HE}

AT+UART_DEF? AT+UART_DEF=115200,8,1,0,0
Example +UART_DEF:115200,8,1,0,0
OK
OK

3.1.9 AT+SLEEP: Configures the Sleep Modes

! Query Command Set Command
[

Commands AT+SLEEP? AT+SLEEP=<sleep mode>

+SLEEP:<sleep mode>
Response OK
OK

<sleep mode>:
¢ 0: disables sleep mode

Parameter e 1: Light-sleep mode
® 2: Modem-sleep mode (factory default)
AT+SLEEP? AT+SLEEP=1
Example +SLEEP:2
OK
OK
Note ¢ O] command = Station mode 0| Al A2 EICt

3.1.10 AT+SYSIOSETCFG: Configures 10 Working Mode

Commands AT+SYSIOSETCFG=<pin>,<mode>,<pull-up>
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Response OK

<pin>: 10 pin number
<mode>: 10 mode

3 RESERVED GPIOPA_0
6 RESERVED GPIOPB_6
7 UART1_CTS  GPIOPB_9
9 RESERVED GPIOPB_15
10 RESERVED GPIOPB_18
11 RESERVED GPIOPB_13
Parameter 12 RESERVED GPIOPB_14
13 RESERVED GPIOPB_17
14 RESERVED GPIOPB_16
16 UART1_RTS  GPIOPB_10
19 RESERVED GPIOPB_7

20 RESERVED GPIOPB_8

<pull-up>:
¢ 0: Disable pull-up
e 1: Enable pull-up

AT+SYSIOSETCFG=12,1,0
Example
OK

3.1.11 AT+SYSIOGETCFG: Checks 10 Working Mode

Commands AT+SYSIOGETCFG=<pin>

+SYSIOGETCFG:<pin>,<mode>,<pull-up>
Response
OK

<pin>: |10 pin number
<mode>:

* 0: default mode

Parameter ¢ 1: GPIO mode
<pull-up>:
* 0: Disable pull-up
 1: Enable pull-up

AT+SYSIOGETCFG=12
Example +SYSIOGETCFG:12,1,0

OK
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3.1.12 AT+SYSGPIODIR: Configures the Direction of GPIO

Commands AT+SYSGPIODIR=<pin>,<dir>

OK
Response NOT GPIO MODE!
ERROR
Note 10 pin mode Z} GPIO mode 7} Ot'Y B9 command £ "NOT GPIO MODE!" £ return $tC}.

<pin>: 10 pin number
<dir>:

PRI * 0: input mode &7 (2t} GPIO 7} input mode & &2 A& 2 2 pull-up EIC}.)
* 1: output mode &7
AT+SYSIOSETCFG=12,1,1
OK
Example

AT+SYSGPIODIR=12,0

OK

3.1.13 AT+SYSGPIOWRITE: Configures the GPIO Output Level

e

Commands AT+SYSGPIOWRITE=<pin>,<level>

OK

Response NOT GPIO MODE!
ERROR

Note 10 pin mode 7} output mode 7} Ot B command £ "NOT OUTPUT MODE!" & return StC},
<pin>: 10 pin number
<level>:

Parameter « 0: low level 27

« 1: high level 279

AT+SYSIOSETCFG=12,1,1
OK

Example

AT+SYSGPIODIR=12,0

OK
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3.1.14 AT+SYSGPIOREAD: Reads the GPIO Input Level

-
\

Commands AT+SYSGPIOREAD=<pin>

+SYSGPIOREAD:<pin>,<dir>,<level>
Response OK

NOT GPIO MODE!
ERROR

Note 10 pin mode 7} GPIO mode 7} Ot'Y &% command £ "NOT GPIO MODE!" £ return $tC}.

<pin>: 10 pin number
<dir>:

* 0: input mode

Parameter * 1: output mode
<level>:

* 0: low level

« 1: high level
AT+SYSIOSETCFG=12,1,1
OK
AT+SYSGPIODIR=12,0
Example OK
AT+SYSGPIOREAD=12
+SYSGPIOREAD:12,0,1

OK
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3.2 WiFi command

3.2.1 AT+CWMODE_CUR: Sets the Current WiFi mode; Not Saved in the

Flash
- Query command Set Command
[
Commands AT+CWMODE_CUR? AT+CWMODE_CUR=<mode>

+CWMODE_CUR:<mode>

Response OK
OK
<mode>:
« 1: Station mode
Parameter
« 2: SoftAP mode (factory default)
« 3: Station + SoftAP mode
AT+CWMODE_CUR? AT+CWMODE_CUR=1
Example AT+CWMODE_CUR:1
OK
OK
Note O] 82 flash Of| M & E[X| §t=CF.

3.2.2 AT+CWMODE_DEF: Set the operation mode, Save to Flash

! Query command Set Command

Commands AT+CWMODE_DEF=? AT+CWMODE_DEF=<mode>

+CWMODE_DEF:<mode>
Response oK
OK

<mode>:

« 1: Station mode

Parameter
* 2: SoftAP mode (factory default)
« 3: Station + SoftAP mode
AT+CWMODE_DEF? AT+CWMODE_DEF=1
Example +CWMODE_DEF:1
OK
OK
Note 0| M™2 flash Off M Zt=ICY,
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3.2.3 AT+CWIJAP_CUR: Connects to an AP; Configuration Not Saved in the

Flash
Commands AT+CWIJAP_CUR? AT+CWIJAP_CUR=<ssid>,<pwd>[,<bssid>]
Function WizFi360 Station O| H1 A%t Ap £ = QIoHCt, WizFi360 O] 1 Z48t ap 2 M X B}C},
(0] ¢
+CWIJAP_CUR:<ssid>,<bssid>,<channel>,<rssi>
Response +CWIJAP_CUR:<error code>
OK
FAIL

<ssid>: string parameter, target AP 2| SSID, MAX: 32 bytes.

<pwd>: string parameter, target AP 2| password, MAX: 64-byte ASCII.

[<bssid>]: string parameter, target AP 2| MAC address, Z<= SSID £ 7+ 02 72| ap 0| Y= I
ALEEICE

<channel>: channel number

Parameter <rssi>: signal strength.
<error code>: (for reference only)

* 1: connection timeout.
e 2: wrong password.
* 3: cannot find the target AP.

* 4: connection failed.

AT+CWIAP_CUR="ab\\\,c","12345678\"\\","00:0

8:DC:11:12:13"
2
AT+CWIJAP_CUR? (SSID: ab\,c
Password: 12345678"\)
Example
+CWJAP_CUR="WIZNETSZ","00:08:dc:9c:ef:b6",1
2,-75 oK
OK
o O] ™2 flash Of| & E[X| t=CF,
Note ¢ O] command = Station mode EE = SoftAP+Station mode 0| Al A2 7t& SILCt
¢ SSID EE = password 71", \ 2t €2 ETEAE Z&6tD U= B2 escape(\) = A7t 2 QS}HCT

3.2.4 AT+CWIJAP_DEF: Connects to an AP; Configuration Saved in the
Flash

Commands  AT+CWIJAP_DEF? AT+CWIJAP_DEF=<ssid>,<pwd>[,<bssid>]
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Function

Response

Parameter

Example

Note

i
tot

WizFi360 Station O &1 ZASH Ap FOIDICY, WizFi360 O] 1A%t Ap

i
nx
oA
rot
il

OK
+CWIJAP_DEF:<ssid>,<bssid>,<channel>,<rssi>

+CWJAP_DEF:<error code>
OK

FAIL

<ssid>: string parameter, target AP 2| SSID, MAX: 32 bytes.

<pwd>: string parameter, target AP 2| password, MAX: 64-byte ASCII.

[<bssid>]: string parameter, target AP 2| MAC address, 2= SSID £ 7+ {2 72| ap 0| /U2
of AL EIC}

<channel>: channel number

<rssi>: signal strength.
<error code>: (for reference only)

* 1: connection timeout.
e 2: wrong password.
* 3: cannot find the target AP.

* 4: connection failed.

AT+CWIJAP_DEF="ab\\\,c","12345678\"\\","00:0
8:DC:11:12:13"

(SSID: ab\,c

Password: 12345678"\)

AT+CWIJAP_DEF?

+CWIJAP_DEF="WIZNETSZ","00:08:dc:9c:ef:b6",1
2,-75 OK

OK

« O] H782 flash Off X &HEICL,
« 0| command £ Station mode EE+= SoftAP+Station mode 0| Al A& 7t SILCt.
_?_

* SSID EE+= password 7", \ 2t 22 E+EAE Z2ot = G2 escape(\) =AH| 2 2 S|C}

3.2.5 AT+CWLAPOPT: Sets the Configuration for the Command

AT+

Commands

Response

Parameter

CWLAP

AT+CWLAPOPT=<sort_enable>,<mask>
OK
<sort_enable>: AT+CWLAP command 2| Z1}E RssI 44 0f| o2t & E ot

« 0: RSSI Of it & SHX| =L}, (factory default)
« 1:RSSI Of [t} H &L}
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<mask>: AT+CWLAP command 2| Z1t0| A 2O ZE parameter == A™SICH bit 71 L 82

=
Sl S parameter £ HO0{FH 0 L ZB R EO{FX| ¥ =L
Bit10 Bit9 Bit8 Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bitl BitO

WPS - - - - - CH MAC RSSI SSID ECN

AT+CWLAPOPT=1,1055
(BARHT parameter 1 2 AT+CWLAP 2| ZItE Rrssi Of 2 HE@eHS o|0|sHH, FHAY

Example parameter 1055 = 0b10000011111 2 2 2= parameter == 20| &2 2|0|5tCt)
OK
Note « O] 282 flash Off MY EIX| @=Lt

3.2.6 AT+CWLAP: Lists Available APs

Commands AT+CWLAP AT+CWLAP=<ssid>[,<mac>][,<channel>]

To query the APs with specific SSID and MAC on

Function To list all available APs.. o
a specific channel.

+CWLAP:([<ecn>,<ssid>,<rssi>,<mac>,<channel>,<wps>))

Response
OK
<ecn>: encryption method.
* 0: OPEN
e 1: WEP
e 2: WPA_PSK
* 3: WPA2_PSK
* 4: WPA_WPA2_PSK
I <ssid>: string parameter, AP 2| ssid
<rssi>: signal strength.
[<mac>]: string parameter, AP 9| MAC address.
[<channel>]: channel number
<wps>:
« 0: WPS = disable EICt.
* 1: WPS = enable EIC},
AT+CWLAP AT+CWLAP="WIZNETSZ"
Examplel SRR (o VTS 57, (0T e e 1L ) +CWLAP:(3,"WIZNETSZ" -75,"00:08:dc:9c:ef:b6",12,1)

+CWLAP: (3,"WIZNETSZ",-75,"00:08:dc:9c:ef:b6",12,1)

oK OK
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AT+CWLAP="WIZNETSZ","",12
Example2 - +CWLAP:(3,"WIZNETSZ",-75,"00:08:dc:9c:ef:b6",12,1)

OK

« O] command = Station mode S SoftAP+Station mode Ol A| AFE 7H&StLCL,
Note « Response 0| Af EA|Z|= parameter &= CWLAPOPT command 2| A7 0f| &#H -4 =ICt

« optional parameter S <channel>Zt ™St o 2 A2 Example2 2 20| AL},

3.2.7 AT+CWOQAP: Disconnects from the AP

! Execute Command
[

Commands AT+CWQAP
Response OK
AT+CWMODE_DEF=1
OK
AT+CWJAP_DEF="WIZNETSZ","12345678"
Example
OK

AT+CWQAP

OK

3.2.8 AT+CWSAP_CUR: Configures the WizFi360 SoftAP; Configuration
Not Saved in the Flash

Query command Set Command

AT+CWSAP_CUR=<ssid>,<pwd>,<chl>,<ecn>[,<m
+ ? -
Commands AT+CWSAP_CUR ax conn>][,<ssid hiddens]

[
Function WizFi360 SoftAP 2| Parameter & 2+ QISHC} WizFi360 SoftAP S A H STt

+CWSAP_CUR:<ssid>,<pwd>,<chl>,<ecn>,<max
Response Conn>,<55id hidden> ok

OK

Default Value = WizFi360_36036","",1,0,4,0

<ssid>: string parameter, SoftAP 2| SSID. 1~32byte 2 &7 7}s S}t
Parameter <pwd>: string parameter, SoftAP 2| password. 8~64byte & 27 7}5SICt.

<chl>: channel number. 1~13 2| HQ| & 7}FILC}.
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Example

Note

<ecn>: 222} B4l

« 0: OPEN

« 2: WPA_PSK

« 3: WPA2_PSK
[<max conn>]: WizFi360 Off A ZE == U= Z|CY Station . 1~4 2 T = Ao 7|22
4 O|C},

[<ssid hidden>]:
« 0: SSID = broadcast = Ct. (factory default)
* 1: SSID £ broadcast | X| 2#+=LCt.

AT+CWSAP_CUR? AT+CWMODE_CUR=2
+CWSAP_CUR="“WizFi360","12345678",5,3,4,0 OK

OK AT+CWSAP_CUR="WizFi360","12345678",5,3,4,
0

OK
« O] 2782 flash Off MHE|X| BEL

« 0| command £ SoftAP mode EE= SoftAP+Station mode Ol M AHE 745 S}Lt

« <ssid hidden> AF22 2/3H, <max conn>= BFEA| A &£| 0 Of SHLF

3.2.9 AT+CWSAP_DEF: Configures the WizFi360 SoftAP; Configuration
Saved in the Flash

Commands

Function

Response

Default Value

Parameter

AT+CWSAP_DEF=<ssid>,<pwd>,<chl>,<ecn>[,<m

AT+CWSAP_DEF?
+CWSAP_ ax conn>][,<ssid hidden>]

WizFi360 SoftAP 2| Parameter = £QISHC}, WizFi360 SoftAP £ A ™ SHC},

+CWSAP_DEF:<ssid>,<pwd>,<chl>,<ecn>,<max
conn>,<ssid hidden> ok

OK

WizFi360_36036","",1,0,4,0

<ssid>: string parameter, SoftAP 2| SSID. 1~32byte 2 A 715 5}LCt.
<pwd>: string parameter, SoftAP 2| password. 8~64byte & 27 7}5SICt.
<chl>: channel number. 1~13 2| Q| E 7} ZICH
<ecn>: Y=} A

* 0: OPEN

e 2: WPA_PSK
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Example

Note

¢ 3: WPA2_PSK
[<max conn>]: WizFi360 Off A2 5= U= Z[L Station =, 1~4 2 TS = U2 7| 242
4 O|C},

[<ssid hidden>]:
* 0: SSID = broadcast =l Ct. (factory default)
« 1: SSID = broadcast T| X| &=Lt

AT+CWSAP_DEF? AT+CWMODE_DEF=2
+CWSAP_DEF="WizFi360","12345678",5,3,4,0 OK

OK AT+CWSAP_DEF="WizFi360","12345678",5,3,4,
0

OK

« O] M2 flash Of] MZHEICY,
« 0| command & 0| command £ SoftAP mode EE-= SoftAP+Station mode Ol A AR 7+Hs )L}
« <ssid hidden> AF2 S 2I5l, <max conn>= HtEA| AN |0 OF SHCF,

3.2.10 AT+CWLIF: IP of Stations which are connected to WizFi360 SoftAP

Commands

Response

Parameter

Example

Note

AT+CWLIF
<ip>,<mac>

OK

<ip>: string parameter, WizFi360 SoftAP Off 4 =l station 2| IP address
<mac>: string parameter, WizFi360 SoftAP Off & Z &l station 2| MAC address

AT+CWMODE_DEF=2

OK
AT+CWSAP_DEF="WizFi360","12345678",1,2
OK

AT+CWLIF

"192.168.4.2","18:cf:5e:c5:ce:76"

« O] command = static IP & 2213 &= QiC}.

e

« O] Command = WizFi360 SoftAP 2} WizFi360 SoftAP Off & Z =l station 2| DHCP 7} 43}
L[ Of LO{ OF SEFSILE,
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3.2.11 AT+CWDHCP_CUR: Enables/Disables DHCP; Configuration Not
Saved in the Flash

Commands AT+CWDHCP_CUR? AT+CWDHCP_CUR=<mode>,<en>
Function DHCP HE 2 = QlstCt, DHcP & 27 otrt.
+CWDHCP_CUR:<para>
Response OK
oK
<para>
. . E .
* 0: SoftAP DHCP 2f Station DHCP & disable oo
otCt. « 0: WizFi360 SoftAP A4 &
+ 1: SoftAP DHCP = enable S} 11 Station « 1: WizFi360 Station A&
Parameter DHCP = disable StCt. « 2: SoftAP, Station 2+ A7
* 2: SoftAP DHCP = disable St 1 Station <en>
DHCP = enable $+CF, * 0: Disable DHCP
« 3: SoftAP DHCP 2} Station DHCP & * 1: Enable DHCP
enable L}, (factory default)
AT+CWDHCP_CUR? AT+CWDHCP_CUR=1,1
Example +CWDHCP_CUR:1
OK
OK
« O| @2 flash Off MZ E|X| =Lt
¢ O] Command &7d 2 static-IP-related AT commands (AT+CIPSTA-related, AT+CIPAP-related
commands)2} &= A-&%HCH
Note

« DHCP 7} enable &| ™ static IP = disable ElLC}.
« static IP 7| enable &|™ DHCP = disable =ILC}.

« DHCP EE+= static IP = OFX| 2 A ™0l 2t 278 =l

3.2.12 AT+CWDHCP_DEF: Enables/Disables DHCP; Configuration Saved in

the Flash
Commands AT+CWDHCP_DEF? AT+CWDHCP_DEF=<mode>,<en>
Function DHCP &8 2 &QIStT DHcP & A& BtCt.
Response +CWDHCP_DEF:<para> oK
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OK
<para>
+ 0: SoftAP DHCP 2} Station DHCP & disable
oL}
+ 1: SoftAP DHCP = enable S} 11 Station <mode>
DHCP = disable S+CF. « 0: WizFi360 SoftAP M 7
* 2: SoftAP DHCP = disable St Station * 1: WizFi360 Station 28
Parameter DHCP = enable SHC}, * 2: SoftAP, Station 2 F &7

<en>
* 0: Disable DHCP

« 3: SoftAP DHCP 2} Station DHCP £

enable SHCF,
* 1: Enable DHCP

Factory default:
v. 1.0xx O A: 0

v. 1.1.x.x 0| A{: 3

AT+CWDHCP_DEF? AT+CWDHCP_DEF=1,1
Example +CWDHCP_DEF:1
OK
OK

« O] @2 flash Off MEEICH.

+ O] Command &7 2 static-IP-related AT commands (AT+CIPSTA-related, AT+CIPAP-related
commands)2t & & A2 SHT

« DHCP 7| enable &| ™ static IP = disable EILC}.

« static IP 7| enable =| ™ DHCP + disable EIC}.

« DHCP EE+= static IP = OFX| 2 A ™0 2t 278 =l

Note

3.2.13 AT+CWDHCPS_CUR: Sets the IP Address Allocated by WizFi360
SoftAP DHCP; Configuration Not Saved in Flash

AT+CWDHCPS_CUR=<enable>[,<lease

Commands AT+CWDHCPS_CUR? .
time>,<start IP>,<end IP>]

B WizFi360 SoftAP DHCP Server 2| IP address WizFi360 SoftAP DHCP Server 2| IP address
unction

IS =olottt. HeIS 2ot

+CWDHCPS_CUR: <lease time>,<start IP>,<end
Response IP> OK

OK

Default Value  120,"192.168.36.2","192.168.36.101"
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Parameter

Examplel

Example2

Note

<enable>:
« 0: default IP HP|E AFESICE
« 1P HRE &7
[<lease time>]: lease time; unit: minute; range [1, 2880]

[<start IP>]: string parameter, WizFi360 SoftAP DHCP Of| Al & S|= IP address 2|2 start IP.
[<end IP>]: string parameter, WizFi360 SoftAP DHCP Of| A| & &l= IP address H 22| end IP.

AT+CWDHCPS_CUR? AT+CWDHCP_CUR=0,1

+CWDHCPS_CUR:120,"192.168.0.2","192.168.0. oK
101"

AT+CWDHCPS_CUR=1,120,"192.168.0.100","192
OK .168.0.200"

OK

AT+CWDHCPS_CUR=0

OK

« O] 2782 flash Off M & E|X| k=L

« O] Command = WizFi360 O] SoftAP mode O| 1l DHCP 7| enable & [ A2 SIC}

« IP address = SoftAP 2| IP address 2t Z'2 network segment O OF ©FC},

o <lease time> A& 2 {9l <start IP>2f <end IP>= BHEA| A | O] OF SHCt. OFEEIEX| 2 <start

IP>2} <end IP> AFE S |8, <lease time> = BFEA| A7 &[0 OF St}

3.2.14 AT+CWDHCPS_DEF: Sets the IP Address Allocated by WizFi360
SoftAP DHCP; Configuration Saved in Flash

Commands

Function

Response

Default Value

Parameter

AT+CWDHCPS_DEF=<enable>[,<lease

2
AT+CWDHPCS_DEF: time>,<start IP>,<end IP>]

WizFi360 SoftAP DHCP Server 2| IP address WizFi360 SoftAP DHCP Server 2| IP address
H 9|2 3ol BiC}, HeE 2Frt

+CWDHCPS_DEF: <lease time>,<start IP>,<end
IP>
OK

OK

120,"192.168.36.2","192.168.36.101"

<enable>:
« 0: default IP 19| & AHESHCY
«1:1p HYE ™I

[<lease time>]: lease time; unit: minute; range [1, 2880].
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[<start IP>]: string parameter, WizFi360 SoftAP DHCP Of| Al & Sl= IP address 2|2 start IP.
[<end IP>]: string parameter, WizFi360 SoftAP DHCP Of| A| & & Sl= IP address H 22| end IP.

Factory Default:
v. 1.0.x.x Ol A: [<start IP>] 2! [<end IP>] 0.0.0.0

v. 1.1.x.x OllAd: [<start IP>] - 192.168.36.2, [<end IP>] - 192.168.36.101

AT+CWDHCPS_DEF? AT+CWDHCP_DEF=0,1

+CWDHCPS_DEF:120,"192.168.0.2","192.168.0. QK

101"
GG AT+CWDHCPS_DEF=1,120,"192.168.0.100","192
oK .168.0.200"
oK
AT+CWDHCPS_DEF=0
Example2 -

OK

« O| @72 flash Off X Z&HEICt
« O] Command = WizFi360 O| SoftAP mode O|1l DHCP 7} enable & [ AFESICE
Note « IP address = SoftAP 2| IP address 2t Z'2 network segment 0 O ©FC},
o <lease time> A2 S 2|6, <start IP>2t <end IP>= BFEA| A7 |0 OF SFC}, OFXHI7LX| 2 <start

IP>2} <end IP> AFE S |8, <lease time> = BFEA| A7 &[0 OF St}

3.2.15 AT+CWAUTOCONN: Auto-Connects to the AP or Not

Commands AT+CWAUTOCONN? AT+CWAUTOCONN=<enable>
Function Obtain setting for auto-connection Set auto-connection

+CWAUTOCONN:1

Response oK
OK
<enable>:

Parameter * 0: does NOT auto-connect to AP on power-up.

* 1: connects to AP automatically on power-up. (factory default)

AT+CWAUTOCONN? AT+CWIJAP_DEF="WIZNETSZ","12345678"
+CWAUTOCONN:1 oK

Example
OK

AT+CWAUTOCONN=1
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Note

OK

« O] 472 flash Off MZE EICE

« 0| command £ Station mode EE+= SoftAP+Station mode 0| Al A& 7+ S|LCt.

3.2.16 AT+CIPSTAMAC_CUR: Sets the MAC Address of the WizFi360
Station; Configuration Not Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CIPSTAMAC_CUR? AT+CIPSTAMAC_CUR=<mac>

WizFi360 Station 2| MAC address 20! WizFi360 Station 2| MAC address &

+CIPSTAMAC_CUR:<mac>
OK
OK

<mac>: string parameter, WizFi360 Station 2| MAC address.

AT+CIPSTAMAC_CUR? AT+CIPSTAMAC_CUR="00:08:DC:11:12:13"

+CIPSTAMAC_CUR:"00:08:dc:11:12:13"
OK
OK

o O| 72 flash O] M & E|X| =L

* WizFi360 SoftAP 2| MAC address = WizFi360 Station 2| MAC address 2t CHE L},

« e.g. WizFi360 Station 2| MAC address 7| "00:08:DC:11:12:13"O0| M, WizFi360 SoftAP 2| MAC
address = "02:08:DC:11:12:13"0| C}.

* WizFi360 MAC address Bit 0 2 1 O] & == gIC}. O & £0{, MAC address = "00:.." 2 & F
UR| 2 01:."2 & = GiCt.

3.2.17 AT+CIPSTAMAC_DEF: Sets the MAC Address of the WizFi360
Station; Configuration Saved in the Flash

Commands

Function

Response

Parameter

AT+CIPSTAMAC_DEF? AT+CIPSTAMAC_DEF=<mac>

WizFi360 Station 2| MAC address 20l WizFi360 Station 2| MAC address 2™
+CIPSTAMAC_DEF:<mac>

OK
OK

<mac>: string parameter, WizFi360 Station 2| MAC address.
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AT+CIPSTAMAC_DEF? AT+CIPSTAMAC_DEF="00:08:DC:11:12:13"
Example +CIPSTAMAC_DEF:"00:08:dc:11:12:13"
OK
OK

« O] 4782 flash O] { & =IC}.

* WizFi360 SoftAP 2| MAC address = WizFi360 Station 2| MAC address 2f CtE L},

* e.g. WizFi360 Station 2| MAC address 7} "00:08:DC:11:12:13"O| ™, WizFi360 SoftAP 2| MAC
address & "02:08:DC:11:12:13"O|C}.

* WizFi360 MAC address Bit 0 2 1 O & %= QIC}. 0| & =0], MAC address & "00:.." & &

QUK Bt 01:.2 % gict.

Note

3.2.18 AT+CIPAPMAC_CUR: Sets the MAC Address of the WizFi360
SoftAP; Configuration Not Saved in the Flash

Commands AT+CIPAPMAC_CUR? AT+CIPAPMAC_CUR=<mac>

Function WizFi360 SoftAP 2| MAC address Q. WizFi360 SoftAP 2| MAC address &7,

+CIPAPMAC_CUR:<mac>

Response OK
OK
Parameter <mac>: string parameter, WizFi360 SoftAP 2| MAC address
AT+CIPAPMAC_CUR? AT+CIPAPMAC_CUR="02:08:DC:11:12:13"
Example +CIPAPMAC_CUR:"02:08:dc:11:12:13"
OK
OK

« 0| 282 &M= HEEX| E=Cf

LS T
* WizFi360 SoftAP 2| MAC address = boot time Ofl WizFi360 Station MAC address Of| [L}2}
Note 2™ =Lt
« e.g. BF2F WiFi360 Station 2| MAC address 7| "00:08:DC:11:12:13" ¥ A2, WizFI360 SoftAP 2|
MAC address = "02:08:DC:11:12:13"0| C},

3.2.19 AT+CIPAPMAC_DEF: Sets the MAC Address of the WizFi360
SoftAP; Configuration Saved in the Flash

Commands AT+CIPAPMAC_DEF? AT+CIPAPMAC_DEF=<mac>
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Function

Response

Parameter

Example

Note

WizFi360 SoftAP 2| MAC address 29!
+CIPAPMAC_DEF:<mac>

OK
OK

<mac>: string parameter, WizFi360 SoftAP 2| MAC address

WizFi360 SoftAP 2| MAC address &8

AT+CIPAPMAC_DEF? AT+CIPAPMAC_DEF="02:08:DC:11:12:13"

+CIPAPMAC_DEF:"02:08:dc:11:12:13"
OK
OK

« 0| 282 &N =2 HELX| @=L

ST

« WizFi360 SoftAP 2| MAC address += boot time Off WizFi360 Station MAC address Of| [Ct2}

28t

« e.g. 2tSF WiFi360 Station 2| MAC address 7} "00:08:DC:11:12:13" &

MAC address = "02:08:DC:11:12:13"0|C}.

o
87,

WizFI360 SoftAP &

3.2.20 AT+CIPSTA_CUR: Sets the Current IP Address of the WizFi360
Station; Configuration Not Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CIPSTA_CUR? AT+CIPSTA_CUR=<ip>[,<gateway>][,<netmask>]

WizFi360 Station 2| current IP address & 29l WizFi360 Station 2| current IP address & A&7

+CIPSTA_CUR:ip:<ip>
+CIPSTA_CUR:gateway:<gateway>
+CIPSTA_CUR:netmask:<netmask> OK

OK

<ip>: string parameter, WizFi360 Station 2| IP address

[<gateway>]: string parameter, gateway
[<netmask>]: string parameter, netmask

?
AT+CIPSTA_CUR? 255.255.255.0"

+CIPSTA_CUR:ip:"192.168.1.88"
+CIPSTA_CUR:gateway:"192.168.1.1"
+CIPSTA_CUR:netmask:"255.255.255.0" OK

OK

« O] 782 flash Off &= X| =Ct.

AT+CIPSTA_CUR="192.168.1.88","192.168.1.1","
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« 0| command &2 DHCP-IP-related AT commands (AT+CWDHCP-related commands) 2} &=
SESasli

« static IP 7| enable T| ™ DHCP = disable EIC}.

« DHCP 7} enable T| & static IP = disable EIC}.

« DHCP EE= static IP = OFX| 2} 273 0f| a2} 27 &Lt

« <gateway> AFE 2 |8l, <netmask>= Bt EA| A7 |0 OF SHC},

3.2.21 AT+CIPSTA_DEF: Set the static IP of WizFi360 Station, Saved to

Flash
Commands AT+CIPSTA_DEF? AT+CIPSTA_DEF=<ip>[,<gateway>][,<netmask>]
Function WizFi360 Station 2| default IP address & =2l WizFi360 Station 2| default IP address & &°d

+CIPSTA_DEF:ip:<ip>
+CIPSTA_DEF:gateway:<gateway>
Response +CIPSTA_DEF:netmask:<netmask> OK

OK

<ip>: string parameter, WizFi360 Station 2| IP address

[<gateway>]: string parameter, gateway
[<netmask>]: string parameter, netmask

Factory default 4}:

v. 1.0.x.x Of| A{ :
Parameter <ip>:0.0.0.0

[<gateway>]:0.0.0.0

[<netmask>]:0.0.0.0

v. 1.1.x.x Ol A
<ip>:192.168.1.1
[<gateway>]:192.168.1.1
[<netmask>]:255.255.255.0

AT+CIPSTA_DEF="192.168.1.88","192.168.1.1","

b
AT+CIPSTA_DEF- 255.255.255.0"

+CIPSTA_DEF:ip:"192.168.1.88"

EwfEE +CIPSTA_DEF:gateway:"192.168.1.1"
+CIPSTA_DEF:netmask:"255.255.255.0" OK
oK

Note « O] 782 flash Off X &HEICL,
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+ 0] command &2 DHCP-IP-related AT commands (AT+CWDHCP-related commands)2} &=
SESasli

« static IP 7| enable T| ™ DHCP = disable EIC}.

« DHCP 7} enable T| & static IP = disable EIC}.

« DHCP EE= static IP = OFX| 2} 273 0f| a2} 27 &Lt

« <gateway> AFE 2 |8l, <netmask>= Bt EA| A7 |0 OF SHC},

3.2.22 AT+CIPAP_CUR: Sets the IP Address of the WizFi360 SoftAP;
Configuration Not Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CIPAP_CUR? AT+CIPAP_CUR=<ip>[,<gateway>][,<netmask>]

WizFi360 SoftAP 2| current IP address & 29l WizFi360 SoftAP 2| current IP address & A&7

+CIPAP_CUR:ip:<ip> OK
+CIPAP_CUR:gateway:<gateway>
+CIPAP_CUR:netmask:<netmask>

OK

<ip>: string parameter, WizFi360 SoftAP 2| IP address.
[<gateway>]: string parameter, WizFi360 SoftAP 2| gateway

[<netmask>]: string parameter, WizFi360 SoftAP 2| netmask

AT+CIPAP_CUR? AT+CIPAP_CUR="192.168.0.1","192.168.0.1","2
55.255.255.0"
+CIPAP_CUR:ip:"192.168.0.1" OK

+CIPAP_CUR:gateway:"192.168.0.1"

+CIPAP_CUR:netmask:"255.255.255.0"
AT+CIPAP_CUR="192.168.0.1"

OK
OK

« O] 272 flash O M =[X| =Lt

« O] command &’ 2 DHCP-IP-related AT commands (AT+CWDHCP-related commands) 2t & &
Zrgotrt.

« static IP 7| enable =| ™ DHCP = disable EIC}.

« DHCP 7} enable =] ™ static IP = disable EIC}.

* DHCP fE = static IP = ORX| 2 270 2t A7 & C

« <gateway> AFE 2 I8l, <netmask>= BtEA| A7 |0 OF BHC},
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3.2.23 AT+CIPAP_DEF: Sets the IP Address of the WizFi360 SoftAP;
Configuration Saved in the Flash

Commands AT+CIPAP_DEF? AT+CIPAP_DEF=<ip>[,<gateway>][,<netmask>]
Function WizFi360 SoftAP 2| default IP address = =+l WizFi360 SoftAP 2| default IP address & A7
+CIPAP_DEF:ip:<ip> OK
+CIPAP_DEF:gateway:<gateway>
Response +CIPAP_DEF:netmask:<netmask>
OK

<ip>: string parameter, WizFi360 SoftAP 2| IP address.
[<gateway>]: string parameter, WizFi360 SoftAP 2| gateway

[<netmask>]: string parameter, WizFi360 SoftAP 2| netmask

Factory default 4}:

v. 1.0.x.x O| A{:
Parameter <ip>:0.0.0.0

[<gateway>]:0.0.0.0
[<netmask>]:0.0.0.0

v. 1.1.x.x O| A{:
<ip>:192.168.36.1
[<gateway>]:192.168.36.1
[<netmask>]:255.255.255.0

AT+CIPAP_DEF? AT+CIPAP_DEF="192.168.0.1","192.168.0.1","25
5.255.255.0"
+CIPAP_DEF:ip:"192.168.0.1" OK
Example +CIPAP_DEF:gateway:"192.168.0.1"

+CIPAP_DEF:netmask:"255.255.255.0"
AT+CIPAP_DEF="192.168.0.1"

OK
OK

« O] 72 flash Off ME EICH.
« 0] command &2 DHCP-IP-related AT commands (AT+CWDHCP-related commands)2} &=
ZHEotrt.
Note + static IP 7} enable k| DHCP = disable EILC}.
« DHCP 7} enable T| & static IP = disable E! L.
* DHCP EE = static IP = OFX| 2 A7FOf et 27 El Lt

« <gateway> AFE 2 ?|3l, <netmask>= Bt EA| &7 |0 OF SHC},
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3.2.24 AT+CWSTARTSMART: Start SmartConfig?

AT+CWSTARTSMART
v. 1.0.x.x O A{2:
+ =< >, < >
Commands AT+CWSTARTSMART=<type>, <try count
v. 1.1.x.x Of| A{3
AT+CWSTARTSMART=<try count>
Function ESP-TOUCH + AirKiss SmartConfig & A|&StCH  S7 type 2| SmartConfig & A| & SHCY
Response OK
<type>:
e 1: ESP-TOUCH
* 2: AirKiss
Parameter - * 3: ESP-TOUCH + AirKiss
<try count>: SmartConfig & &%t A7 Al =
4
smartconfig A|ZFSE0 AP Of A A 20f Of2{ et Z 0| return EICF.
smartconfig type:<type>
Messages smart get WiFi info
ssid:<ssid>
password:<password>
smartconfig connected WiFi
<type>: AIRKISS or ESPTOUCH
Parameter <ssid>: AP's ssid
<password>: AP's password
AT+CWMODE_DEF=1
OK
Example
AT+CWSTARTSMART
OK

LAUS AP O M AT 5= U2 B 2, Airkiss & WebServer 2f Z0| AE S{{OFgt LT},
2 Version 1.0.7.2 £ E

3 Airkiss 2t 7Hs
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smartconfig A| 2} S0 Ap Of HADSH S0f Of2{_F 20| return EICL.

Smartconfig type:AIRKISS
smart get WiFi info
ssid:Wiznet_AP
password:1234567890
smartconfig connected WiFi

+ SmartConfig = Station mode Of| {2t 7}5 5L (AT+CWMODE_CUR=1)

* "smart get wifi info" = SmartConfig 2 ™t AP WE I} +ME[AUS S S

AP 2 0| 0| F0f TIC}.

« "smartconfig connected wifi"= AP £ HFEZE|UZ

AT+CWSTOPSMART & A& BHC}, SmartConfig £ £

R EotCt

+LED(PB_07) = Airkiss 2 S%{ot= &CF = A ZHQICt
LED(PB_07) = WebServer £ S2&6t= S0t =27 ZQICt,

C

« smartconfig £ &2+ A2 Of2jef 20| T4t

n

St ‘S EL0f| et

Y

Note

-

1. WizFi360 = Station mode & 73511, smartconfig S & &SI},
2. smartphone = AP O F&3tC}
3. ESP TOUCH APP EE= Airkiss APP & A S ST}

4.5SID 2t password £ & d St}

5. 278 A= 3= 7HX| ESP-TOUCH/Airkiss 7+ & IH 5™ WebServer(Default 192.168.36.1) 7t
Al EICHe

3.2.25 AT+CWSTOPSMART: Stop Smart Config

Commands AT+CWSTOPSMART

Response OK
AT+CWSTOPSMART

Example
OK

Not + SmartConfig 2| & O] £t & 2t810[, CHE AT command & H¥5t7| O

ote
AT+CWSTOPSMART S A i st2}
‘815 E QURSK| QOB BB AT
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3.2.26 AT+WPS: Enables the WPS Function

-
\

Commands

Response

Parameter

Example

Note

AT+WPS=<enable>
wps started
OK

<enable>:
* 1: enable WPS/WiFi Protected Setup

* 0: disable WPS
AT+WPS=1
wps started

OK

« WPS = Station mode EE= SoftAP+Station mode Of| A| A} 7H5SIC}.
» WPS WEP/Wired-Equivalent Privacy = X| &l SHA| &=L},

3.2.27 AT+CWHOSTNAME: Configures the Name of WizFi360 Station

! Query Command Set Command

Commands

Function

Response

Parameter

Example

Note

AT+CWHOSTNAME? AT+CWHOSTNAME=<hostname>

WizFi360 Station 2| host name 29! WizFi360 Station 2| host name &7
+CWHOSTNAME:<host name>
OK

(Station mode disabled) oK

+CWHOSTNAME:<NULL>
OK
<hostname>: string parameter, WizFi360 Station 2| host name, £|Clf Z O|= 32byte O|LC}.

AT+CWHOSTNAME? AT+CWHOSTNAME="WizFi360_FF6179”

+CWHOSTNAME:"WizFi360_FF6179" oK

« O] 272 flash Off MZ =X B=Ct.
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3.2.28 AT+CWCOUNTRY_CUR: Set WiFi Country Code of WizFi360;
Configuration Not Saved in the Flash

AT+CWCOUNTRY_CUR=<policy>,<country_code

Commands AT+CWCOUNTRY_CUR? .
>,<channel_option>

Euncti A X| WiFi country code #f= 2tQIBICH O] WizFi360 2| current WiFi Country code &
unction
= AZE Ap Of 2t H A EICE 2ot

+CWCOUNTRY_CUR:<policy>,<country_code>,<

h |_option>
Response channel_option oK

OK

<policy>:

« 0: country code = WizFi360 O| A Z =l Ap Of 2t HSSIC
* 1: country = H2}SHX| Y=L} Command 0f 2|8l A7 EICH
<country_code>: string parameter, country code, Z20|= Z|CH 3 X}O|H N W EXt=

2 X2 AT+CWCOUNTRY_CUR? 2 2t01&h 4= QICt.
<channel_option>:
¢ 0: 1711 channel

Parameter ¢ 1:1~13 channel

¢ 2:10~11 channel

s
5t

A[m

¢ 3:10~13 channel
* 4: 14 channel

* 5:1~14 channel
* 6: 3~9 channel

¢ 7: 5713 channel

AT+CWCOUNTRY_CUR? AT+CWCOUNTRY_CUR=1,"KR",1
Example +CWCOUNTRY_CUR=1,"KR",1
OK
OK
Note « O] @H 2 flash Off MZE|X| =Lt

3.2.29 AT+CWCOUNTRY_DEF: Set WiFi Country Code of WizFi360;
Configuration Saved in the Flash

AT+CWCOUNTRY_DEF=<policy>,<country_code>

Commands AT+CWCOUNTRY_DEF? .
,<channel_option>
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Flash Off X & &|0f = country code 2f= WizFi360 2| default WiFi Country code =
SHoIBtLY, flash Off X & StLCt,

Function

+CWCOUNTRY_DEF:<policy>,<country_code>,<c

hannel_option>

Response OK

OK

<policy>:
« 0: country code = WizFi360 O] A A=l ap Of L}2} H
A

ofotCt,
* 1: country = H2}SHX| =L} Command 0] 2|8 A7

st

—

Am
BN
ro

<country_code>: string parameter, country code, 20|= Z|CH 3 XtO|H N AW 2 Xt=
2 XtZ2 AT+CWCOUNTRY_CUR? 2 29It o~ QiCt,
<channel_option>:

¢ 0: 1~11 channel

Parameter « 1: 1~13 channel
¢ 2:10~11 channel
¢ 3: 10~13 channel
¢ 4: 14 channel
¢ 5: 1~14 channel
¢ 6: 379 channel
¢ 7: 5713 channel

AT+CWCOUNTRY_DEF? AT+CWCOUNTRY_DEF=1,"KR",1
Example +CWCOUNTRY_DEF=1,"KR",1

OK
OK

Note o O] ¥ 2 flash Off MZHElCY.

3.2.30 AT+WIZ_NETCONFIG: WebServer for setting SSID/PWD

Commands AT+WIZ_NETCONFIG
Function Station Mode 2 &% Ap 2 ssiD/PWD A H 0| 7+ 8 webServer & A| &St
OK

smartconfig type:Web
Response Smart get wifi info
ssid:<AP SSID>
password:<password>
smartconfig connected wifi
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Parameter N/A
AT+WIZ_NETCONFIG

OK

Example smartconfig type:Web
Smart get wifi info
ssid:<AP SSID>
password:<password>
smartconfig connected wifi

« SOftAP EE= Station + SoftAP mode 0| A 2 SHC

« LED(PB_07) = WebServer 2 &%}st= &0 2| Ziolct
« AT+CWSTOPSMART S 2 S X| g = UL}

+ WebServer & &%t A7 2 Of2f| 2t 20| ZIZHBHC,

i.  WizFi360 2 SoftAP EE+= Station + SoftAP mode 2 A3}, WebServer & A @I
Note ii.  Smartphone EE= PC 2 WizFi360 O] & Ap Of I"—)'\—"'?j':f i O] SSID = MAC

Address 7} 00:08:DC:11:22:33 & [} “WizFi360_112233"0|LC}))

iii.  WebBrowser £ &5 AP 0| L3tCE Ap 1P E B2 = HFSHX| UUS I
192.168.36.1 O|C}.

iv.  SSID 2} password & &St}

v.  WizFi360 2 Station Mode = A3t MEHZ Ap Of & BHCY

3.3 TCP /IP command
3.3.1 AT+CIPSTATUS: Gets the Connection Status

Commands AT+CIPSTATUS

STATUS:<stat>
+CIPSTATUS:<link ID>,<type>,<remote IP>,<remote port>,<local port>,<tcp type>
Response yp p p p typ

OK

<stat>: WizFi360 Station 2| status

« 2: WizFi360 Station O] AP HZAL|A LD 1p & T BH2 AEY
« 3: WizFi360 Station O| TCP EE= UDP H& 2 A5t A ER

e
(Mo
e
=)

Parameter * 4: WizFi360 Station 2| TCP EE= UDP & 0| disconnect = 2FEl
« 5: WizFi360 Station O AP O 1 Z | X| QF-2 AFEN
<link ID>: connection ID (0~4), multiple connection | A AF2 ZIC}

<type>: string parameter, TCP EE= UDP

WizFi360 AT command 40 / 69



@IZnet

<remote IP>: string parameter, remote IP
<remote port>: remote port number
<local port>: WizFi360 local port number
<tcp type>

« 0: WizFi360 O client 2 SZ2tHC}

« 1: WizFi360 O| server 2 SX}SHCt,

AT+CIPSTATUS
Examplel STATUS:2
OK

AT+CIPSTATUS

STATUS:3
Example2 +CIPSTATUS:1,"TCP","192.168.4.2",5000,6000, 1

OK

3.3.2 AT+CIPDOMAIN: DNS Function

! Execute Command
[

Commands AT+CIPDOMAIN=<domain name>
+CIPDOMAIN:<ip address>
OK

Response

DNS Fail

ERROR

<domain name>: string parameter, domain name, Z O|= Z|CH 64 byte O|C}.
Parameter el L
<ip address>: string parameter, domain name 0| Sif & St+= IP address

AT+CIPDOMAIN="www.wiznet.io"
Example +CIPDOMAIN:"183.111.174.49"

OK

3.3.3 AT+CIPSTART: Establishes TCP Connection, UDP Transmission or SSL
Connection

Establish TCP Connection

! Single TCP connection (AT+CIPMUX=0) Multiple TCP connections (AT+CIPMUX=1)
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Commands AT+CIPSTART=<type>,<remote IP>,<remote = AT+CIPSTART=<link ID>,<type>,<remote
port>[,<TCP keep alive>] IP>,<remote port>[,<TCP keep alive>]
OK
Response ERROR
ALREADY CONNECTED //TCP connection O] 0|0| O|20{X US Z 2
<link ID>: Network connection ID(0~4), multiple connection O| A{ AFE EIC} (AT+CIPMUX=1)
<type>: string parameter, "TCP", "UDP", "sSL"; O] A2 "Tcp"2 A BIC},
<remote IP>: string parameter, remote IP address
<remote port>: remote port number ¥ 2= 1~65535 O|LC}.
Parameter
[<TCP keep alive>]:
¢ 0: disable TCP keep-alive (default)
e 1~7200: TCP keep-alive S enable 5} 11 keep-alive M & 7+A S AHSICE CHY =
second O|C}.
AT+CIPSTART="TCP","192.168.1.99",5000 AT+CIPSTART=1,"TCP","www.iwiznet.cn",5000,1
Example 0
OK OK
Establish UDP Connection
AT+CIPSTART=<type>,<remote IP>,<remote AT+CIPSTART=<link ID>,<type>,<remote
Commands port>[,<UDP local port>][,<UDP mode>] IP>,<remote port>[,<UDP local port>][,<UDP
mode>]
OK
Response ERROR

ALREADY CONNECTED // UDP connection O] O|0] O| 20| /US AL

<link ID>: Network connection ID(0~4), multiple connection Ol A{ A& £l L} (AT+CIPMUX=1)
<type>: string parameter, "TCP", "UDP", "sSL"; O| &2 "uppP"2 M7 3tC}

<remote IP>: string parameter, remote IP address

<remote port>: remote port number H?|-= 0~65535 O|Ct.0 22 H7dg A2 random 2/ 22

Parameter M EIC
[<UDP local port>]: WizFi360 2| UDP port number. 2 $|= 1~65535 O|LC}.

[<UDP mode>]: & parameter, UDP transparent transmission mode 2| 4% 0 22
™ot
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* 0: destination F & HZE & 7}(default)_

=
=
HHE 7t

M
[EEY
or

=
e 1: destination S &
=

il

i

e HE Tt

or

* 2: destination &

AT+CIPSTART="UDP","192.168.1.99",5000
Example

OK

Note

Establish SSL Connection

e <UDP mode> AtE 2 2/l <UDP local port>E HX|

AT+CIPSTART=1,"UDP","www.iwiznet.cn",5000,
6000,2

OK

2t

Commands AT+CIPSTART=<type>,<remote IP>,<remote AT+CIPSTART=<link ID>,<type>,<remote
port>[,<TCP keep alive>] IP>,<remote port>[,<TCP keep alive>]
OK
Response ERROR
ALREADY CONNECTED // TCP connection O| O|0] O|20{X IS E 2
<link ID>: Network connection ID(0~4), multiple connection 0| A{ AFE EIC} (AT+CIPMUX=1)
<type>: string parameter, "TCP", "UDP", "sSL"; O| &2 "Tcp" = AL},
<remote IP>: string parameter, remote IP address
<remote port>: remote port number. #¢|+= 1~65535 O|C}.
Parameter [<TCP keep alive>]:
¢ 0: disable TCP keep-alive (default)
¢ 1~ 7200: TCP keep-alive = enable S} keep-alive & 742 H™oIC} EHR=
second O|C}.
AT+CIPSTART="SSL","wiznet.i0o",443 AT+CIPSTART=1,"SSL","wiznet.io",443
Example
OK OK
* WizFi360 = Z| L StLES| SSL connection &7 0| 7H&SHEL.
* SSL connection = UART-WiFi passthrough mode (transparent transmission) S X| & St X| =L}
Note « SSL connection 22 memory & XHX|SFCE AT+CIPSSLSIZE=<size>S Sl SSL buffer size
A7gstrt.
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3.3.4 AT+CIPSSLCCONF: Sets Configuration of WiFi360 SSL Client

- Query command Set command
[

Commands AT+CIPSSLCCONF? AT+CIPSSLCCONF =<SSL mode>

Function WizFi360 SSL certificate option = 2 QISHCL, WizFi360 SSL certificate option = A& SHC}

—

+CIPSSLCCONF:<SSL mode>
Response OK
OK

<SSL mode>:

o 0: WizFi360 -2 SSL Server 2| certificate & 2 QISIX| U =Lt
o 1: WizFi360 2 SSL Server 2| certificate & & QIS}HX| B, Certificate 7t & SHX| ¥HEtE
Parameter .
server 2 QI ZASICH
* 2: WizFi360 2 SSL Server 2| certificate £ 291t Certificate 7t 22 420
server 2 Y ATICH
AT+CIPSSLCCONF? AT+CIPSSLCCONF =2
Example +CIPSSLCCONF:2 oK
oK

« O] B8 2 flash Off X &H=ICL,
Note « certificate S enable & A2, SSL connection O establish £|7| T 0f| O] command £ A& St}

- certificate = AT+CASEND command & S5l 4 =ICt,

3.3.5 AT+CASEND: Sets the SSL certificate

Query command Set command

Commands AT+CASEND? AT+CASEND=<mode>
Function SSL certificate ZHQISHC} SSL certificate = M &SI},

>
Response  _____ END CERTIFICATE-—---
ERROR oK
<mode>:

« 0: certificate & A{N|SIC}
Parameter

e 1: certificate & M A SIC}
Examplel AT+CASEND? AT+CASEND=1
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OK
AT+CASEND? AT+CASEND=0
Example2
ERROR OK
e O] Command & & Z0f| >& return SC}. WizFi360 2 serial data S $=AISIC User &=
Note certificate 2| data & “-----BEGIN CERTIFICATE-----" % “---—-END CERTIFICATE-----" 2} Q| L &S} A

2133}{ OF oLt

3.3.6 AT+CIPSSLSIZE: Sets the Size of SSL Buffer

!
|

Commands AT+CIPSSLSIZE? AT+CIPSSLSIZE=<size>
Response +CIPSSLSIZE:<size> OK
Parameter <size>: SSL buffer size. H [+ 2048~4096 O|LC}.

AT+CIPSSLSIZE? AT+CIPSSLSIZE=4096
Example
+CIPSSLSIZE:2048  OK

3.3.7 AT+CIPSEND: Send data

UART-WiFi passthrough (transparent transmission) mode

Commands AT+CIPSEND

transparent transmission mode 0| A data & H
Function return StOH, transparent transmission mode = 2 2| SFCt Zf packet = 20ms AL 2 S E[H

packet 2| Z[C{ AtO|== 2048byte O|LC}.

OK
Response

>

AT+CIPSEND
Example oK

>
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o +++ 7t L2 El packet & A E A2 WizFi360 = normal command mode 2 =O0ZFCH CHS
command &S @6 H0{ &k 1 2= Off 7|Cheqet.
X

» transparent transmission mode 2! 22 /5l single connection 2 = A7 Bt}

Note

« UDP transparent transmission Of| A| AT+CIPSTART 2| <UDP mode> = 0 2 2 & StC},

Normal transmission mode

AT+CIPSEND=<length>[,<remote IP>,<remote AT+CIPSEND=<link ID>,<length> [,<remote
Commands

port>] IP>,<remote port>]
uncti normal transmission mode O A| data 1 &2 A|&SICL O] command & 20| >2 return StH,
unction
serial data & =4I PtCt Data 2| 2 0|7} <length>THE YL HE|H, data &2 A|ZSHCL
OK
>
Connection Of O F 0] X|X] &2t7 L} disconnect & &2 L}ZZ return BFLF:
ERROR
Response
Data 7} §EFHLZE MEE &R LfZE return BHLF:
SEND OK
Data M &0f HIjgt &2 LFEZ return BFHCF:
SEND FAIL
<link ID>: Network connection ID(0~4), multiple connection 0| A{ A2 EIC} (AT+CIPMUX=1)
<length>: data length, MAX: 2048 bytes.
Parameter
[<remote IP>]: string parameter, remote IP. UDP &0 Al A ™ =L}
[<remote port>]: remote port number. UDP &0l A ™ =IC},
AT+CIPSEND=1220 AT+CIPSEND=0,1220,"192.168.0.10",50000
Example oK oK
> >
« UDP T &0 A, <remote IP>2} <remote port> optional parameter 2 command S A 2agt
[ OFCE, WizFi360 2= CHE destination 2 2 data & ™ S 2+CE. Optional parameter & ‘A8 1HX|
Not %2 B, WizFi360 = AT+CIPSTART command & A| 27d3t destination 2 = data 7}
ote

MSECE
« <remote IP> AFE 2 2|3H, <remote port>= BFEA| AN &|O{Of St OFXEZHX| 2 <remote

port> AL 2 |8l, <remote IP>= HHEA| AN |0 OfF SHLF,

3.3.8 AT+CIPSENDEX: Sends data
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AT+CIPSENDEX=<length>[,<remote IP>,<remote = AT+CIPSENDEX=<link ID>,<length> [,<remote

Commands
port>] IP>,<remote port>]

normal transmission mode 0| Al data &2 A|&HSHCL O] command 28 20| > return SHH,
Function serial data £ =2l BHC} Data 2| Z 0|7} <length>THE Y= E|AHLE\o O] Y E Z 2, data

HES AlEeCh

OK
>

Connection O] OO0/ XX oA Lt disconnect & &2 L}E2E return BFL}:

ERROR
Response

Data 7} LB X OZ MHLE ZHQ )22 retyrn B}

SEND OK

Data &0 Hofgt &2 LfSZ return 2L}

SEND FAIL

<link ID>: Network connection ID(0~4), multiple connection Ol A{ A& EIC}. (AT+CIPMUX=1)

<length>: data length, MAX: 2048 bytes.
Parameter

[<remote IP>]: string parameter, remote IP. UDP &0 Al A ™ =T}

[<remote port>]: remote port number. UDP &0l A A& =IC},

AT+CIPSENDEX=1220 AT+CIPSENDEX=0,1220,"192.168.0.10",50000
Example oK oK

> >

« <length>0fl 27 &l ZO|THS data Y HO| Rt= E[ALE "\0'O| Y= F8F WizFi360 2 Data

M&Z AZEBEEE Normal command mode Of| Al CFZ AT command & 7| CHZICY,

command.

« UDP M50 A, <remote IP>2} <remote port> optional parameter 2 command S A 2agt
Note [ OFCE, WizFi360 2 CHE destination 2 2 data & ™ S 2+CE. Optional parameter & ‘A& K|

U2 A, WizFi360 2 AT+CIPSTART command 23 A| & ™3t destination 2 2 data 7}
MEEICE

« <remote IP> AFE 2 2|5H, <remote port>= BFEA| A [ O{Of G}, OFEFIHX| 2 <remote

S X
— o
port> AL 2 2|8l, <remote IP>= HHEA| A7 | O{ OF BHLF

3.3.9 AT+CIPSENDBUF: Writes Data into the TCP-Send-Buffer

Commands AT+CIPSENDBUF=<length> AT+CIPSENDBUF=<link ID>,<length>

O] command &2 20| > return S, serial data & =4 $tCt Data 2| Z 0|7} <length>THS

QUHE AL data ME S A|ESICE

Function
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<current segment ID>,<segment ID of which sent successfully>

OK
>

<length>2 Cf 22 data length 7 &/ &/ & &2 CFS 2 return SFCF:

busy

Connection Of OJF O/ X x| 2 t7 Lt disconnect £/ 7/ L} TCP connection Of OFL/7{L} buffer 7f

Response fU// 0/7fL/' E/LEE error 7/' g/./glgl é:/_lo_ E/EOEQ return é/E/-
ERROR
Data 7} §EHOZ HEE HP (122 Data 7} §EHOZ HEE HP (122
return BtCf: return SFCf:
<segment ID>,SEND OK <link ID>,<segment ID>,SEND OK

Data &0 A Lj2t &2 LfE = return 2LF:

SEND FAIL

<link ID>: Network connection ID(0~4), multiple connection O| A{ AFE EIC} (AT+CIPMUX=1)
<segment ID>: uint32; ZFZH2| packet Off & &|= ID. 1 £ E buffer O data 7} A2 0f & [ OFC}

Parameter
1% S7totct
<length>: data length, MAX: 2048 bytes.
AT+CIPSENDBUF=1024 AT+CIPSENDBUF=0,1024
0,0
Example
OK OK
> >
+ O] command = TCP-send-buffer O data & Zf Lt User = SEND OK & 7|Ct2[X| 210
ALH 22 Of command S HHE 5 UL TCP segment 7t X2 S E F 2
Not <segment ID>,SEND OK 7} return &| 22 O| & Soff = QI
ote

o <length>0| 2 El Z0|0HF data 7t YHE| 7| O +++2 LY A2, WizFi360 = command
mode E =07} =41 =l serial data = AHAl| I C,

e O] Command = SSL Connection & X| 25} X| &=Lt

3.3.10 AT+CIPBUFRESET: Resets the Segment ID Count

Commands AT+CIPBUFRESET AT+CIPBUFRESET=<link ID>

Response OK
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Connection O O] F 0/ X/ x| 2ESEALITCP data 7F H&= 7|02/ Q2 &R LHE

return 2Cf:

o

ERROR

Parameter <link ID>: Network connection ID(0~4), multiple connection Ol A{ A& £l T} (AT+CIPMUX=1)
AT+CIPBUFRESET AT+CIPBUFRESET=1

Example
OK OK

Note « O] command = AT+CIPSENDBUF 2} SH7H| At EICt,

3.3.11 AT+CIPBUFSTATUS: Checks the Status of TCP-Send-Buffer

Commands AT+CIPBUFSTATUS AT+CIPBUFSTATUS=<link ID>

<next segment ID>,<segment ID sent >,<segment ID successfully sent>,<remain buffer size>,<queue

number>

Response
OK
<link ID>: Network connection ID(0~4), multiple connection Ol A{ A& EIC}. (AT+CIPMUX=1)
<next segment ID>: AT+CIPSENDBUF Ol 2|8f & 0{ X|= LS segment ID
<segment ID sent>: Ot X| 22 2 M & &l segment ID

Parameter A AT
<segment ID successfully sent>: OFX| 4O 2 M & -5 =l segment ID
<remain buffer size>: TCP-send-buffer O = O} U= size
<queue number>: 0| 27}t queue number, M 2| H0| Qo0 2 X180 Z 0t ALE ST},
AT+CIPBUFRESET AT+CIPBUFRESET=1
20,15,10,200,7 20,15,10,200,7
OK OK
¢ 20: Z| 4l segment ID 7} 19 &S 2|0[5HH, CH= £ 0f| AT CIPSENDBUF & AHESHA & H
Bt | = segment ID = 20 O|C}.

E |

xample e 15: TCP segment ID 15 = OFX|2 O 2 M &=l segment = O|X|TH HSXHOZE NMEE|J=X|

2 = gict.

5
mjo

¢ 10: TCP segment ID 10 O| 4 M 2 MEE|YUZ S LIEHHCE
¢ 200: TCP & HIH | EH2 ALO| =7} 200byte &= 2|0O|StC},

o 7: AH2 74 TCP queue HZ. A E|Y QlO, 2 08O 20 ALE S| OFSICE queue HZ 7t
00|HTcP HO|HE M&E —?—S*Ef

WizFi360 AT command 49 / 69



6\7 IZnet

« O] Command = SSL Connection 2 X| & S}X| &=C},
Note * <next segment ID> - <segment ID sent>=1 2| A2, counting reset = 2|5 AT+CIPBUFRESET =

« TCP buffer size = 21,900 byte O|LC}.

3.3.12 AT+CIPCHECKSEQ: Checks If a Specific Segment Was Successfully
Sent

Commands AT+CIPCHECKSEQ=<segment ID> AT+CIPCHECKSEQ=<link ID>,<segment ID>

<segment ID>,<status> <link ID>,<segment ID>,<status>

Response
OK OK

<link ID>: Network connection ID(0~4), multiple connection O| A{ AF2 EIC} (AT+CIPMUX=1)

<segment ID>: AT+CIPSENDBUF Of| 2|35lf & 0 X|= segment ID
Parameter <status>

AT+CIPCHECKSEQ=20

AT+CIPCHECKSEQ=1,20

Example 20,TRUE 1,20, TRUE
oK oK
Note « O] command £ AT+CIPSENDBUF 2} &7} AR =ICE,

3.3.13 AT+CIPCLOSE: Closes the TCP/UDP/SSL Connection

Commands AT+CIPCLOSE AT+CIPCLOSE=<link ID>

Function TCP/UDP Connection = close 2L},

Response OK

b <link ID>: Network connection ID(0~4), multiple connection 0| A{ A2 ZIC} (AT+CIPMUX=1)

arameter

ID 7} & AL, 2= connection Of close EILCt. (server mode & A< 1D5 = OFF 20| QiCH)
AT+CIPCLOSE AT+CIPCLOSE=1

Example
OK OK
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3.3.14 AT+CIFSR: Gets the Local IP Address

- Execute Command
[

Commands AT+CIFSR

WizFi360 O/ Station mode(AT+CWMODE=1) & &L C}2E return 3tCf-

+CIFSR:STAIP,<Station IP address>
+CIFSR:STAMAC,<Station MAC address

OK

WizFi360 O/ SoftAP mode (AT+CWMODE=2 ) & &2 L}E = return B

+CIFSR:APIP,<SoftAP IP address>
+CIFSR:APMAC,<SoftAP MAC address>
Response

OK

WizFi360 O/ Station+SoftAP mode(AT+CWMODE=3) & &2 L}E2= return BtC}:

+CIFSR:APIP,<SoftAP IP address>
+CIFSR:APMAC,<SoftAP MAC address>
+CIFSR:STAIP,<Station IP address>
+CIFSR:STAMAC,<Station MAC address>

OK

<SoftAP IP address>: string parameter, WizFi360 SoftAP 2| IP Address
<Station IP address>: string parameter, WizFi360 Station 2| IP Address
<SoftAP MAC address>: string parameter, WizFi360 SoftAP 2| MAC Address
<Station MAC address>: string parameter, WizFi360 Station 2| MAC Address

Parameter

AT+CIFSR

+CIFSR:APIP,"192.168.4.1"
+CIFSR:APMAC,"02:08:dc:11:12:13"
+CIFSR:STAIP,"192.168.1.88"
+CIFSR:STAMAC,"00:08:dc:11:12:13"

Example

OK

3.3.15 AT+CIPMUX: Enable or Disable Multiple Connections

Query Command

’ Set Command

Commands AT+CIPMUX? AT+CIPMUX=<mode>
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Function connection type 29! connection type &7

+CIPMUX:<mode>

Response OK
oK
<mode>

Parameter * 0: single connection (factory default)

 1: multiple connections

AT+CIPMUX? AT+CIPMUX=1
Example +CIPMUX:1
OK
OK

« Multiple connection = transparent transmission 7| disable & [ At& EIC}t. (AT+CIPMODE=0).
« Connection mode = &= connection O] disconnect &= [f HZA EIC}
o OtCF TCP server 7t & 5L AR, server & AHX|BF 2 (AT+CIPSERVER=0) single connection 2 2

HZE 4 QUL

Note

3.3.16 AT+CIPSERVER: Deletes/Creates TCP Server

Commands AT+CIPSERVER=<mode>[,<port>]
Response OK

<mode>

« 0: server 2t K|
Parameter
e 1:server 24

<port>: port number. # 2|+ 1~65535 O|H 7| &4t2 333 O|LCt,

« TCP server £ multiple connection mode Of| Al A A StC} (AT+CIPMUX=1).
Note « server monitor = TCP server 7| ‘43 & [If At =2 MM E=IC}
« client 7} server Of| ¥ ZAE! [, SILIO| connection & XHX|SHH 1D 7+ & & =ICY
AT+CIPMUX=1
OK
Example

AT+CIPSERVER=1,5000

OK
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3.3.17 AT+CIPSERVERMAXCONN: Set the Maximum Connection Number
Allowed by Server

Commands AT+CIPSERVERMAXCONN? AT+CIPSERVERMAXCONN=<num>
ER— WizFi360 TCP server S== SSL server Of WizFi360 TCP server EE= SSL server Of
unction

AZIHs e 2| client 5 2+ AZ7tseh 2|t client = 278

+CIPSERVERMAXCONN:<num>
Response OK
OK

<num>: WizFi360 TCP server EE+= SSL server Off 2 7ts 9t Z|CH client ==, #9|= 1~4 O|{

Parameter
7| 22t 4 O|Ct
AT+CIPSERVERMAXCONN? AT+CIPSERVERMAXCONN=2
+CIPSERVERMAXCONN:2 OK
Example
(0] 4 AT+CIPSERVER=1,5000
OK
Note « 0| command £ server & M d5}7|™0f| & DI},

3.3.18 AT+CIPMODE: Sets transmission mode

Commands AT+CIPMODE? AT+CIPMODE=<mode>

Function transmission mode 22l transmission mode &7

+CIPMODE:<mode>
Response OK
OK

<mode>

¢ 0: normal transmission mode. (factory default)

Parameter
1: UART-WiFi passthrough mode (transparent transmission). remote IP 5! port 7} #H Z &| X|
A2 AL TCP single connection mode S+ UDP mode Of| A2t 2Hdstet &~ QICH
AT+CIPMODE? AT+CIPMODE=1
Example +CIPMODE:1
oK
OK

WizFi360 AT command 53 /69



@IZnet

« O] 72 flash Of| KM E|X| REC

« UART-WiFi passthrough transmission & @F TCP connection O| T2 Z 42, WizFi360 2 +++ &
Note & 2O} normal transmission 2 2 HZAE [ 7t X| connection = A& A =3

* normal transmission O| 11 TCP connection O| 2 Z 4%, WizFi360 = connection = C}A|

A ESHX] @=L

3.3.19 AT+SAVETRANSLINK: Saves the Transparent Transmission Link in
Flash;

Save TCP Single Connection in Flash

AT+SAVETRANSLINK=<mode>,<remote IP or domain name>,<remote port>[,<type>,<TCP keep

Commands .
alive>]
Function 0| 217 [, UART-WiFi passthrough mode Off &I 213} TCP connection 2 A| = 9HC}
Response OK
<mode>
0| 2I7HE f, WizFi360 < UART-WiFi passthrough mode Off &1 21SHX| @=L}, (factory
default)
o 1: M RI0| QI7HE! [, WizFi360 = UART-WiFi passthrough mode Off X &I +Ct
<remote IP>: string parameter, remote IP EE= domain name
SRR <remote port>: remote port
[<type>]: TCP EE= UDP. 7|24t TCp O|LC}.
[<TCP keep alive>]:
¢ 0: disable TCP keep-alive (default)
¢ 1~ 7200: TCP keep-alive & enable S} keep-alive M& 742 H™BICE B
second O|C}.
AT+SAVETRANSLINK=1,"192.168.2.2",5000,"TCP",5
Example

OK

Save UDP Single Connection in Flash

Commands AT+SAVETRANSLINK=<mode>,<remote IP>,<remote port>,<type>[,<UDP Local port>]
Function ROl 217HE Y, UART-WiFi passthrough mode Off T 2 SF11 UDP connection 2 A| = 8Lt
Response OK

Parameter <mode>
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«0: MA0| Q17 I, WizFi360 < UART-WiFi passthrough mode Off & SHX| &=L, (factory
default)
« 1: 0| Q17 f, WizFi360 <= UART-WiFi passthrough mode Off 7 3Lt

<remote IP>: string parameter, remote IP EE= domain name

<remote port>: remote port

<type>: string parameter, TCP 2= UDP. 7| 24t2 TCP 2 UDP 2 M J DL},

[<UDP local port>]: UDP local port

AT+SAVETRANSLINK=1,"192.168.2.2",5000,"UDP",6000
Example
OK

3.3.20 AT+CIPSTO: Sets the TCP Server Timeout
! Query Command Set Command
Commands | AT+CIPSTO? AT+CIPSTO=<time>

Function TCP server timeout 2H©I TCP server timeout &7

+CIPSTO:<time>

Response OK
OK
Parameter <time>: TCP server timeout. 'H%|-= 0~7200 0|, 7| &%} 2 180 O|LCt.
AT+CIPSTO? AT+CIPSTO=180
Example +CIPSTO:10
OK
OK

3.3.21 AT+CIUPDATE: Updates the Software Through WiFi®
! Execute Command ‘
R RRRRRRRRRRRRRRRRRRRRRRRBRRRRRBRBREREREREEEESBBEEESSSSSmm
Commands AT+CIUPDATE[=<url>] AT+CIUPDATE="http://<ip>:8080/<filename>"

Function url O A Z35}H0] firmware update Upgrade Tool 2 AFE5t0 firmware update
+CIPUPDATE: <n>

Response
OK

Parameter <url>: string parameter, Firmware file path $/X|  <ip>: Local IP address

51.0.x.Xx = http://wiki.wiznet.io/download/WizFi360/WizFi360 SDK.img

1.1.x.x = http://wiki.wiznet.io/download/WizFi360/011/WizFi360 SDK.img
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<filename>: firmware file 0| &

<n>:
« 1: server 20l
« 2:server Of 14
« 3: software version 2t Q!
e 4: update A| %}

AT+CIUPDATE AT+CIUPDATE="http://192.168.0.2:8080/WizFi3

60_SDK.img"
+CIPUPDATE:<1> +CIPUPDATE:<1>
+CIPUPDATE:<2> +CIPUPDATE:<2>
Example
+CIPUPDATE:<3> +CIPUPDATE:<3>
+CIPUPDATE:<4> +CIPUPDATE:<4>
OK OK
Note « Upgrade Tool 2 A5 firmware £ update & 4% Firmware Update Guide & & X 5t2}.

3.3.22 AT+PING: Ping Packets

Execute Command

Commands AT+PING=<IP address>

+<Time>

OK
Response

+timeout

ERROR

<IP>: string parameter; host IP EE = domain name
Parameter _
<time>: ping response time. CtR|= ms O|Ct.

AT+PING="www.google.com"
+52

Example

OK

3.3.23 AT+CIPDINFO: Shows the Remote IP and Port with +IPD

Query Command Set Command
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Commands AT+CIPDINFQ? AT+CIPDINFO=<mode>
Response +CIPDINFO:TRUE or FALSE oK
<mode>
Parameter + 0: +IPD 2} B7H| remote IP 2t port & EA|SHA| E=LCt
¢ 1: +IPD 2} 7| remote IP 2t port & EA|PHCL.
AT+CIPDINFO? AT+CIPDINFO
Example +CIPDINFO:TRUE OK

OK

3.3.24 +IPD: Receive Network Data

+IPD,<len>[,<remote IP>,<remote port>]:<data> +IPD,<link ID>,<len>[,<remote IP>,<remote

Commands
port>]:<data>
<link ID>: Network connection ID(0~4), multiple connection 0| A{ AFE EIC} (AT+CIPMUX=1)
<len>: data length.
e [<remote IP>]: string parameter, remote IP, AT+CIPDINFO=1 & [ M3} =},
[<remote port>]: remote port, AT+CIPDINFO=1 & [} 24 5} =IC},
<data>: =41t data.
Example +IPD,5:12345 +IPD,1,5,"192.168.0.10",50000:12345
Not ¢ O] command = normal command Of| M2t 3 & S}C} WizFi360 O network data & =212 Y,
ote

serial 2 S5} +IPD command & A5} data & HA|SHCE

3.3.25 AT+CIPSNTPCFG: Sets the Configuration of SNTP

AT+CIPSNTPCFG=<enable>[,<timezone>][,<SNTP

AT+CIPSNTPCFG?
(CEERCS CIPS CFG server0>][,<SNTP server1>][,<SNTP server2>]

Function SNTP Server 20l SNTP Server &7

+CIPSNTPCFG:<enable>[,<timezone>,<SNTP

Response serverl>,<SNTP server2>,<SNTP server3>] 0OK
OK
<enable>

Parameter * 0: Disable SNTP (factory default)

e 1: Enable SNTP
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[<timezone>]: time zone; H ?[+=-11 ~13 O|C}. SNTP 7} enable & &% <timezone>= HIEA|

A3strt.
[<SNTP server0>]: string parameter, K HRY SNTP server
[<SNTP server1>]: string parameter, S H® SNTP server

[<SNTP server2>]: string parameter, Al Y SNTP server

AT+CIPSNTPCFG? AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.e
du.cn","us.pool.ntp.org"
Example
+CIPSNTPCFG:1,8,"cn.ntp.org.cn” oK
OK
Note o DFOE SNTP 7t enable £| 11 <SNTP server> Parameter 7t ™| X| RS AL, server =

"cn.ntp.org.cn","ntp.sjtu.edu.cn", "us.pool.ntp.org" S 2 M - =ICt,

3.3.26 AT+CIPSNTPTIME: Checks the SNTP Time

! Query Command
[

Commands AT+CIPSNTPTIME?

+CIPSNTPTIME:<time>

R
esponse oK
Parameter <time>: SNTP time
AT+CIPSNTPTIME?
Example

+CIPSNTPTIME:Wed Jul 24 11:38:25 2019
OK

3.3.27 AT+CIPDNS_CUR: Sets User-defined DNS Servers; Configuration
Not Saved in the Flash

Query command Set Command

AT+CIPDNS_CUR=<enable>[,<DNS
? — 7’
Commands AT+CIPDNS_CUR? server0>][ <DNS server1>]

Function current DNS server 20l DNS server &7

[+CIPDNS_CUR:<DNS server0>]

[+CIPDNS_CUR:<DNS server1>]

Response OK

OK

Parameter <enable>
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« 0: default DNS server A&
*1: DNS server 27
<DNS server0>: string parameter, A EHTY DNS server

<DNS serverl>: string parameter, SR DNS server

AT+CIPDNS_CUR? AT+CIPDNS_CUR=1,"1.1.1.1","8.8.8.8"
i | +CIPDNS_CUR: 1.1.1.1
Xample +CIPDNS_CUR: 8.8.8.8
oK
oK
« O| ™2 flash Of| M& | X| &=Lt
« <enable>0| 1 O| 11 <DNS server0> @} <DNS serverl> 7| A M| X| &S 42 DNS server =
Note "208.67.222.222"9 2 AFE EICH

« DNS server = AT+CWDHCP command A& 5 0f HAE 4= QI
7

=
« <DNS server0> 2} <DNS serverl> = 22 3= SiC}.

3.3.28 AT+CIPDNS_DEF: Sets User-defined DNS Servers; Configuration
Saved in the Flash

AT+CIPDNS_DEF=<enable>[,<DNS

AT+CIPDNS_DEF?
Commands C S_| server0>][,<DNS serverl>]

Function Flash Off & E[0] U= DNS Server 20l DNS server &7

[+CIPDNS_DEF:<DNS server0>]

[+CIPDNS_DEF:<DNS server1>]

Response oK

OK

<enable>

« 0: default DNS server A&
* 1: DNS server 27
<DNS server0>: string parameter, A HRY DNS server

Parameter <DNS serverl>: string parameter, SR DNS server

Factory default 2t
v.1.0.x.x | A{: no value

v. 1.1.x.x 01l A: 208.67.220.220

AT+CIPDNS_DEF? AT+CIPDNS_DEF=1,"1.1.1.1","8.8.8.8"
Example +CIPDNS_DEF: 1.1.1.1

+CIPDNS_DEF: 8.8.8.8 oK
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OK

« O] ¥ 2 flash Off MZH&lCY,
« <enable>0| 1 O| 11 <DNS server0> 2} <DNS serverl> 7t A ™M E|X| %2 A2 DNS server =

Note "208.67.222.222"O 2 AL EIC}

=0 HE 2 5= AL}

« DNS server = AT+CWDHCP command A& &
« <DNS server0> 2 <DNS serverl> = 22 %= QiC}.

3.3.29 AT+MQTTSET: Sets the Configuration of MQTT connection.

AT+MQTTSET=<User

?
Somanee AT+MQTTSET: Name>,<Password>,<ClientID>,<AliveTime>

<UserName>,<Password>,<ClientID>,<AliveTime
>

Response OK
OK

<UserName>: string parameter, authentication = ¢/l AH2 k| broker Name. Max: 50byte

<Password>: string parameter, authentication 2 2|5l Al& /= broker Password. Max: 50byte

Parameter
<ClientID>: string parameter, broker 0 & Z &|+= Client ID. Max: 50byte
<AliveTime>: broker 2}2| alive time. 22|+ 30s~300s O|C}.
AT+MQTTSET="? AT+MQTTSET="wiznet","12345678","wiznet-
01",60
EXampie "wiznet","12345678", "wiznet-01",60
OK
OK
Note + O] command = broker Off HZ35}7[F 0 A7 &| 0] OfF BHCF,

3.3.30 AT+MQTTOPIC: Sets the Topic of Publish and Subscribe

AT+MQTTTOPIC=<publish topic>,<subscribe

Commands AT+MQTTTOPIC? topicl>[,<subscribe topic2>][,<subscribe
topic3>]
T <publish topic>,<subscribe topic> oK
OK
<publish topic>: string parameter, WizFi360 O| publish S} topic
Parameter

<subscribe topicl>: string parameter, WizFi360 O| subscribe St topic
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[<subscribe topic2>]: string parameter, WizFi360 O| subscribe St topic

[<subscribe topic3>]: string parameter, WizFi360 O| subscribe St topic

AT+MQTTTOPIC? AT+MQTTTOPIC="pubTopic","subTopic"
Examplel "pubTopic","subTopic"
OK
OK

AT+MQTTTOPIC="pubTopic","subTopicl","SubT

?
AT+MQTTTOPIC® opic2","SubTopic3"

Example2 "pubTopic","subTopicl","SubTopic2","SubTopic
3" OK

OK

+ O] command = broker Off Z5}7| 70| A&7 |0 OF SHC},

« <subscribe topic2> 2} <subscribe topic3>+ Firmware v1.0.5.0 O| 2 version £ E{ At& 7t StLF

Note

3.3.31 AT+MQTTCON: Connects to a Broker

AT+MQTTCON=<enable>,<broker IP>,<broker AT+MQTTCON=<linkID>,<enable>,<broker

Commands
port> IP>,<broker port>

CONNECT

OK
Response
CONNECT FAIL

ERROR

<link ID>: Network connection ID(0~4), multiple connection O] A{ A& EIC} (AT+CIPMUX=1)
<enable>:
Parameter « 0: authentication 80| broker 0 &4

« 1: authentication broker 0f &2

<broker IP>: string parameter, broker IP address
<broker port>: broker port number

subscribe 511 %)= topic 2| message 7t =412 W OFCE CHS 2 return SHCL,
Message

<subscribe topic> -> "subscribe data"

AT+MQTTCON=0,"192.168.1.20",1883
Example CONNECT

OK
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3.3.32 AT+MQTTPUB: Publish a message

Set Command

Commands AT+MQTTPUB=<message>

Response OK

Parameter <message>: string parameter, publish & message
AT+MQTTPUB="publish data"

Example
OK

+ O] command & MQTT 7t HZE[0] QS [ AHEEICEH
Note « Publish T} data 2| topic & AT+MQTTTOPIC command Ol 2|8} ZH |, AFEXt= broker O
HZSH7| ™0 topic 2 M BHCL.

3.3.33 AT+MQTTDIS: Disconnects from a Broker

Execute Command

Commands AT+MQTTDIS

Response CLOSE

3.3.34 AT+AZSET: Sets the Configuration of Azure loT Hub connection.

Set Command

Commands AT+AZSET=<hub ID>,<device ID>,<key>

Response OK
<hub ID>: string parameter, loT Hub 2| ID

Parameter <device ID>: string parameter, loT Device 2| ID

<key>: string parameter, loT Device 9| Key

AT+AZSET=" wiznet-iothub"," wiznettest"," "
Example
OK

Note « O] command £ Azure IoT Hub 0Of A Z35}7| T 0f| A7 &[0 OF L},

3.3.35 AT+AZCON: Connects to a AZURE

Set Command
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Commands AT+AZCON
CONNECT
oK

Response

CONNECT FAIL

ERROR

loT Hub 25 E{ message 7t =41 & UHOLCE CHZ2 return BHCE O[ I AT+MQTTTOPIC
command £ S8l <Subscribe topic>< "devices/<deviced ID>/message/devicebound/#" S 2

Message 746l OF BtCt

devices/<device ID>/messages/devicebound/<property_bag>-> <subscribe data>

<device ID>: loT device ID
(R <property bag>: HIA|X| &4 4t key/value 2 A= O| 2 url-encoded & A O| L},

<subscribe data>: subscribe SH= Topic 2| data

AT+AZSET="WIZnetTest","wizfi360","-------------------- !
oK

AT+MQTTTOPIC="devices/wizfi360/messages/events/","devices/wizfi360/messages/devicebound/#

OK
AT+AZCON
Example
CONNECT
OK
Connect O|Z Cloud O A| Device 2 H|0|EH{E B & 42, WizFi360 = CHS1F 20|
Return $HCF
devices/wizfi360/messages/devicebound/%24.mid=test1
&%24.t0=%2Fdevices%2Fwizfi360%2Fmessages%2FdeviceBound&iothub-ack=full -> Hello Wiznet!
¢ O] command & ™&6|7| ™ 0f| AT+AZSET command 2 AT+MQTTTOPIC command £ & ™St}
Not « Connect O| & AT+MQTTPUB command £ ‘&5l Azure Sever Of| H|O|EH & T -&BtC},
ote

o XM B L2 2 https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-mgtt-support =

3.3.36 AT+AWSPKSEND: Set Private Key
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Commands AT+AWSPKSEND?

Function Private Key 2 QI 5HCH

—

R
esponse _____ END RSA PRIVATE KEY-----
ERROR
Parameter
AT+AWSPKSEND?
————— BEGIN RSA PRIVATE KEY-—-—-
Examplel  _____ END RSA PRIVATE KEY-----
AT+AWSPKSEND?
Example2
ERROR
e O] Command &2 20{| >& return L} WizFi3
Note certificate 2| data & “-----BEGIN RSA PRIVATE KEY

LA 2SSl OF SHCf.

3.3.37 AT+CLICASEND: Set Client Certificate

Commands AT+CLICASEND?

Function Client Certificate 2+ QI SHLY,

AT+AWSPKSEND=<mode>

Private Key & & 74 otC}

OK

<mode>:
e 0: Key & AfH|BHC

o 1: Key = Mot

AT+AWSPKSEND=1

OK

AT+AWSPKSEND=0

OK

60 = serial data & =4I 9CH User =

AT+CLICASEND=<mode>

Client Certificate & ALt

----- END RSA PRIVATE KEY--—-" 2}9I

Response END CERTIFICATE-----
ERROR oK
<mode>:
Parameter « 0: Certificate & AFA|SICT.
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e 1: Certificate S & SIC}.

AT+CLICASEND? AT+CLICASEND=1

Examplel — _____ END CERTIFICATE---—-
————— END CERTIFICATE-----
OK
AT+CLICASEND? AT+CLICASEND=0
Example2
ERROR oK
e O] Command A& 20| >& return StC}. WizFi360 2 serial data & =2 SHCH User &=
Note certificate 2| data & “-----BEGIN CERTIFICATE-----" 3! “-----END CERTIFICATE-----" 2} 2| =&t} A

2123} OF oLt

3.3.38 AT+AWSCON: Connect to AWS loT Core

Commands AT+AWSCON
CONNECT
oK

Response

CONNECT FAIL

ERROR

loT Core 25 H message 7| =4 & M{OFC} CHZ2 return SHCE O| I AT+MQTTTOPIC

command = S8l <Subscribe topic>< "$aws/things/<thingName>/shadow/update/accepted"

Message o2 MH|of Bt}
Saws/things/<thingName>/shadow/update/accepted -> <subscribe data>

<thingName>: thingName

Parameter "
<subscribe data>: subscribe SF= Topic 2| data
AT+MQTTSET="","","<ThingName>",60
OK

Example

AT+MQTTTOPIC="Saws/things/<thingName>/shadow/update","Saws/things/<thingName>/shadow
/update/accepted"
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OK
AT+AWSCON
CONNECT

OK

Connect 0| = Cloud 0| A Device 2 H|O|HE M&E 42, WizFi360 = CHS 1 20|

Return SHCF,

Saws/things/<thingName>/shadow/update/accepted -> Hello Wiznet!

A

+ O] command & M & 517|740 AT+MQTTSET command 2F AT+MQTTTOPIC command &
A7gotrt.
Note « Connect 0| & AT+MQTTPUB command £ &3ll AWS IoT Core Of H|O|E{ & T &L,
« AT+CIPMUX=1 AF-& A| AWSCON Ol Af @ F 7} Btshel o}
* O] command £ & 5}7| ™0 sSL certificate option = AT+CIPSSLCCONF=2 £ &7 BtC}.
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4 Command History

Command = OF2H 2| SHE Firmware Version O| 2 £ E A& 7ts SICt.

AT, AT+RST, AT+GMR, AT+GSLP, ATE, AT+RESTORE, AT+UART_CUR, AT+UART_DEF, AT+SLEEP,
AT+SYSIOSETCFG, AT+SYSIOGETCFG, AT+SYSGPIODIR, AT+SYSGPIOWRITE, AT+SYSGPIOREAD,
AT+CWMODE_CUR, AT+CWMODE_DEF, AT+CWIJAP_CUR, AT+CWIJAP_DEF, AT+CWLAPOPT,
AT+CWLAP, AT+CWQAP, AT+CWSAP_CUR, AT+CWSAP_DEF, AT+CWLIF, AT+CWDHCP_CUR,
AT+CWDHCP_DEF, AT+CWDHCPS_CUR, AT+CWDHCPS_DEF, AT+CWAUTOCONN,
AT+CIPSTAMAC_CUR, AT+CIPSTAMAC_DEF, AT+CIPAPMAC_CUR, AT+CIPAPMAC_DEF,
AT+CIPSTA_CUR, AT+CIPSTA_DEF, AT+CIPAP_CUR, AT+CIPAP_DEF, AT+CWSTARTSMART,

1.0.1.0 AT+CWSTOPSMART, AT+WPS, AT+CWHOSTNAME, AT+CWCOUNTRY_CUR,
AT+CWCOUNTRY_DEF, AT+CIPSTATUS, AT+CIPDOMAIN, AT+CIPSTART, AT+CIPSSLSIZE,
AT+CIPSEND, AT+CIPSENDEX, AT+CIPSENDBUF, AT+CIPBUFRESET, AT+CIPBUFSTATUS,
AT+CIPCHECKSEQ, AT+CIPCLOSE, AT+CIFSR, AT+CIPMUX, AT+CIPSERVER,
AT+CIPSERVERMAXCONN, AT+CIPMODE, AT+SAVETRANSLINK, AT+CIPSTO, AT+CIUPDATE,
AT+PING, AT+CIPDINFO, +IPD, AT+CIPSNTPCFG, AT+CIPSNTPTIME, AT+CIPDNS_CUR,
AT+CIPDNS_DEF

1.0.2.4 AT+MQTTSET, AT+MQTTOPIC, AT+MQTTCON, AT+MQTTPUB, AT+MQTTDIS

1.0.4.1 AT+AZSET, AT+AZCON

1.0.5.1 AT+CIPSSLCCONF, AT+CASEND

1.0.7.2 AT+WIZ_NETCONFIG

1.1.1.2 AT+AWSCON, AT+AWSPKSEND, AT+CLICASEND
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