WIZnet

WizFi360

AT Instruction Set

Version 1.1.1.1

@ I/net

http://www.wiznet.io/

Copyright 2019 WIZnet Co., Ltd. All rights reserved.



@IZnet

Contents
A B To Yol U] ¢ U= o YAV T T o 1] o Y2 PPPPPPE 3
B Y I 0o Yo Y F=T o To B @ AT oV RS 4
2.1 FAN I @(eTaaTaaF: T el o T4 o o - | A PRSP 4
2.2 RESPONSE FOIMAT .. s e 5
2.3 LiST Of IMIESSAEES ....uvveeeeeteeeeeiireeeeite e e eetteeeee e e e eetareeeessseeeeaabaeeeasseesaessaeesasaseseanssaeesansaessnssaeesanseneannnes 6
2.4 Enter AT normal transmisSioN MOGE........ccccuiieiiiiiee et eece e e rree e e e e st e e e e rae e e e srrae e s nteeeenes 7
S I Y I 0o Yo Y0 F=T o Yo D TCY Yol o o] d o o TP 8
3.1 SystemM CoNtrol COMMANAS.....iicciiiiieee ettt e e ettt ree e e e ee e e e ee e e e ee s e aaeeeeeesnnnraaaeeeesennnnneeneens 11
0 0 B [T R AN BN =] A o PP PPPPPPPPPPPPPPPPPPPRt 11
3.1.2 AT+RST: ReSTarts the MOGUIE .....cccouiiiieiee e st e e st te e s s saae e e snnteeessaeeeaeas 11
3.1.3 AT+GMR: Checks Version INformation ..........cceeeciiiieciee et e eae e e e e e e e e 11
3.1.4 AT+GSLP: Enters Deep-SIEEP MOUE .........uiiiiiiieieciee ettt e ctte e et e e e tte e e e sraa e e eeanteeeenneaeeans 11
3.1.5 ATE: AT ComMMANdS ECNOING....ccoiiiiiiiiieieee ettt e et e e e e e e e e saaa e e e e e e e e e s ssnsaaeeeeseesnnnees 12
3.1.6 AT+RESTORE: Restores the Factory Default settings........ccoeccveieciiiiieciiee e 12
3.1.7 AT+UART_CUR: Current UART Configuration; Not saved to FIash.......c.cccceevveeieeiieeiicireec e, 12
3.1.8 AT+UART_DEF: Default UART Configuration; Saved in the Flash.........ccccooeoiiiiiiiiicce e, 13
3.1.9 ATH+SLEEP: Configures the SIEEP IMOUES .........eevi ettt et e e etree e e sre e e et ae e e aneeean 14
3.1.10 AT+SYSIOSETCFG: Configures 10 WOrking MOGE .......uvveieecuiieeeereee ettt e e eerae e e ereeeaa 14
3.1.11 AT+SYSIOGETCFG: Checks IO WOrKiNg MOGE........ccuuieiuieeiiieeiieciieeiteeere e e etaeeaveesabeesaraesraeeanae s 15
3.1.12 AT+SYSGPIODIR: Configures the Direction 0f GPIO .........ccccuveieiiveeeeiieee e eceee e estree e eeeree e e earaeeens 16
3.1.13 AT+SYSGPIOWRITE: Configures the GPIO Output Level.........cooouviveeiiee e 16
3.1.14 AT+SYSGPIOREAD: Reads the GPIO INPUL LEVEL.....cccueriieeeeiee et 17
3.2 WIFT COMIMANG ...ttt e et e s et e e e et e e s et e e e esstee s e seaeesnsnteessanseeesennseessnnnnens 18
3.2.1 AT+CWMODE_CUR: Sets the Current WiFi mode; Not Saved in the Flash.........ccccccceveiiiiinecennenn. 18
3.2.2 AT+CWMODE_DEF: Set the operation mode, Save to Flash........ccccuviiieiiiicciiie e, 18
3.2.3 AT+CWIJAP_CUR: Connects to an AP; Configuration Not Saved in the Flash ..........cccccveieeciieeennenn. 19
3.2.4 AT+CWIJAP_DEF: Connects to an AP; Configuration Saved in the Flash.........cccccovvveieiiieeccciieeeciiee, 19
3.2.5 AT+CWLAPOPT: Sets the Configuration for the Command ATH+CWLAP ........ccceevveevieevieenieeeee e 20
3.2.6 ATHCWLAP: Lists AVAIlable APS ... ..eiieieeiee ettt e ettt e e e te e s e rtae e e e nte e e e senteeeennnneeaas 21
3.2.7 AT+CWQAP: DiscONNECES FromM the AP........eeeiiecie ettt etee et see e see e sve e e rte e e sree s sreeesrseesnneeenneees 22
3.2.8 AT+CWSAP_CUR: Configures the WizFi360 SoftAP; Configuration Not Saved in the Flash............... 22
3.2.9 AT+CWSAP_DEF: Configures the WizFi360 SoftAP; Configuration Saved in the Flash ...................... 23
3.2.10 AT+CWLIF: IP of Stations which are connected to WizFi360 SOftAP.........ccccceecveevieeiieenieecee e 24
3.2.11 AT+CWDHCP_CUR: Enables/Disables DHCP; Configuration Not Saved in the Flash........................ 24
3.2.12 AT+CWDHCP_DEF: Enables/Disables DHCP; Configuration Saved in the Flash........cccccoeveeeveeenne... 25
3.2.13 AT+CWDHCPS_CUR: Sets the IP Address Allocated by WizFi360 SoftAP DHCP; Configuration Not
Y= V=T I 1o T o T o PRSPPI 26
3.2.14 AT+CWDHCPS_DEF: Sets the IP Address Allocated by WizFi360 SoftAP DHCP; Configuration Saved in
1T 1SR 27
3.2.15 AT+CWAUTOCONN: Auto-Connects to the AP OF NOt ....covciiiiiciiie et 28
3.2.16 AT+CIPSTAMAC_CUR: Sets the MAC Address of the WizFi360 Station; Configuration Not Saved in
L 0TI 312 T o PRSP 29
3.2.17 AT+CIPSTAMAC_DEF: Sets the MAC Address of the WizFi360 Station; Configuration Saved in the
o= T 1SR 29
3.2.18 AT+CIPAPMAC_CUR: Sets the MAC Address of the WizFi360 SoftAP; Configuration Not Saved in the
1T TSP 30
3.2.19 AT+CIPAPMAC_DEF: Sets the MAC Address of the WizFi360 SoftAP; Configuration Saved in the Flash
.................................................................................................................................................................... 30
3.2.20 AT+CIPSTA_CUR: Sets the Current IP Address of the WizFi360 Station; Configuration Not Saved in
L 0TI 31 5T o PSPPSR 31
3.2.21 AT+CIPSTA_DEF: Set the static IP of WizFi360 Station, Saved to Flash.........cccccoveeeiiiieiicciieeciee, 32

3.2.22 AT+CIPAP_CUR: Sets the IP Address of the WizFi360 SoftAP; Configuration Not Saved in the Flash

WizFi360 AT command 1/66



.................................................................................................................................................................... 33
3.2.23 AT+CIPAP_DEF: Sets the IP Address of the WizFi360 SoftAP; Configuration Saved in the Flash ..... 33
3.2.24 AT+CWSTARTSMART: Start SMartCoNfig.....ccveeiiiiieeeceee ettt e et e e e eenra e e e srnee e 34
3.2.25 AT+CWSTOPSMART: Stop SMart CONTig...cccciieeeciie ettt et e eveee e sre e e et ae e e seaeeans 36
3.2.26 AT+WPS: Enables the WPS FUNCHION........ciiciieiriiiee ettt ettt e s e savee e s sae e e s saneeeessanee e s 36
3.2.27 AT+CWHOSTNAME: Configures the Name of WizFi360 Station ..........ccceeecveeieciieeecceee e, 37
3.2.28 AT+CWCOUNTRY_CUR: Set WiFi Country Code of WizFi360; Configuration Not Saved in the Flash
.................................................................................................................................................................... 37
3.2.29 AT+CWCOUNTRY_DEF: Set WiFi Country Code of WizFi360; Configuration Saved in the Flash...... 38
3.2.30 AT+WIZ_NETCONFIG: WebServer for setting SSID/PWD ......ccoveeeeeeeeeeeeeeeeeeeeereeeeee e eereeeeveeeenee s 39
3.3 TCP /1P COMMEANT ittt ittt e et e e et ee e e et e eeseaaaeeseeateeesaaeteseaaseeesaassaessssstsessassseessassaeesenssaessanns 40
3.3.1 AT+CIPSTATUS: Gets the CoONNECLION STATUS .....ccovviiiiriiiee et e e aaee s 40
3.3.2 AT+CIPDOMAIN: DNS FUNCHION ..c.itiieieiiie e ccteeeeeie et eeette e et e e e s aae e s e saa e e s sanstaeeesnneesenntaesssnsnnaans 41
3.3.3 AT+CIPSTART: Establishes TCP Connection, UDP Transmission or SSL Connection.........cccccevvvvveveeenees 41
3.3.4 AT+CIPSSLCCONF: Sets Configuration of WiFi360 SSL CHENt.....cccvveeeeciriee ettt 43
3.3.5 AT+CASEND: Sets the SSL CertifiCate.....ccuuiiiiiiee et ree e et e e et ae e e aaeeaas 44
3.3.6 AT+CIPSSLSIZE: Sets the Size of SSL BUFFEI.......uiiiii e 45
I T A Y O 1 =\ D YT e I F- | - [ SRR 45
3.3.8 ATHCIPSENDEX: SENAS data...c.uvveiiiuieeieiiierieiieeeesiitee st eeesttres st eeeeaaeeessaeeesssseaessssseaesssneeessnsseneens 46
3.3.9 AT+CIPSENDBUF: Writes Data into the TCP-Send-Buffer.........cccovvvivieerieeeie e 47
3.3.10 AT+CIPBUFRESET: Resets the Segment ID COUNT.....ccc.uveiieiiieieiiee et ceee e tae e e e e e nae e 48
3.3.11 AT+CIPBUFSTATUS: Checks the Status of TCP-Send-Buffer.........ccccovveeviieiiieccee e 49
3.3.12 AT+CIPCHECKSEQ: Checks If a Specific Segment Was Successfully Sent .........cccceeecvieeiccvneeccnnnnnn. 49
3.3.13 AT+CIPCLOSE: Closes the TCP/UDP/SSL CONNECTION ....eeiivurieeieeeieceitee ettt e eevtee e eseeeeeeateeeesveeeean 50
3.3.14 AT+CIFSR: Gets the LOCAl IP AdAIrESS. ... .uiiieeiieeeiieieeeiieeesrtee s eetiee st e e ssatae s s saeesesnneeessnneeessnneeeean 50
3.3.15 AT+CIPMUX: Enable or Disable Multiple CONNECIONS .........ceveeeiiieieiiee e 51
3.3.16 AT+CIPSERVER: Deletes/Creates TCP SEIVET ......ccuuiiicuieeeeeeieeeeieeeeeeeeeeeeatee e esteeeessaeesssanaseessneeeeas 52
3.3.17 AT+CIPSERVERMAXCONN: Set the Maximum Connection Number Allowed by Server.................. 52
3.3.18 AT+CIPMODE: Sets transmisSiON MOTE ......c.ueeiiriiieiriieeeeeiiteeseeeeeeireeessstee e s sreeeessreeessaneeeesnseeeens 53
3.3.19 AT+SAVETRANSLINK: Saves the Transparent Transmission Link in Flash; ........ccccccoeevveeiniiieeiinnnn. 53
3.3.20 AT+CIPSTO: Sets the TCP SErver TIMEOUL .......cccccveeeeciieeeeiteeeeeiteeeesteeessntaessesraeeasnsaeesenseseessnsseeann 55
3.3.21 AT+CIUPDATE: Updates the Software Through WiFi.........cccceeeeivieieiiiiee ettt e e v en 55
3.3.22 ATHPING: PiNG PACKELS ....eeiieiiiee ittt ettt e e e e ettt e e e e te e e s e aat e e e e stee e essnaeeennnteeeesssnnennn 56
3.3.23 AT+CIPDINFO: Shows the Remote IP and Port With +IPD ........ccccvviiiiiiriiiiie et 56
3.3.24 +IPD: ReCeIVE NETWOIK Data....ccccuiieieiiiee et e ettt e e ettt e e e te e e e e srae e e e s e e e esnaaeeenanteeeesnsnnennn 57
3.3.25 AT+CIPSNTPCFG: Sets the Configuration of SNTP..........ciiiiiiie i saeeee e 57
3.3.26 AT+CIPSNTPTIME: Checks the SNTP Time......cuiiicieeeeiiieeeeiee e eriiee st e e s svree s ssvte e s esaeeeessnteeessaeneeens 58
3.3.27 AT+CIPDNS_CUR: Sets User-defined DNS Servers; Configuration Not Saved in the Flash............... 58
3.3.28 AT+CIPDNS_DEF: Sets User-defined DNS Servers; Configuration Saved in the Flash....................... 59
3.3.29 AT+MQTTSET: Sets the Configuration of MQTT cONNECLION. ......uviieeciieeeciiee e e 60
3.3.30 AT+MQTTOPIC: Sets the Topic of Publish and SUubscribe........cccuvvieiiiricce e, 60
3.3.31 AT+MQTTCON: CONNECES T0 @ BrOKE ...veeieeiiieeeciiieeeceee ettt ettt e s et e e sae e e s sanae e e snnaeee e s 61
3.3.32 AT+MQTTPUB: PUDIiSh @ MESSAZE ...eicutiieieiiieectie ettt e eetie et e et e e rre e s ettae e erae e e eantaeeesraeeans 61
3.3.33 AT+MQTTDIS: Disconnects from @ Broker ........c.eccueeiiieirieinie e eesrteesee e svee e e ssseesseesnee s 62
3.3.34 AT+AZSET: Sets the Configuration of Azure 0T Hub connection.........ccccccvvveicciiieeeiieec e, 62
3.3.35 ATH+AZCON: CONNECES t0 @ AZURE .....uviiiieii ittt ettt et e e e e e s snr e e e s ssssnneeaeeesenssnnnes 62
N o 210 s = 1o I o 1 o U UU 64

WizFi360 AT command 2/66



@IZnet

1 Document Revision History

Ver. 1.0.0

Ver. 1.0.1

Ver. 1.0.2

Ver. 1.0.3

Ver.1.0.4

Ver.1.0.5

Ver. 1.0.6

Ver 1.0.7

Ver 1.0.7.2

Ver1.1.1.1

1AUG2019

14AUG2019

20AUG2019

23AUG2019

16SEP2019

140CT2019

160CT2019

0SMAR2020

12MAR2020

7JAN2021

Initial Release

Add AT+CWCOUNTRY_CUR, AT+CWCOUNTRY_DEF, AT+SYSIOSETCFG,
AT+SYSIOGETCFG, AT+SYSGPIODIR, AT+SYSGPIOWRITE, AT+SYSGPIOREAD, Pin List,
AT+CIPSERVERMAXCONN, AT+CWSTARTSMART, AT+CWSTOPSMART, NOTE of
UART_CUR(PA1),

Modify return value of AT+CIFSR, description of AT+SAVETRANSLINK, option of
AT+CWLAP and AT+CWLAPOPT(adding wps parameter), AT Command Overview,
description of AT+RESTORE, description of CIPAPMAC(not change the value)

Renewal Layout
Add AT+WPS, AT+SLEEP, AT+GSLP

Add MQTT commands
Add description of AT+CIPSTART SSL

Modify typing error

Modify CWMODE Factory Default

Add Azure commands, AT+SSLCCONF command and AT+CASEND command.
Modify typing error
Add Command History

Add AT+WIZ_NETCONFIG
Modify AT+CWSTARTSMART

Modify minor typos and error

Modify AT+WIZ_NETCONFIG
Modify AT+CWSTARTSMART

Modify minor typos and error

Modify AT+MQTTCON

WizFi360 AT command

3/66



K/‘?IZnet

2 AT Command Overview

2.1 AT Command Format

AT command = Of2i 2t Z2 Type O|H, 2= command 7t W7t X| B2 Ct X| /I5HX| &=Lt

Test Command AT Module O| normal transmission @1 X| 2} QIStL}

7t M
AT+<command>=<para0>,<paral> Parameter wm= =

0z

SICH 2t command HEE
Set Command

sy <paran> parameter 2| == CtELC},

Query Command  AT+<command>? A™E| O e E parameter at2 ST
Execute Command AT+<command> £ 74 function = A MBI},

Note:

1. AT command = L2 AfO/H, AT = A/Z}Sf 11 CR LF(=0x0A 0x0D) C = Z L/Lf

2. <command> = 229/ FE0/== S/0/3HF OJE =0/, <command>+= RST Lf CWMODE_CUR
5018+ 2t

3. ATcommand = 021 7S/ parameter = 7t& ++ Y20 Z1Zt9 parameter =2 &2 ZXF 20/
ZOf=E 8t P2 EILY,

4. Optional parameters = L= 2 [ | £ # 7/ &L}, 0| X2 ERSIA] YA Lf LIEILIA] YE2 +
olon HAELX Y2 FLI/EHCE HEEIL

5. String parameters = = I} S H = H [0} 0] 712 &/}

<
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2.2 Response Format

AT Command Of| CH 3t Return values = CF21f ZC}.

ERROR

Error Messages
ALREADY CONNECTED

SEND FAIL

OK
+<Command>: <paral>, ..,<paran>
OK

SEND OK
Success

Message

<description>

OK

X|stX| %= AT HHOIAL HRE

.
S

np2rof & 7 g 2| ALt

TCP, UDP, SSL connection O] O|0| HZAE|0]

UL,

Network Data & 0| A IfSHC}.

Set command 7} 3™ 0 2 M| QLT

Network Data & 0| M5 S}RULCH

Query EE£ Execute Command 7} &XO 2

MyEYn S AUSe s
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2.3 List of Messages

command O|CHB} return gttt == Of2fOfl i A|X| 7} return EICH

ready AT firmware 7} Z=H| &

WIFI CONNECTED WizFi360 Station O] AP 2t A A &l

WIFI GOT IP WizFi360 Station O| AP 22 E |p £ T & &3
WIFI DISCONNECTED WizFi360 Station O| AP 22 E{o| HZ0| B

Busy sending. WizFi360 O] O| ™ input 2 M5 5 0|22 MZ2 input Of

busy s... R
S = 8l
Busy processing. WizFi360 O] O| input 2 X2| & O|E2 MEZ
busy p... N
input Off S &< == giCh
<Link ID>, CONNECT <Link ID>7} Network O &< &
<Link ID>, CLOSED <Link ID>7} Network 2t 40| 224
+IPD Network Cl| O] E{ =41
+STA_CONNECTED: <mac> WizFi360 SoftAP Of| Station O &1 Z &
+DIST_STA_IP: <mac>, <ip addr> WizFi360 SoftAP 7} & 2 =l station Of| Al 1P & & &t
+STA_DISCONNECTED: <smac> WizFi360 SoftAP Off & Z k| % H station 2| HZ0| B
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2.4 Enter AT normal transmission mode

WizFi360 = Normal transmission mode 2t transparent mode 7t QULE.

WizFi360 O| Normal transmission mode & St & A2, AT Command & &S+t Normal transmission mode =

AT\r\n & = = \"\nOK\r\n = return 2O} = QISHLC},

LS

WizFi360 Ol transparent mode 2| 2% AT Command £ &2 SHX| &=Lt peer 2t H|O|Ef 410t 7551,

gt AL Normal transmission mode & T 2tSHC

FU|[IJ

A

Note:
1. TCP EAO] AL E/0f U1 transparent mode = SZXtof 0 QS -2 Normal transmission mode =

M1 €8 35 O1Z2 FolF
2. “sr” QB AL w2 QIS X 02 Serial S E0f S0/9/0F 10, HOIE 1 £} A/t FEEAT HE Y2

i

EE2 g+ A ELL.

3. WizFi360 S/ default mode = Normal transmission mode O/LF
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3 AT Command Description

AT Command list

AT Tests AT Startup
AT+RST Restarts the module
AT+GMR Checks Version Information
AT+GSLP Enters Deep-sleep Mode
ATE AT Commands Echoing
AT+RESTORE Restores the Factory Default settings
System AT+UART_CUR Current UART Configuration; Not saved to Flash
control
commands AT+UART_DEF Default UART Configuration; Saved in the Flash

AT+SLEEP Configures the Sleep Modes
AT+SYSIOSETCFG Configures 10 Working Mode
AT+SYSIOGETCFG Checks 10 Working Mode
AT+SYSGPIODIR Configures the Direction of a GPIO
AT+SYSGPIOWRITE Configures the GPIO Output Level
AT+SYSGPIOREAD Reads the GPIO Input Level
AT+CWMODE_CUR Sets the Current WiFi mode; Not Saved in the Flash
AT+CWMODE_DEF Set the operation mode, Save to Flash
AT+CWIJAP_CUR Connects to an AP; Configuration Not Saved in the Flash
AT+CWIJAP_DEF Connects to an AP; Configuration Saved in the Flash
AT+CWLAPOPT Sets the Configuration for the Command AT+CWLAP
AT+CWLAP Lists Available APs

WiFi AT+CWQAP Disconnects from the AP

command AT+CWSAP_CUR Configures the WizFi360 SoftAP; Configuration Not Saved in the Flash

AT+CWSAP_DEF Configures the WizFi360 SoftAP; Configuration Saved in the Flash
AT+CWLIF IP of Stations to Which the WizFi360 SoftAP is Connected
AT+CWDHCP_CUR Enables/Disables DHCP; Configuration Not Saved in the Flash
AT+CWDHCP_DEF Enables/Disables DHCP; Configuration Saved in the Flash

Sets the IP Address Allocated by WizFi360 SoftAP DHCP; Configuration Not

AT+CWDHCPS_CUR
Saved in Flash
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TCP/IP

command

AT+CWDHCPS_DEF

AT+CWAUTOCONN

AT+CIPSTAMAC_CUR

AT+CIPSTAMAC_DEF

AT+CIPAPMAC_CUR

AT+CIPAPMAC_DEF

AT+CIPSTA_CUR

AT+CIPSTA_DEF
AT+CIPAP_CUR
AT+CIPAP_DEF
AT+CWSTARTSMART
AT+CWSTOPSMART
AT+WPS
AT+CWHOSTNAME
AT+CWCOUNTRY_CUR
AT+CWCOUNTRY_DEF
AT+WIZ_NETCONFIG
AT+CIPSTATUS
AT+CIPDOMAIN
AT+CIPSTART
AT+CIPSSLSIZE
AT+SSLCCONF
AT+CASEND
AT+CIPSEND
AT+CIPSENDEX
AT+CIPSENDBUF
AT+CIPBUFRESET
AT+CIPBUFSTATUS

AT+CIPCHECKSEQ

Sets the IP Address Allocated by WizFi360 SoftAP DHCP; Configuration Saved in
Flash

Auto-Connects to the AP or Not

Sets the MAC Address of the WizFi360 Station; Configuration Not Saved in the
Flash

Sets the MAC Address of the WizFi360 Station; Configuration Saved in the Flash

Sets the MAC Address of the WizFi360 SoftAP; Configuration Not Saved in the
Flash

Sets the MAC Address of the WizFi360 SoftAP; Configuration Saved in the Flash

Sets the Current IP Address of the WizFi360 Station; Configuration Not Saved in
the Flash

Set the static IP of WizFi360 Station, Saved to Flash

Sets the IP Address of the WizFi360 SoftAP; Configuration Not Saved in the Flash
Sets the IP Address of the WizFi360 SoftAP; Configuration Saved in the Flash
Start SmartConfig

Stop Smart Config

Enables the WPS Function

Configures the Name of WizFi360 Station

Set WiFi Country Code of WizFi360; Configuration Not Saved in the Flash
Set WiFi Country Code of WizFi360; Configuration Saved in the Flash
WebServer for setting SSID/PWD (Default: 192.168.36.1)

Gets the Connection Status

DNS Function

Establishes TCP Connection, UDP Transmission or SSL Connection

Sets the Size of SSL Buffer

Sets Configuration of WiFi360 SSL Client

Sets the SSL certificate

Send data

Sends data when length of data is <length>, or when \0 appears in the data
Writes Data into the TCP-Send-Buffer

Resets the Segment ID Count

Checks the Status of TCP-Send-Buffer

Checks If a Specific Segment Was Successfully Sent

WizFi360 AT command
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AT+CIPCLOSE
AT+CIFSR
AT+CIPMUX
AT+CIPSERVER
AT+CIPSERVERMAXCONN
AT+CIPMODE
AT+SAVETRANSLINK
AT+CIPSTO
AT+CIUPDATE
AT+PING
AT+CIPDINFO
+IPD
AT+CIPSNTPCFG
AT+CIPSNTPIME
AT+CIPDNS_CUR
AT+CIPDNS_DEF
AT+MQTTSET
AT+MQTTTOPIC
AT+MQTTCON
AT+MQTTPUB
AT+MQTTDIS
AT+AZSET

AT+AZCON

Closes the TCP/UDP/SSL Connection

Gets the Local IP Address

Enable or Disable Multiple Connections

Deletes/Creates TCP Server

Set the Maximum Connection Number Allowed by Server
Sets transmission mode

Saves the Transparent Transmission Link in Flash;

Sets the TCP Server Timeout

Update the Firmware

Ping Packets

Shows the Remote IP and Port with +IPD

Receive Network Data

Sets the Configuration of SNTP

Checks the SNTP Time

Sets User-defined DNS Servers; Configuration Not Saved in the Flash
Sets User-defined DNS Servers; Configuration Saved in the Flash
Sets the Configuration of MQTT connection

Sets the Topic of Publish and Subscribe

Connects to a Broker

Publish a message

Disconnects from a Broker

Sets the Configuration of Azure loT Hub connection

Connects to a Azure loT Hub

WizFi360 AT command
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3.1 System Control Commands

3.1.1 Tests AT Startup

Execute command

Commands AT

Response OK

3.1.2 AT+RST: Restarts the module

Execute command

Commands AT+RST

Response OK

3.1.3 AT+GMR: Checks Version Information

Execute Command

Commands AT+GMR
<AT version info>
<SDK version info>

Response <compile time>

OK

<AT version info>: AT versionOf| 25t M &,

Parameter <SDK version info>: SDK version O] 23t HE

<compile time>: BIN compile time.

AT+GMR

AT version:1.0.1.0(Jun 6 2019 17:49:31)
Example SDK version:3.0.0(a0ffffof)

compile time:Jun 6 2019 17:49:31

OK

3.1.4 AT+GSLP: Enters Deep-sleep Mode

Set Command

Commands AT+GSLP=<time>
i
Function WizFi360 2 <time>A|Zt& 2t Deep-sleep 2 O 7 Of LhC,

WizFi360 AT command 11/ 66
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Response OK

Parameter <time>: WizFi360 2| sleep A|ZF. 2|+ 1000~65535 ms O|LC}.
AT+GSLP=3000

Example
oK

3.1.5 ATE: AT Commands Echoing

Execute command

Commands ATE
Response OK

ATEO: echo off

IR ATE1: echo on.

. =, SL71ol8 AL E S5 HO
= .
0| Command &= command echo  trigger St7|?|5lf AL EICt. ATE command 7t AF&E B¢

U= El command = CHA| return EICH

Note

3.1.6 AT+RESTORE: Restores the Factory Default settings

Execute command

Commands AT+RESTORE[=<type>]

Response OK
<type>:
Parameter « 0: Station mac address £ 573t} (default)

-1: 2= ¥ S S0

A 2 factory default
Cf.

Not O] command = flash Off X & &|0f Q)= Station mac address L= 2=
ote

4o 2 2RBICH EEBE O] Command 7+ A E I module 2 reset &

3.1.7 AT+UART_CUR: Current UART Configuration; Not saved to Flash

_ Query command Set Command

AT+UART_CUR=<baudrate>,<databits>,<stop
? — ’ ’
Commands AT+UART_CUR: bits>,<parity>,<flow control>

+UART_CUR:<baudrate>,<databits>,<stop

bits>,<parity>,<flow control>

Response OK

OK
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Default Value 115200,8,1,0,0

<baudrate>: UART baud rate
2000000, 1500000, 1000000, 921600, 460800, 230400, 115200 (factory default), 57600, 38400,
19200, 14400, 9600, 4800, 2400, 1800, 1200, 600
<databits>: data bits
¢ 5: 5-bit data
® 6: 6-bit data
e 7:7-bit data
¢ 8: 8-bit data (factory default)
<stopbits>: stop bits
e 1: 1-bit stop bit (factory default)
e 2: 2-bit stop bit
<parity>: parity bit
¢ 0: None (factory default)
¢ 1:0dd
e 2: Even
<flow control>: flow control
¢ 0: disable RTS/CTS flow control (factory default)
e 1: enable RTS/CTS flow control

Parameter

o O] H°H2 flash Of| MY E|X| =L

LS T

O] command £ WizFi360 2| PA1 Pin 1t ¥ Z=IC} pA1 Pin O] 3 = &2 low level O] & A2 O]
Note command 2| parameter 7} default 22 2 =& EI L},

THOF hardware flow control O enable & Z - user device 2 WizFi360 2| flow control pin &
A AT} XpMBH AFEE2 wizFi3e0 2 & 115tEL

AT+UART_CUR? AT+UART_CUR=115200,8,1,0,0

Example +UART_CUR:115200,8,1,0,0
OK
OK

3.1.8 AT+UART_DEF: Default UART Configuration; Saved in the Flash

AT+UART_DEF=<baudrate>,<databits>,<stop

Commands AT+UART_DEF? . -
bits>,<parity>,<flow control>

+UART_DEF:<baudrate>,<databits>,<stop

bits>,<parity>,<flow control>

Response OK

OK
Default Value 115200,8,1,0,0

<baudrate>: UART baud rate
2000000, 1500000, 1000000, 921600, 460800, 230400, 115200 (factory default), 57600, 38400,
19200, 14400, 9600, 4800, 2400, 1800, 1200, 600
<databits>: data bits
e 5: 5-bit data
® 6: 6-bit data

Parameter
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e 7: 7-bit data
* 8: 8-bit data (factory default)
<stopbits>: stop bits
e 1: 1-bit stop bit (factory default)
e 2: 2-bit stop bit
<parity>: parity bit
¢ 0: None (factory default)
e 1: Odd
e 2: Even
<flow control>: flow control
¢ 0: disable RTS/CTS flow control (factory default)
e 1: enable RTS/CTS flow control

HE 2 flash Of MEEICE
OF hardware flow control O enable & Z % user device 2t WizFi360 2| flow control pin =
A AT XpM B AFE2 wizFi3e0 2 &1 5teL.

0]
o

|
Note o F

AT+UART_DEF? AT+UART_DEF=115200,8,1,0,0
Example +UART_DEF:115200,8,1,0,0
OK
OK

3.1.9 AT+SLEEP: Configures the Sleep Modes

|
- Query Command Set Command
[ [

Commands AT+SLEEP? AT+SLEEP=<sleep mode>

+SLEEP:<sleep mode>
Response OK
OK

<sleep mode>:
¢ 0: disables sleep mode

Parameter e 1: Light-sleep mode
¢ 2: Modem-sleep mode (factory default)
AT+SLEEP? AT+SLEEP=1
Example +SLEEP:2
OK
OK
Note ¢ O] command £ Station mode 0| A| At EIC}.

3.1.10 AT+SYSIOSETCFG: Configures IO Working Mode

_
\

Commands AT+SYSIOSETCFG=<pin>,<mode>,<pull-up>

WizFi360 AT command 14/ 66



WiZnet

Response oK

<pin>: 10 pin number
<mode>: |10 mode

3 RESERVED
6 RESERVED
7 UART1_CTS
9 RESERVED
10 RESERVED
11 RESERVED

Parameter 12 RESERVED
13 RESERVED
14 RESERVED
16 UART1_RTS
19 RESERVED
20 RESERVED

<pull-up>:

¢ 0: Disable pull-up
¢ 1: Enable pull-up

AT+SYSIOSETCFG=12,1,0

Example
OK

3.1.11 AT+SYSIOGETCFG: Checks 10 Working Mode

Commands AT+SYSIOGETCFG=<pin>

+SYSIOGETCFG:<pin>,<mode>,<pull-up>

Response
OK

<pin>: 10 pin number
<mode>:

¢ 0: default mode

Parameter * 1: GPIO mode
<pull-up>:
* O: Disable pull-up
* 1: Enable pull-up

AT+SYSIOGETCFG=12
Example +SYSIOGETCFG:12,1,0

OK

GPIOPA 0
GPIOPB_6
GPIOPB_9
GPIOPB_15
GPIOPB_18
GPIOPB_13
GPIOPB_14
GPIOPB_17
GPIOPB_16
GPIOPB_10
GPIOPB_7
GPIOPB_8
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3.1.12 AT+SYSGPIODIR: Configures the Direction of GPIO

_
\

Commands AT+SYSGPIODIR=<pin>,<dir>

OK
Response NOT GPIO MODE!
ERROR
Note 10 pin mode 7} GPIO mode 7} Ot &€ command & "NOT GPIO MODE!" & return $FLCY.

<pin>: 10 pin number
<dir>:

Parameter * 0: input mode & (ZF2f GPIO 7t input mode & 42 A& 2 2 pull-up £ CL)
e 1: output mode A7
AT+SYSIOSETCFG=12,1,1
OK
Example

AT+SYSGPIODIR=12,0

OK

3.1.13 AT+SYSGPIOWRITE: Configures the GPIO Output Level

Commands AT+SYSGPIOWRITE=<pin>,<level>

oK

Response NOT GPIO MODE!
ERROR

Note 10 pin mode 7} output mode 7t OF'2 A2 command = "NOT OUTPUT MODE!" £ return $tC}.
<pin>: 10 pin number
<level>:

Parameter * 0: low level &7

« 1: high level 271

AT+SYSIOSETCFG=12,1,1
oK

Example

AT+SYSGPIODIR=12,0

OK
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3.1.14 AT+SYSGPIOREAD: Reads the GPIO Input Level

IIIIIIIIIIIiiH!HHHHiHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
\

Commands AT+SYSGPIOREAD=<pin>

+SYSGPIOREAD:<pin>,<dir><level>
Response OK

NOT GPIO MODE!
ERROR

Note 10 pin mode 7} GPIO mode 7t Ot 2 A command = "NOT GPIO MODE!" = return SHC}.

<pin>: 10 pin number
<dir>:

* 0: input mode

Parameter * 1: output mode
<level>:

* 0: low level

* 1: high level
AT+SYSIOSETCFG=12,1,1
oK
AT+SYSGPIODIR=12,0

Example OK
AT+SYSGPIOREAD=12
+SYSGPIOREAD:12,0,1

OK
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3.2 WiFi command

3.2.1 AT+CWMODE_CUR: Sets the Current WiFi mode; Not Saved in the

Flash
_ Query command Set Command
[ [
Commands AT+CWMODE_CUR? AT+CWMODE_CUR=<mode>

+CWMODE_CUR:<mode>

Response OK
OK
<mode>:
« 1: Station mode
Parameter
¢ 2: SoftAP mode (factory default)
« 3: Station + SoftAP mode
AT+CWMODE_CUR? AT+CWMODE_CUR=1
Example AT+CWMODE_CUR:1
OK
OK
Note O] 872 flash Of M & | X| Y=L

3.2.2 AT+CWMODE_DEF: Set the operation mode, Save to Flash

Query command ‘ Set Command
Commands AT+CWMODE_DEF=? AT+CWMODE_DEF=<mode>

+CWMODE_DEF:<mode>
Response OK
oK

<mode>:

¢ 1: Station mode

Parameter
¢ 2: SoftAP mode (factory default)
« 3: Station + SoftAP mode
AT+CWMODE_DEF? AT+CWMODE_DEF=1
Example +CWMODE_DEF:1
OK
OK
Note 0| @™ flash Off MZH=ICt,
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3.2.3 AT+CWIJAP_CUR: Connects to an AP; Configuration Not Saved in the

Flash
Commands AT+CWIJAP_CUR? AT+CWIJAP_CUR=<ssid>,<pwd>[,<bssid>]
Function WizFi360 Station O| HZ%t Ap & 2 QITHCY WizFi360 O| H1 AL Ap E A IO}
OK
+CWIJAP_CUR:<ssid>,<bssid>,<channel>,<rssi>
Response +CWIJAP_CUR:<error code>
OK
FAIL

<ssid>: string parameter, target AP 2| SSID, MAX: 32 bytes.

<pwd>: string parameter, target AP 2| password, MAX: 64-byte ASCII.

[<bssid>]: string parameter, target AP 2| MAC address, Z2 SSID £ 7HE {2 72| ap =0| Q2 [
ALEEICE

<channel>: channel number

Parameter <rssi>: signal strength.
<error code>: (for reference only)

¢ 1: connection timeout.
* 2: wrong password.
* 3: cannot find the target AP.

* 4: connection failed.

AT+CWIJAP_CUR="ab\\\,c","12345678\"\\","00:0

8:DC:11:12:13"
AT+CWIAP_CUR?
* - (SSID: ab\,c
Password: 12345678"\)
Example
+CWJAP_CUR="WIZNETSZ","00:08:dc:9c:ef:b6",1
2,-75
! OK
OK
o O| 2 flash Off X & | K| =Lt
Note ¢ O] command = Station mode EE= SoftAP+Station mode Of| A| AF2 745 SICL.
* SSID EE & password 7", \ 2t €2 EFTEXIE is.:f |'-T'- A AL escape(\) =AH7t E QS}Ct

3.2.4 AT+CWIJAP_DEF: Connects to an AP; Configuration Saved in the Flash

Commands AT+CWJAP_DEF? AT+CWIJAP_DEF=<ssid>,<pwd>[,<bssid>]
Function WizFi360 Station O| HZ%tAp & 2 QIHCY WizFi360 O| Z1 AL ap E AL
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OK
+CWIJAP_DEF:<ssid>,<bssid>,<channel>,<rssi>
Response +CWIJAP_DEF:<error code>
OK
FAIL

<ssid>: string parameter, target AP 2| SSID, MAX: 32 bytes.

<pwd>: string parameter, target AP 2| password, MAX: 64-byte ASCII.

[<bssid>]: string parameter, target AP 2| MAC address, 2= SSID & 7%l {21 7H2| AP 0| /UZ
of AL EIC,

<channel>: channel number

Parameter <rssi>: signal strength.
<error code>: (for reference only)

¢ 1: connection timeout.
* 2: wrong password.
* 3: cannot find the target AP.

* 4: connection failed.

AT+CWIJAP_DEF="ab\\\,c","12345678\"\\","00:0

8:DC:11:12:13"
AT+CWIJAP DEF?
* - (SSID: ab\,c
Password: 12345678"\)
Example
+CWIJAP_DEF="WIZNETSZ","00:08:dc:9c:ef:b6",1
2,-75 oK
OK
« O] @™ L2 flash Of M ZH=ICE,
Note « 0| command £ Station mode EE= SoftAP+Station mode 0| Al A& 75 SFLCt
* SSID EE = password 7", \ 2 £ 2 E+EXIE i@a:‘— U AL escape(\) =AH7t 2 S}

3.2.5 AT+CWLAPOPT: Sets the Configuration for the Command AT+CWLAP

Commands AT+CWLAPOPT=<sort_enable>,<mask>

Response OK

<sort_enable>: AT+CWLAP command 2| Z1E RssI 440 (2t » E kLt
« 0: RSS! Off 2} F&SHX| Q=L (factory default)
« 1: RssI Of| 2t F & otet.
Parameter <mask>: AT+CWLAP command 2| Z1}0j| Al 2 0§ = parameter == &Lt bit 7t1 Y 42
SIS parameter & 20| H 0 LB R B FX| A =L},

Bit10  Bit9 Bit8 Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bitl BitO
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WPS - - - - -

AT+CWLAPOPT=1,1055
HHRY parameter 1 = AT+CWLAP 2| Z1}HE RS
=

Example parameter 1055 = 0b10000011111 22 2
OK
Note « O] @2 flash Of &L X| Q=L

3.2.6 AT+CWHLAP: Lists Available APs

Commands AT+CWLAP

Function To list all available APs..

RSS! Off LCF2}

o
parameter == E0 &2

CH MAC  RSSI SSID ECN

2etS o|0[5HH, F R
o|OjgtCt)

AT+CWLAP=<ssid>[,<mac>][,<channel>]

To query the APs with specific SSID and MAC on
a specific channel.

+CWLAP:([<ecn>,<ssid>,<rssi>,<mac>,<channel>,<wps>))

Response
OK

<ecn>: encryption method.
 0: OPEN
e 1: WEP
* 2: WPA_PSK
* 3: WPA2_PSK
« 4: WPA_WPA2_PSK

Parameter . . .
<ssid>: string parameter, AP 2| ssid

<rssi>: signal strength.
[<mac>]: string parameter, AP 2| MAC address.

[<channel>]: channel number
<WpS>:

« 0: WPS = disable =IC}.
e 1: WPS = enable =IC},

AT+CWLAP

+CWLAP: (4,"WIZnet",-57,"00:08:dc:6a:46:2¢e",1,1)

Examplel
P +CWLAP: (3,"WIZNETSZ",-75,"00:08:dc:9c:ef:b6",12,1)

OK

Example2 -

AT+CWLAP="WIZNETSZ"

+CWLAP:(3,"WIZNETSZ",-75,"00:08:dc:9c:ef:b6",12,1)

OK

AT+CWLAP="WIZNETSZ","",12

+CWLAP:(3,"WIZNETSZ",-75,"00:08:dc:9c:ef:b6",12,1)

OK
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« 0| command £ Station mode EE= SoftAP+Station mode 0| Al A& 7+ SICt

Note * Response 0| A EA|Z|= parameter == CWLAPOPT command 2| A7 0f HZ =Tt

« optional parameter & <channel>2F A ™5t10 42 A2 Example2 2F 20| ALt

3.2.7 AT+CWQAP: Disconnects from the AP

_ Execute Command
[

Commands AT+CWQAP
Response OK
AT+CWMODE_DEF=1
OK
AT+CWJAP_DEF="WIZNETSZ","12345678"
Example
OK

AT+CWQAP

OK

3.2.8 AT+CWSAP_CUR: Configures the WizFi360 SoftAP; Configuration Not
Saved in the Flash

Query command Set Command

AT+CWSAP_CUR=<ssid>,<pwd>,<chl><ecn>[,<m
ax conn>][,<ssid hidden>]

\

Function WizFi360 SoftAP 2| Parameter & ZHQIGHC} WizFi360 SoftAp & A ALY,

Commands AT+CWSAP_CUR?

+CWSAP_CUR:<ssid>,<pwd>,<chl>,<ecn>,<max
e conn>,<ssid hidden> oK

OK

Default Value = WizFi360_36036","",1,0,4,0

<ssid>: string parameter, SoftAP 2| SSID. 1~32byte 2 &8 7SSt
<pwd>: string parameter, SoftAP 2| password. 8~64byte £ & 7} 5tL}
<chl>: channel number. 1~13 2| H|E 7}ZICH
Parameter <ecn>: Y2 o} B4l
¢ 0: OPEN
e 2: WPA_PSK
e 3: WPA2_PSK
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Example

Note

[<max conn>]: WizFi360 Of| A = U&= X[CH Station 5. 1~4 2 BT = oM 7|24t
4 0O|Ct,
[<ssid hidden>]:

« 0: SSID = broadcast EILt. (factory default)

* 1: SSID = broadcast &/ X| #+&C

AT+CWSAP_CUR? AT+CWMODE_CUR=2
+CWSAP_CUR=“WizFi360","12345678",5,3,4,0 OK

OK AT+CWSAP_CUR="WizFi360","12345678",5,3,4,
0

OK
« O] 782 flash Off MYE|X| =0

« 0| command £ SoftAP mode == SoftAP+Station mode 0| A AF2 745 3}CY.

o <ssid hidden> A& 2 28H, <max conn>= BEEA| A7 £| 0 OF SHC}.

3.2.9 AT+CWSAP_DEF: Configures the WizFi360 SoftAP; Configuration
Saved in the Flash

Commands

Function

Response

Default Value

Parameter

?
AT+CWSAP_DEF: ax conn>][,<ssid hidden>]

WizFi360 SoftAP 2| Parameter £ 2HQISHC} WizFi360 SoftAP £ A stC},

+CWSAP_DEF:<ssid>,<pwd>,<chl>,<ecn>,<max
conn>,<ssid hidden> oK

OK

WizFi360_36036","",1,0,4,0

<ssid>: string parameter, SoftAP 2| SSID. 1~32byte 2 ™ 715 3S}Lt.
<pwd>: string parameter, SoftAP 2| password. 8~64byte & &7 7}-5SICt.
<chl>: channel number. 1~13 2| HQ| & 7} TILC}.

<ecn>: Yz 2} HHAl

« 0: OPEN
« 2: WPA_PSK
« 3: WPA2_PSK
[<max conn>]: WizFi360 Off A ZE = U= Z|0f Station ==, 174 B2 - = A2 7| 242
4 0|C},

[<ssid hidden>]:
« 0: SSID = broadcast EIL}. (factory default)

WizFi360 AT command 23 /66

AT+CWSAP_DEF=<ssid>,<pwd>,<chl>,<ecn>[,<m



6-VJIZnet

¢ 1: SSID = broadcast &|X| &=L},

AT+CWSAP_DEF? AT+CWMODE_DEF=2

+CWSAP_DEF="WizFi360","12345678",5,3,4,0 OK

Example oK AT+CWSAP_DEF="WizFi360","12345678",5,3,4,
0
OK
« O] @™ L2 flash Of| MZHEICY,
Note « 0] Command = 0| command = SoftAP mode EE = SoftAP+Station mode 0| M AFE 745 3}LY.

« <ssid hidden> AF2 2 25H, <max conn>= BtEA| A |0 Of SHLF

3.2.10 AT+CWLIF: IP of Stations which are connected to WizFi360 SoftAP

\

Commands AT+CWLIF

<ip>,<mac>
Response
OK
<ip>: string parameter, WizFi360 SoftAP Off & Z &l station 2| IP address
Parameter
<mac>: string parameter, WizFi360 SoftAP Off & Z &l station 2| MAC address
AT+CWMODE_DEF=2
OK
AT+CWSAP_DEF="WizFi360","12345678",1,2
Example
OK
AT+CWLIF
"192.168.4.2","18:cf:5e:c5:ce: 76"
« O] command £ static IP £ 2QIg &= QIC}.
Note « O] Command £ WizFi360 SoftAP 2 WizFi360 SoftAP Off &1 Z &l station 2| DHCP 7t &'d =}

&|0fQL0jOF SEFBHLE

3.2.11 AT+CWDHCP_CUR: Enables/Disables DHCP; Configuration Not
Saved in the Flash

|
- Query command ‘ Set Command
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Commands

Function

Response

Parameter

Example

Note

AT+CWDHCP_CUR?
DHcp 2782 =felotrt.
+CWDHCP_CUR:<para>

OK

<para>
« 0: SoftAP DHCP 2} Station DHCP £ disable
otCt,
« 1: SoftAP DHCP = enable S} Station
DHCP £ disable 2L,
« 2: SoftAP DHCP = disable St Station
DHCP £ enable 2L},
* 3: SoftAP DHCP 2} Station DHCP &
enable StC, (factory default)

AT+CWDHCP_CUR?
+CWDHCP_CUR:1
OK

. 0|

HHE flash Off M & | X[ &=L,

o5 =
« O] Command
commands)2} &= A& ST

« DHCP 7} enable | & static IP = disable EIC}.
» static IP 7} enable &| M DHCP = disable EI L.

AT+CWDHCP_CUR=<mode>,<en>

DHcp £ A7dtCt.

OK

<mode>
« 0: WizFi360 SoftAP & H
« 1: WizFi360 Station &7

« 2: SOftAP, Station 2+ A
<en>

¢ 0: Disable DHCP
¢ 1: Enable DHCP

AT+CWDHCP_CUR=1,1

OK

A2 static-IP-related AT commands (AT+CIPSTA-related, AT+CIPAP-related

* DHCP EE = static IP & OFX| 2 Ao 2t 27 = Ct

3.2.12 AT+CWDHCP_DEF: Enables/Disables DHCP; Configuration Saved in

the

Commands

Function

Response

Parameter

Flash

AT+CWDHCP_DEF?
DHcp 278 = =hQlotrt,
+CWDHCP_DEF:<para>

OK

<para>
« 0: SoftAP DHCP 2} Station DHCP £ disable
St

AT+CWDHCP_DEF=<mode>,<en>

273 otot.

DHCP &

OK

<mode>
« 0: WizFi360 SoftAP & H
« 1: WizFi360 Station &7
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« 1: SoftAP DHCP + enable S}11 Station * 2: SoftAP, Station 2 & &7
DHCP £ disable 2L}, <en>

* 2: SoftAP DHCP = disable 5} Station * 0: Disable DHCP

DHCP = enable 3L}, * 1: Enable DHCP
« 3: SoftAP DHCP 2} Station DHCP &

enable $HC}.

Factory default:
v. 1.0.x.x 0| A: 0

v.1.1.xx O A{: 3

AT+CWDHCP_DEF? AT+CWDHCP_DEF=1,1
Example +CWDHCP_DEF:1
OK
OK

« O] H72 flash Off X ZEICF.

« 0| command & ™ & static-IP-related AT commands (AT+CIPSTA-related, AT+CIPAP-related
commands)2} &= A& ST

* DHCP 7} enable & ™ static IP = disable EIC}.

« static IP 7} enable =| ™ DHCP = disable EIC}.

« DHCP EE = static IP = OFX| 9 275 0f| 2t 27 EICH.

Note

3.2.13 AT+CWDHCPS_CUR: Sets the IP Address Allocated by WizFi360
SoftAP DHCP; Configuration Not Saved in Flash

AT+CWDHCPS_CUR=<enable>[,<lease

Commands AT+CWDHCPS_CUR? .
time>,<start IP>,<end IP>]

] WizFi360 SoftAP DHCP Server 2| IP address WizFi360 SoftAP DHCP Server 2| IP address
unction

IS =Helottt. HelS 2ot

+CWDHCPS_CUR: <lease time>,<start IP>,<end

P>
Response OK

OK

Default Value  120,"192.168.36.2","192.168.36.101"

<enable>:
« 0: default IP H|E AFESICL,
«1:1p HYE HETILCL

[<lease time>]: lease time; unit: minute; range [1, 2880]

Parameter
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[<start IP>]: string parameter, WizFi360 SoftAP DHCP Of| A] &t &S|= 1P address H /2] start IP.
[<end IP>]: string parameter, WizFi360 SoftAP DHCP Ol Al & St= 1P address B 2|2 end IP.

AT+CWDHCPS_CUR? AT+CWDHCP_CUR=0,1

+CWDHCPS_CUR:120,"192.168.0.2","192.168.0. oK

101"
Examplel AT+CWDHCPS_CUR=1,120,"192.168.0.100","192
OK .168.0.200"
OK
AT+CWDHCPS_CUR=0
Example2 -
OK
« O] B2 flash Of] N & | X| 2=Ct,
« 0| Command = WizFi360 O| SoftAP mode O| 11 DHCP 7} enable & [} At23tCt
Note « IP address = SoftAP 2| IP address 2t &2 network segment O OfF $HC}.

« <lease time> AF2 S 2|dl], <start IP>2f <end IP>= HHEA| AN | O OfF SHCF, OFXHIHX| 2 <start
IP>2} <end IP> AFE S 2|9H, <lease time> = HFEA| AN &|0{OF $HCF

3.2.14 AT+CWDHCPS_DEF: Sets the IP Address Allocated by WizFi360
SoftAP DHCP; Configuration Saved in Flash

AT+CWDHCPS_DEF=<enable>[,<lease

C AT+CWDHPCS_DEF?
TS S - time>,<start IP>,<end IP>]

: . WizFi360 SoftAP DHCP Server 2| IP address WizFi360 SoftAP DHCP Server 2| IP address
unction

HRE =folotot HRE 27t

+CWDHCPS_DEF: <lease time>,<start IP>,<end

IP>
Response oK

OK

Default Value  120,"192.168.36.2","192.168.36.101"

<enable>:
« 0: default IP HP[E A SICH
«1:1p HEIE 27Tt}
[<lease time>]: lease time; unit: minute; range [1, 2880].
[<start IP>]: string parameter, WizFi360 SoftAP DHCP Of| A] & &S|= 1P address H /2] start IP.
[<end IP>]: string parameter, WizFi360 SoftAP DHCP Ol Al & St= 1P address B 22| end IP.

Parameter

Factory Default:
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Examplel

Example2

Note

v. 1.0.x.x Ol A: [<start IP>] 2! [<end IP>] 0.0.0.0
v. 1.1.x.x Ol A: [<start IP>] - 192.168.36.2, [<end IP>] - 192.168.36.101

AT+CWDHCPS_DEF? AT+CWDHCP_DEF=0,1

+CWDHCPS_DEF:120,"192.168.0.2","192.168.0. QK
101"

AT+CWDHCPS_DEF=1,120,"192.168.0.100","192
oK .168.0.200"

OK

AT+CWDHCPS_DEF=0

OK

« O] A7 2 flash Of| X & EICF.

« O] Command + WizFi360 O SoftAP mode O| 1l DHCP 7t enable & [ AFESHCE.

« IP address = SoftAP 2| IP address 2t 22 network segment 0 OF SFLC},

« <lease time> AFE 2 2|5, <start IP>2} <end IP>= BFEA| A Z|0{OF Bt} OFXEIEX| 2 <start

IP>2t <end IP> AFE 2 2|6l <lease time> = BFEA| A7 £| 0 OF BHC}.

3.2.15 AT+CWAUTOCONN: Auto-Connects to the AP or Not

Commands

Function

Response

Parameter

Example

Note

AT+CWAUTOCONN? AT+CWAUTOCONN=<enable>
Obtain setting for auto-connection Set auto-connection

+CWAUTOCONN:1
OK
OK

<enable>:

* 0: does NOT auto-connect to AP on power-up.

* 1: connects to AP automatically on power-up. (factory default)

AT+CWAUTOCONN? AT+CWIJAP_DEF="WIZNETSZ","12345678"
+CWAUTOCONN:1 OK
OK

AT+CWAUTOCONN=1

OK

« O] 22 flash Of| MZEICL.

« 0| command £ Station mode EE= SoftAP+Station mode 0| Al A& 7+ 6Lt
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3.2.16 AT+CIPSTAMAC_CUR: Sets the MAC Address of the WizFi360
Station; Configuration Not Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CIPSTAMAC_CUR? AT+CIPSTAMAC_CUR=<mac>

WizFi360 Station 2| MAC address =}Q! WizFi360 Station 2| MAC address 2™

+CIPSTAMAC_CUR:<mac>
OK
OK

<mac>: string parameter, WizFi360 Station 2| MAC address.

AT+CIPSTAMAC_CUR? AT+CIPSTAMAC_CUR="00:08:DC:11:12:13"

+CIPSTAMAC_CUR:"00:08:dc:11:12:13"
OK
OK

« O] @2 flash Off MEE|X| =Lt

* WizFi360 SoftAP 2| MAC address = WizFi360 Station 2| MAC address 2f Ct2 L},

« e.g. WizFi360 Station 2| MAC address 7} "00:08:DC:11:12:13"0| ™, WizFi360 SoftAP 2| MAC
address £ "02:08:DC:11:12:13"0|C}.

« WizFi360 MAC address Bit 0 2 1 O| & = QIC}t. 0| & E0{, MAC address = "00:..." = &

UAX[BHro1:.."2 E %= GiCL..

3.2.17 AT+CIPSTAMAC_DEF: Sets the MAC Address of the WizFi360
Station; Configuration Saved in the Flash

Commands

Function

Response

Parameter

Example

AT+CIPSTAMAC_DEF? AT+CIPSTAMAC_DEF=<mac>

WizFi360 Station 2| MAC address =}Q! WizFi360 Station 2| MAC address 2™

+CIPSTAMAC_DEF:<mac>
OK
OK

<mac>: string parameter, WizFi360 Station 2| MAC address.

AT+CIPSTAMAC_DEF? AT+CIPSTAMAC_DEF="00:08:DC:11:12:13"

+CIPSTAMAC_DEF:"00:08:dc:11:12:13"
OK
OK
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« O] 4782 flash Of & =IC}.

« WizFi360 SoftAP 2| MAC address = WizFi360 Station 2| MAC address 2f Ct2 L},

« e.g. WizFi360 Station 2| MAC address 7} "00:08:DC:11:12:13"0| ™, WizFi360 SoftAP 2| MAC
address £ "02:08:DC:11:12:13"0|C}.

« WizFi360 MAC address Bit 0 2 1 O| & = QIC}t. 0| & E0{, MAC address = "00:..." = &

UAX[BHro1:.."2 E %= GiCt..

Note

3.2.18 AT+CIPAPMAC_CUR: Sets the MAC Address of the WizFi360 SoftAP;
Configuration Not Saved in the Flash

Commands AT+CIPAPMAC_CUR? AT+CIPAPMAC_CUR=<mac>

Function WizFi360 SoftAP 2| MAC address <9l WizFi360 SoftAP 2| MAC address & 7H.

+CIPAPMAC_CUR:<mac>

Response oK
OK
Parameter <mac>: string parameter, WizFi360 SoftAP 2| MAC address
AT+CIPAPMAC_CUR? AT+CIPAPMAC_CUR="02:08:DC:11:12:13"
Example +CIPAPMAC_CUR:"02:08:dc:11:12:13"
OK
OK

« 0| 282 HNE XM EE|X| =Lt

* WizFi360 SoftAP 2| MAC address = boot time Ol WizFi360 Station MAC address Off [Ch2f
Note A=l

. e.g. BF2F WiFi360 Station 2| MAC address 7} "00:08:DC:11:12:13" ¥ A2, WizFI360 SoftAP 2|

MAC address = "02:08:DC:11:12:13"O| C},

3.2.19 AT+CIPAPMAC_DEF: Sets the MAC Address of the WizFi360 SoftAP;
Configuration Saved in the Flash

Commands AT+CIPAPMAC_DEF? AT+CIPAPMAC_DEF=<mac>

Function WizFi360 SoftAP 2| MAC address &t 9| WizFi360 SoftAP 2| MAC address A4 7S

+CIPAPMAC_DEF:<mac>

Response OK
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Parameter

Example

Note

OK

<mac>: string parameter, WizFi360 SoftAP 2| MAC address

AT+CIPAPMAC_DEF? AT+CIPAPMAC_DEF="02:08:DC:11:12:13"

+CIPAPMAC_DEF:"02:08:dc:11:12:13"
OK
OK

<0l 282 &M= HEEX| E=L

[
« WizFi360 SoftAP 2| MAC address = boot time O] WizFi360 Station MAC address Of [Ct2}
A=
« e.g. BF2F WiFi360 Station 2| MAC address 7} "00:08:DC:11:12:13" ¥ AL, WizFI360 SoftAP 2|
MAC address = "02:08:DC:11:12:13"O| L},

3.2.20 AT+CIPSTA_CUR: Sets the Current IP Address of the WizFi360
Station; Configuration Not Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CIPSTA_CUR? AT+CIPSTA_CUR=<ip>[,<gateway>][,<netmask>]

WizFi360 Station 2| current IP address & 20! WizFi360 Station 2| current IP address & &7

+CIPSTA_CUR:ip:<ip>
+CIPSTA_CUR:gateway:<gateway>
+CIPSTA_CUR:netmask:<netmask> OK

OK

<ip>: string parameter, WizFi360 Station 2| IP address

[<gateway>]: string parameter, gateway
[<netmask>]: string parameter, netmask

AT+CIPSTA_CUR="192.168.1.88","192.168.1.1","

?
AT+CIPSTA_CUR? 255.255 255 0"

+CIPSTA_CUR:ip:"192.168.1.88"
+CIPSTA_CUR:gateway:"192.168.1.1"
+CIPSTA_CUR:netmask:"255.255.255.0" oK

OK

« O] 22 flash Off ME | X| Gf=Ct.

¢ O] Command &73 2 DHCP-IP-related AT commands (AT+CWDHCP-related commands)2t &=
ISEsasiis g

+ static IP 7} enable &| ™ DHCP = disable EI L.

« DHCP 7} enable | & static IP = disable EICF.
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* DHCP EE = static IP & OFX| 2 Ao 2t 278 = Ct

« <gateway> AFE 2 2I3H, <netmask>= BtEA| A7 | O OfF BHCF,

3.2.21 AT+CIPSTA_DEF: Set the static IP of WizFi360 Station, Saved to

Flash
Commands AT+CIPSTA_DEF? AT+CIPSTA_DEF=<ip>[,<gateway>][,<netmask>]
Function WizFi360 Station 2| default IP address = 29l WizFi360 Station 2| default IP address & 2™

+CIPSTA_DEF:ip:<ip>
+CIPSTA_DEF:gateway:<gateway>
Response +CIPSTA_DEF:netmask:<netmask> oK

OK

<ip>: string parameter, WizFi360 Station 2| IP address

[<gateway>]: string parameter, gateway
[<netmask>]: string parameter, netmask

Factory default 4}

v.1.0.x.x Of| A{ :

Parameter <ip>:0.0.0.0
[<gateway>]:0.0.0.0
[<netmask>]:0.0.0.0

v. 1.1.x.x Of| A
<ip>:192.168.1.1
[<gateway>]:192.168.1.1
[<netmask>]:255.255.255.0

AT+CIPSTA_DEF="192.168.1.88","192.168.1.1","
b} \_ 7 ’
AT+CIPSTA_DEF? 255.255.255_0"
+CIPSTA_DEF:ip:"192.168.1.88"
+CIPSTA_DEF:gateway:"192.168.1.1"
+CIPSTA_DEF:netmask:"255.255.255.0" OK

Example

OK

o O] @™ 2 flash Of XM ZH=ICt,
¢ O] Command &73 2 DHCP-IP-related AT commands (AT+CWDHCP-related commands)2t &=
A8
Note
« static IP 7} enable =| ™ DHCP = disable £ C}.
« DHCP 7} enable &| ™ static IP = disable =ILC}.

* DHCP EE = static IP & OFX|2F Ao 2t 27 = Ct
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« <gateway> AFE 2 2I3Hl, <netmask>= BtEA| A7 | O OfF BHC,

3.2.22 AT+CIPAP_CUR: Sets the IP Address of the WizFi360 SoftAP;
Configuration Not Saved in the Flash

Commands

Function

Response

Parameter

Example

Note

AT+CIPAP_CUR? AT+CIPAP_CUR=<ip>[,<gateway>][,<netmask>]

WizFi360 SoftAP 2| current IP address & 291 WizFi360 SoftAP 2| current IP address & &A™

+CIPAP_CUR:ip:<ip> oK
+CIPAP_CUR:gateway:<gateway>
+CIPAP_CUR:netmask:<netmask>

OK

<ip>: string parameter, WizFi360 SoftAP 2| IP address.
[<gateway>]: string parameter, WizFi360 SoftAP 2| gateway

[<netmask>]: string parameter, WizFi360 SoftAP 2| netmask

AT+CIPAP_CUR? AT+CIPAP_CUR="192.168.0.1","192.168.0.1","2
55.255.255.0"
+CIPAP_CUR:ip:"192.168.0.1" oK

+CIPAP_CUR:gateway:"192.168.0.1"

+CIPAP_CUR:netmask:"255.255.255.0"
AT+CIPAP_CUR="192.168.0.1"

OK
OK

« O] 22 flash Off ME | X| Gf=Ct.

« O] Command &73 2 DHCP-IP-related AT commands (AT+CWDHCP-related commands)2t &=
ISEsasiis g

+ static IP 7} enable &| ™ DHCP = disable EI L.

« DHCP 7} enable | & static IP = disable EICF.

* DHCP EE = static IP = OHX| 2 A7 0ff 2t 278 &l T,

« <gateway> AFE 2 2I3Hl, <netmask>= BtEA| A7 k| O OfF BHC},

3.2.23 AT+CIPAP_DEF: Sets the IP Address of the WizFi360 SoftAP;
Configuration Saved in the Flash

Commands

AT+CIPAP_DEF? AT+CIPAP_DEF=<ip>[,<gateway>][,<netmask>]

WizFi360 AT command 33/66



K/‘?IZnet

Function WizFi360 SoftAP 2| default IP address & 20! WizFi360 SoftAP 2| default IP address & &7
+CIPAP_DEF:ip:<ip> oK
+CIPAP_DEF:gateway:<gateway>

Response +CIPAP_DEF:netmask:<netmask>
OK

<ip>: string parameter, WizFi360 SoftAP 2| IP address.
[<gateway>]: string parameter, WizFi360 SoftAP 2| gateway

[<netmask>]: string parameter, WizFi360 SoftAP 2| netmask

Factory default 4):

v. 1.0.x.x Of| A{:
Parameter <ip>:0.0.0.0

[<gateway>]:0.0.0.0
[<netmask>]:0.0.0.0

v. 1.1.x.x O A
<ip>:192.168.36.1
[<gateway>]:192.168.36.1
[<netmask>]:255.255.255.0

AT+CIPAP_DEF? AT+CIPAP_DEF="192.168.0.1","192.168.0.1","25
5.255.255.0"
+CIPAP_DEF:ip:"192.168.0.1" oK
Example +CIPAP_DEF:gateway:"192.168.0.1"

+CIPAP_DEF:netmask:"255.255.255.0"
AT+CIPAP_DEF="192.168.0.1"

OK
OK

« O] H72 flash Off X Z &I CF.
« O] command &73 2 DHCP-IP-related AT commands (AT+CWDHCP-related commands)2t At &
L8t
Note « static IP 7} enable | ™ DHCP = disable =IC}.
« DHCP 7} enable =™ static IP = disable =L},
* DHCP EE = static IP = OHX| 2 A7 0ff 2t 278 El T,

« <gateway> AFE 2 2I5Hl, <netmask>= BtEA| A7 k| O OfF BHC},

3.2.24 AT+CWSTARTSMART: Start SmartConfig!

115 Ap Of| M AL 4= RO B Z | Airkiss = WebServer 2 20| AE o} OFgtL| L}
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Commands

Function

Response

Parameter

Messages

Parameter

Example

AT+CWSTARTSMART

ESP-TOUCH + AirKiss SmartConfig & A|&t3tC

OK

v. 1.0.x.x 0| A2
AT+CWSTARTSMART=<type>, <try count>

v. 1.1.x.x 0| A{3
AT+CWSTARTSMART=<try count>

£7d type 2| SmartConfig & A|&FSHC}

<type>:
e 1: ESP-TOUCH

¢ 2: AirKiss
¢ 3: ESP-TOUCH + AirKiss

<try count>: SmartConfig & St &7 Al &

S| A
%\l_l_

smartconfig A|ZFSE 10 Ap Of AT S0f OF2{ et 20| return EICF.

smartconfig type:<type>
smart get WiFi info
ssid:<ssid>
password:<password>

smartconfig connected WiFi

<type>: AIRKISS or ESPTOUCH
<ssid>: AP's ssid

<password>: AP's password

AT+CWMODE_DEF=1
OK
AT+CWSTARTSMART

OK

smartconfig A| 2t St ap Off A TH = 0f OF2| @ 20| return =IC}.

Smartconfig type:AIRKISS
smart get WiFi info
ssid:Wiznet_AP
password:1234567890

2yVersion 1.0.7.2 £ E

3 Airkiss 2F 75

WizFi360 AT command

35/66



6-VJIZnet

smartconfig connected WiFi

+ SmartConfig = Station mode Of| A2t 7}5S}CH (AT+CWMODE_CUR=1)
* "smart get wifi info" = SmartConfig 2 8t AP WE 7} =AM E|AS S SEoHH, J 20 a2t
AP 2 F£0| 0| R0 TICt.,
« "smartconfig connected wifi"= AP £ HEE|US 2 SOHCH CHE EE A0 &AM
AT+CWSTOPSMART £ &8 SHCL smartConfig & 2 St=
= =t
<LED(PB_07) = Airkiss £ S2t5l= SOt 2 | Ztwkolct
Note LED(PB_07) = WebServer 2 &%}
» smartconfig & &2t &2 Otz et 20| Zllstrt.
1. WizFi360 & Station mode 2 &3} 11, smartconfig & &ALt
2. smartphone = AP Of & &3HC}

3. ESP TOUCH APP EE-= Airkiss APP & A S ST}

4.SSID 2 password E & H oLt
5. 878 A= 3l 7HX| ESP-TOUCH/Airkiss 7} & I} 5t ™ WebServer(Default 192.168.36.1) 7}

SRR

3.2.25 AT+CWSTOPSMART: Stop Smart Config

|
Execute command

Commands AT+CWSTOPSMART

Response OK
AT+CWSTOPSMART
Example
OK

Not + SmartConfig 2| & O] 22 & £t810], CtE AT command E A 5t7| T Of
ote

2 A

=

AT+CWSTOPSMART

3.2.26 AT+WPS: Enables the WPS Function

\

Commands AT+WPS=<enable>

wps started
Response P

4

ot
i

S8 YEOIX| OB R AT
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OK

<enable>:
Parameter * 1: enable WPS/WiFi Protected Setup
« 0: disable WPS

AT+WPS=1
Example wps started

OK

« WPS = Station mode EE= SoftAP+Station mode 0| A AF2 7+5 )L},
« WPS WEP/Wired-Equivalent Privacy & X| & SIA| &=Lt

Note

3.2.27 AT+CWHOSTNAME: Configures the Name of WizFi360 Station

Query Command ‘ Set Command
Commands AT+CWHOSTNAME? AT+CWHOSTNAME=<hostname>
Function WizFi360 Station 2| host name 22! WizFi360 Station 2| host name A&

+CWHOSTNAME:<host name>

OK

Response (Station mode disabled) o

+CWHOSTNAME:<NULL>

OK
Parameter <hostname>: string parameter, WizFi360 Station 2| host name, £|CH Z 0| 32byte O|C}.
AT+CWHOSTNAME? AT+CWHOSTNAME="WizFi360_FF6179”
Example +CWHOSTNAME:"WizFi360_FF6179" oK
Note « O] B8 2 flash Off K& X| §=Ct

3.2.28 AT+CWCOUNTRY_CUR: Set WiFi Country Code of WizFi360;
Configuration Not Saved in the Flash

_ Query Command Set Command

[ [
Commands AT+CWCOUNTRY CUR? AT+CWCOUNTRY_CUR=<poI|cy>,<c0untry_code
- >,<channel_option>
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Functi AN WiFi country code #f= 2 QB O] WizFi360 2| current WiFi Country code
unction
= HZE Ap O 2t HF EICH A7gotrt
+CWCOUNTRY_CUR:<policy>,<country_code>,<
e channel_option> oK
OK
<policy>:

« 0: country code = WizFi360 O] G A=l ap Of 2} HZ
A

« 1: country = HZISHX| 2 =LCt Command Of 2|8l A EICt,

<country_code>: string parameter, country code, Z 0= ZX|Cf 3 X}O|0{ M| #HRM EXj= S5t
= ALZ AT+CWCOUNTRY_CUR? 2 =Qlgh 4= gir},

<channel_option>:
 0: 1~11 channel

Parameter « 1: 1~13 channel
¢ 2:10~11 channel
* 3:10~13 channel
¢ 4: 14 channel
¢ 5:1~14 channel
* 6: 379 channel

¢ 7: 5~13 channel

AT+CWCOUNTRY_CUR?

Example +CWCOUNTRY_CUR=1,"KR",1
OK
Note « 0| d™H 2 flash Of] M| X

3.2.29 AT+CWCOUNTRY_DEF:

AT+CWCOUNTRY_CUR=1,"KR",1
OK

ofr
Lol_

Set WiFi Country Code of WizFi360;

Configuration Saved in the Flash

Commands AT+CWCOUNTRY_DEF?

=

=

AT+CWCOUNTRY_DEF=<policy><country_code>

,<channel_option>

Flash Off X & E|0f = country code i = WizFi360 2| default WiFi Country code

flash Of X & otLCt,

Function
oI,
+CWCOUNTRY_DEF:<policy>,<country_code>,<c
hannel_option>

Response -opt

OK

OK

=

WizFi360 AT command

38/ 66



=)

WIZn

et

Parameter

Example

Note

<policy>:
« 0: country code £ WizFi360 O] & Z &l Ap Of [t2} M3} ST
S

« 1: country = Bi3}8}X| %=Lt command Of 2|8l A& =ICt,

—

<country_code>: string parameter, country code, Z20|= Z|CH 3 XIO|H N HAW EXAt= S5t

2 XFZ AT+CWCOUNTRY_CUR? 2 20lgh &= Qi
<channel_option>:
* 0: 1711 channel

* 1: 1~13 channel
¢ 2: 10~11 channel
* 3: 10~13 channel
* 4: 14 channel

* 5:1~14 channel
* 6:3~9 channel

¢ 7: 5713 channel

AT+CWCOUNTRY_DEF? AT+CWCOUNTRY_DEF=1,"KR",1
+CWCOUNTRY_DEF=1,"KR",1

OK
OK

« O] ML flash Off K &HEICH,

3.2.30 AT+WIZ_NETCONFIG: WebServer for setting SSID/PWD

Commands

Function

Response

Parameter

Example

AT+WIZ_NETCONFIG

Station Mode 2 &2 AP 2| ssip/pwD E ™ 0| 7H5 8 webServer & A|&HSHCY

OK

smartconfig type:Web
Smart get wifi info
ssid:<AP SSID>
password:<password>
smartconfig connected wifi

N/A
AT+WIZ_NETCONFIG
OK
smartconfig type:Web

Smart get wifi info
ssid:<AP SSID>
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password:<password>
smartconfig connected wifi

« SOftAP EE= Station + SoftAP mode O| A{ SXF L},

« LED(PB_07) = WebServer 2 S5t S =2 A Zwolct,
« AT+CWSTOPSMART 2 2 S X| &t 2= QILC},

« WebServer & &t A7d2 Of2ff ot Z 0| ZIg oL},

—

i.  WizFi360 = SoftAP EE Station + SoftAP mode 2 A 35|10, WebServer £ &l SHCH
Note ii.  Smartphone EE= PC 2 WizFi360 O] & AP O X*ﬁ‘-ﬁﬁf (“H2 O| M ssID = MAC
Address 7} 00:08:DC:11:22:33 & [f “WizFi360_112233”0|LC}.)
iii. WebBrowser & S5 Ap Ol &3 AP iP & HE 2 A™SHA| A US Y
192.168.36.1 O|C}.
iv.  SSID 2} password & &St}

v.  WizFi360 € Station Mode = A M3t M & 2 ap Of H& i}

3.3 TCP/IP command

3.3.1 AT+CIPSTATUS: Gets the Connection Status

Commands AT+CIPSTATUS

STATUS:<stat>
+CIPSTATUS:<link ID>,<type>,<remote IP>,<remote port>,<local port>,<tcp type>

Response
OK
<stat>: WizFi360 Station 2| status
« 2: WizFi360 Station O] AP HZA LT 1p S T 22 ALEf
« 3: WizFi360 Station O] TCP EE+= UDP &S M A SH ALEY
« 4: WizFi360 Station 2| TCP EE= UDP & 0| disconnect £l AHEf
« 5: WizFi360 Station O| AP Of &1 Z | X| Q42 A EN
<link ID>: connection ID (0~4), multiple connection Of| A{ A& EIC},
Parameter
<type>: string parameter, TCP 5= = UDP
<remote IP>: string parameter, remote IP
<remote port>: remote port number
<local port>: WizFi360 local port number
<tcp type>
« 0: WizFi360 O client 2 & =tSHCY,
« 1: WizFi360 O] server 2 S 2GS}
Examplel AT+CIPSTATUS
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STATUS:2
OK

AT+CIPSTATUS

STATUS:3
Example2 +CIPSTATUS:1,"TCP","192.168.4.2",5000,6000,1

OK

3.3.2 AT+CIPDOMAIN: DNS Function

|
Execute Command

Commands AT+CIPDOMAIN=<domain name>
+CIPDOMAIN:<ip address>
OK

Response

DNS Fail

ERROR

<domain name>: string parameter, domain name, 2 O| = Z|CH 64 byte O|C}.
Parameter bt L
<ip address>: string parameter, domain name 0| 5i{ & St= IP address

AT+CIPDOMAIN="www.wiznet.io"
Example +CIPDOMAIN:"183.111.174.49"

OK

3.3.3 AT+CIPSTART: Establishes TCP Connection, UDP Transmission or SSL
Connection

Establish TCP Connection

_ Single TCP connection (AT+CIPMUX=0) Multiple TCP connections (AT+CIPMUX=1)
[

AT+CIPSTART=<type>,<remote IP><remote = AT+CIPSTART=<link ID>,<type>,<remote
Commands . .
port>[,<TCP keep alive>] IP>,<remote port>[,<TCP keep alive>]
OK
Response ERROR

ALREADY CONNECTED //TCP connection O] O|0] O|R0{X & 42
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<link ID>: Network connection ID(0~4), multiple connection O| A{ AF2 EIC} (AT+CIPMUX=1)
<type>: string parameter, "TCP", "UDP", "sSL"; O| &2 "Tcp"= A BICL.
<remote IP>: string parameter, remote IP address

<remote port>: remote port number #?|= 1~65535 O|C}.

Parameter
[<TCP keep alive>]:
¢ 0: disable TCP keep-alive (default)
¢ 1~7200: TCP keep-alive & enable St11 keep-alive & 7t A S ALt CHe &=
second O|C},
AT+CIPSTART="TCP","192.168.1.99",5000 AT+CIPSTART=1,"TCP","www.iwiznet.cn",5000,1
0
Example
OK OK
Establish UDP Connection
AT+CIPSTART=<type>,<remote IP>,<remote = AT+CIPSTART=<link ID>,<type>,<remote
Commands port>[,<UDP local port>][,<UDP mode>] IP>,<remote port>[,<UDP local port>][,<UDP
mode>]
OK
Response ERROR

ALREADY CONNECTED // UDP connection O] 00| O|F0{X Q& ZL

<link ID>: Network connection ID(0~4), multiple connection 0| A{ AF2 EIC} (AT+CIPMUX=1)
<type>: string parameter, "TCP", "UDP", "SSL"; O| &% "uDP"Z A BtC}.

<remote IP>: string parameter, remote IP address

<remote port>: remote port number ¢ = 0~65535 O|Ct. 0 S 2 A A2 random #4422
AHEECL

[<UDP local port>]: WizFi360 2| UDP port number. 2 ¢/ 1~65535 O|LC}.

Parameter o
[<UDP mode>]: & parameter, UDP transparent transmission mode 2| A% 0 22
A- o}
¢ 0: destination & & HZA =7} default)_
e 1: destination 2 E 1 H HY 7t
e 2: destination Y2 E 24 HE Jts
AT+CIPSTART=1,"UDP"," Liwi t.cn",5000
AT+CIPSTART="UDP","192.168.1.99",5000 * ' ;- Www-wiznet.cn®,5B05,
6000,2
Example
OK OK
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Note e <UDP mode> AFE2 2|5 <UDP local port>5 HXA| ALY
Establish SSL Connection
AT+CIPSTART=<type>,<remote IP>,<remote = AT+CIPSTART=<link ID>,<type>,<remote
Commands . .
port>[,<TCP keep alive>] IP>,<remote port>[,<TCP keep alive>]
OK
Response ERROR

ALREADY CONNECTED // TCP connection O] O|0| O|R0{H Q& &2

<link ID>: Network connection ID(0~4), multiple connection 0| A{ AF2 EIC} (AT+CIPMUX=1)
<type>: string parameter, "TCP", "UDP", "sSL"; O| AL "Tcp" 2 A& $IC}.
<remote IP>: string parameter, remote IP address

<remote port>: remote port number. & ¢/ 1~65535 O|C},
Parameter [<TCP keep alive>]:

¢ 0: disable TCP keep-alive (default)

 1~7200: TCP keep-alive & enable St11 keep-alive & 7t A4S ALt CHe &=

second O|C},
AT+CIPSTART="SSL","wiznet.i0o",443 AT+CIPSTART=1,"SSL","wiznet.io",443
Example
OK OK
* WizFi360 = Z|CH SFLIS| SSL connection A3 0| 7HS 5Lt
* SSL connection = UART-WiFi passthrough mode (transparent transmission) S X| 45} X| &=L},
Note « SSL connection 22 memory S XHX| L AT+CIPSSLSIZE=<size>E S5l SSL buffer size &

g etot.

3.3.4 AT+CIPSSLCCONF: Sets Configuration of WiFi360 SSL Client

Commands AT+CIPSSLCCONF? AT+CIPSSLCCONF =<SSL mode>

Function WizFi360 SSL certificate option = 2t QIS WizFi360 SSL certificate option = A& $tC}.
+CIPSSLCCONF:<SSL mode>
Response OK

OK

Parameter <SSL mode>:
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* 0: WizFi360 2 SSL Server 2| certificate & 2QIS}X| Q=C}
e 1: WizFi360 < SSL Server 2| certificate & 2 SHX| 2t Certificate 7t 78 SHX| 2¥E2tE

server 2 G AT}
* 2: WizFi360 2 SSL Server 2| certificate & 2215t 10, Certificate 7t 82 420
server 2 G ATICH

—

AT+CIPSSLCCONF? AT+CIPSSLCCONF =2
Example +CIPSSLCCONF:2 OK
OK

« O] 72 flash Off H & =IC}.
Note « certificate = enable & A%, SSL connection O| establish &| 7| T 0f| O| command & & &Lt

« certificate = AT+CASEND command & Sl A =IC}.

3.3.5 AT+CASEND: Sets the SSL certificate

Commands AT+CASEND? AT+CASEND=<mode>

Function SSL certificate 2 QI SHC}. SSL certificate & A ™S

>
Response | _____ END CERTIFICATE-—-—-
ERROR OK
<mode>:
* 0: certificate & A A|BHCH
Parameter
e 1: certificate & 24 AL}
AT+CASEND? AT+CASEND=1
————— BEGIN CERTIFICATE-—--- >
R e BEGIN CERTIFICATE-----
Examplel . __ END CERTIFICATE-----
————— END CERTIFICATE----—-—
OK
AT+CASEND? AT+CASEND=0
Example2
ERROR OK
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Not e O] Command A3 20| >& return $FCE. WizFi360 2 serial data & =2 $HCt. User =
ote

=

g

certificate 2| data & 2 5|l OF SHC},

3.3.6 AT+CIPSSLSIZE: Sets the Size of SSL Buffer

- Query command Set command

Commands AT+CIPSSLSIZE? AT+CIPSSLSIZE=<size>

Response +CIPSSLSIZE:<size> OK

Parameter <size>: SSL buffer size. = 2048~4096 O|C}.

AT+CIPSSLSIZE? AT+CIPSSLSIZE=4096
Example
+CIPSSLSIZE:2048  OK

3.3.7 AT+CIPSEND: Send data

UART-WiFi passthrough (transparent transmission) mode

Execute command

Commands AT+CIPSEND

transparent transmission mode 0| A data &2 A|&HSHEL Of command A& 20f >2
Function return S}, transparent transmission mode 2 T It ZF packet 2 20ms 4t 422 HEL|H

packet 2| Z|C§ AFO| =+ 2048byte O|LCF.

OK

Response N

AT+CIPSEND

Example oK

>

o +++ 7} T2 El packet & T2 E AR WizFi360 = normal command mode 2 =O0FZHCH CHS
command M&2 {6 MO{= 1 & O| 4 7|Ct2q 2},
o

» transparent transmission mode 2! 2= /5l single connection 2 = A7 Bt

« UDP transparent transmission Of| A] AT+CIPSTART 2| <UDP mode> = 0 2 2 A BHC}

Note

Normal transmission mode

_ Send in single connection (AT+CIPMUX=0) Send in multiple connections (AT+CIPMUX=1)

AT+CIPSEND=<length>[,<remote IP>,<remote AT+CIPSEND=<link ID>,<length> [,<remote
port>] IP>,<remote port>]

Commands
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normal transmission mode Of| A data &2 A|ZSHCE O] command &2 20| >2 return SHH,

Function
serial data & =2 OtCt Data 2| Z 0|7} <length>THE L HE|H, data TS 2 A| &SI
OK
>
Connection O O] Z 0] X/ x| 2Ot H Lt disconnect & &-2 L}SZ return 2FLF:
ERROR
Response
Data 7} §EFFHLZE FEE &2 Lf2Z return B}
SEND OK
Data &0 HZfgt &-2 L}EZ return BILF:
SEND FAIL
<link ID>: Network connection ID(0~4), multiple connection O| A{ AF2 EIC} (AT+CIPMUX=1)
<length>: data length, MAX: 2048 bytes.
Parameter
[<remote IP>]: string parameter, remote IP. UDP & 0| A] & H =ICt
[<remote port>]: remote port number. UDP &0 A A ™ EICH.
AT+CIPSEND=1220 AT+CIPSEND=0,1220,"192.168.0.10",50000
Example oK oK
> >
« UDP T &0 A, <remote IP>2} <remote port>= optional parameter 2 command S A &gt
(4 OFCH, WizFi360 = CHE destination 2 2 data £ ™ &L} Optional parameter & A |HX|
\ %2 Z 2, WizFi360 = AT+CIPSTART command Al A| A3t destination 2 2 data 7}
ote

MSECE
o <remote IP> AFE 2 2|5H, <remote port>= BF=A| AN E|O{Of SHC}, OFXEZHX| 2 <remote

port> AL -2 |8l, <remote IP>= BHEA| AN &[0 Of LY,

3.3.8 AT+CIPSENDEX: Sends data

AT+CIPSENDEX=<length>[,<remote IP>,<remote = AT+CIPSENDEX=<link ID>,<length> [,<remote

Commands
port>] IP>,<remote port>]
normal transmission mode 0| A] data T1& 2 A|&tSICE O command A& 20| >2 return SHH,
Function serial data & =4St Data 2| Z 0|7} <length>2HE & HE|AHLE\0 O] Y HE A2, data
H&E S A&ty
OK
>
Response

Connection Of O] 2 0{ X x| 2 QtH Lt disconnect & &2 LS = return SFLF
ERROR
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Data 7} §EFHLZE MEE &2 Lf2EZ return B}

SEND OK

Data &0 gt &2 L} S = return 2L}

SEND FAIL

<link ID>: Network connection ID(0~4), multiple connection O| A{ AF2 EIC} (AT+CIPMUX=1)
<length>: data length, MAX: 2048 bytes.

Parameter

[<remote IP>]: string parameter, remote IP. UDP & 0| A & H =ICt

[<remote port>]: remote port number. UDP &0 A A ™ EICH

AT+CIPSENDEX=1220 AT+CIPSENDEX=0,1220,"192.168.0.10",50000
Example oK oK

> >

« <length>0f @&l ZO0|2FF data Y HO| REZE|AHLE"\0'0] Y E B2 WizFi360 2 Data

M& 2 AZESHEL Normal command mode O Al CFHS AT command & 7| CH2ICY

command.

« UDP &0 A, <remote IP>2} <remote port>= optional parameter = command & At
Note (L4 OFCH, WizFi360 2 CHE destination 2 2 data & ™ & HCE Optional parameter & A& S}HX|

=
US AL, WizFi360 2 AT+CIPSTART command M3 A| A &St destination 2 2 data 7t
M&EICt
« <remote IP> AFEZ 2{5l], <remote port> HtEA| A7 E|0]OfF SHCt OFEEZHX| 2 <remote

port> AL -2 |8l, <remote IP>= BFEA| AN &[0 Of LY,

3.3.9 AT+CIPSENDBUF: Writes Data into the TCP-Send-Buffer

Commands AT+CIPSENDBUF=<length> AT+CIPSENDBUF=<link ID>,<length>

O] command 2 20| > return S, serial data & =4I $tCt Data 2| Z 0|7} <length>Ct&

AT A2, data S ANfBILL,

Function

<current segment ID>,<segment ID of which sent successfully>

OK
>

<length> 2 Cf 2 data length 7} &/ & & &2 L}E2 Z return ZFCF

Response busy

Connection Of OJF O/ X x| 27 LEdisconnect £/ 7/ LFTCP connection O/ OFL/7{L} buffer 7f

full O]7{L} C}E error 7f 2HY E &2 LFE S return BFLf:

ERROR
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Data 7} §EH 2 HEE HP (122 Data 7} EHOZ HEE ZP /22
return ZFCf: return SFCf:
<segment ID>,SEND OK <link ID>,<segment ID>,SEND OK

Data &0 gt &2 L} S = return 2L}

SEND FAIL

<link ID>: Network connection ID(0~4), multiple connection O| A{ AF2 EIC} (AT+CIPMUX=1)
<segment ID>: uint32; Zt 29| packet Off &2 &l ID. 1 £ H buffer O data 7t 22 0{ & U{OFCH

Parameter
1M ZI4gtCt
<length>: data length, MAX: 2048 bytes.
AT+CIPSENDBUF=1024 AT+CIPSENDBUF=0,1024
0 0,0
Example
OK OK
> >
* O] command = TCP-send-buffer O data & AfAdSFCt User &= SEND OK £ 7|CH2|X| 21
H&EXMO 2 O] command E HAT = QULCE TCPsegment 7t HSHCZ2 ME EH E2
Not <segment ID>,SEND OK 7} return =| 2 2 0| & Sd|f =HQIBHT}
ote

o <length>0 H°JEl ZO|2tZ data 7t YL 7| HOf| +++5 LT G2, WizFi360 2 command
mode E =0} 7} =41 =l serial data = AHAl| =l C},

¢ O] Command = SSL Connection & X| 25} X| &=Lt

3.3.10 AT+CIPBUFRESET: Resets the Segment ID Count

Commands AT+CIPBUFRESET AT+CIPBUFRESET=<link ID>
OK

Response Connection Of O] Z 0/ XX ZUALITCP data 7F H&Z 7|02/ U2 ER LHEE
return 2tLf:
ERROR

Parameter <link ID>: Network connection ID(0~4), multiple connection 0| A{ A2 EIC} (AT+CIPMUX=1)
AT+CIPBUFRESET AT+CIPBUFRESET=1

Example
OK OK

Note « O] command = AT+CIPSENDBUF 2t 87| A2 EIC}
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3.3.11 AT+CIPBUFSTATUS: Checks the Status of TCP-Send-Buffer

Commands AT+CIPBUFSTATUS AT+CIPBUFSTATUS=<link ID>

<next segment ID>,<segment ID sent >,<segment ID successfully sent>,<remain buffer size>,<queue

number>

Response
OK
<link ID>: Network connection ID(0~4), multiple connection 0| A{ A2 EIC} (AT+CIPMUX=1)
<next segment ID>: AT+CIPSENDBUF 0| 2|5lf & 0{X|= LS segment ID
<segment ID sent>: OFX| 2O 2 M & &l segment ID

Parameter o aoo
<segment ID successfully sent>: OFX| 2t O 2 M & B &l segment ID
<remain buffer size>: TCP-send-buffer Ol = Ot} = size
<queue number>: 0| & 7}5 3t queue number, M1 20| G2 B2 ¥ N E2 =0t ALESICE
AT+CIPBUFRESET AT+CIPBUFRESET=1
20,15,10,200,7 20,15,10,200,7
OK OK
* 20: Z| &l segment ID 7} 19 Y2 2|0|5tD, CHZ B0l AT CIPSENDBUF £ AMESHA E|H
Ht2tE| = segment ID &= 20 O|C}.

E |

Xample * 15: TCP segment ID 15 = OtX|H 2 = T E El segment E O[X|TH S H 2 MEE|UE=X]
2 = gict.
¢ 10: TCP segment ID 10 O| HS MO 2 MEE|YUS S LIEHHCE
¢ 200: TCP & H{IH 2| &2 AFO| =7} 200byte RIS 2| D[ THC}.
e 7: AF8 7hS T TCP queue 2. A E|Y gD, 182 =0 ALESHOFBHCE. queue H2 7t
00|HTCPHO|HE M&EE OiEf
« O] Command = SSL Connection = X| & S}HXA| Q4 =L},

Note « <next segment ID> - <segment ID sent>=1 Q| A2, counting reset = ¢Sl AT+CIPBUFRESET =

« TCP buffer size = 21,900 byte O|C}.

3.3.12 AT+CIPCHECKSEQ: Checks If a Specific Segment Was Successfully
Sent

Commands AT+CIPCHECKSEQ=<segment ID> AT+CIPCHECKSEQ=<link ID>,<segment ID>

WizFi360 AT command 49 / 66



@IZnet

Response

Parameter

Example

Note

<segment ID>,<status> <link ID>,<segment ID>,<status>

OK OK

<link ID>: Network connection ID(0~4), multiple connection O| A{ AF2 EIC} (AT+CIPMUX=1)

<segment ID>: AT+CIPSENDBUF Of| 2|5}| & 0 X|= segment ID
<status>
* FALSE: segment <& A1

0

>

* TRUE: segment HE 43

AT+CIPCHECKSEQ=20 AT+CIPCHECKSEQ=1,20
20,TRUE 1,20,TRUE
OK OK

+ O] command = AT+CIPSENDBUF 2} EH7H| At =IC},

3.3.13 AT+CIPCLOSE: Closes the TCP/UDP/SSL Connection

single connection (AT+CIPMUX=0) ‘ multiple connections (AT+CIPMUX=1)

Commands
Function

Response

Parameter

Example

AT+CIPCLOSE AT+CIPCLOSE=<link ID>
TCP/UDP Connection = close $tL}.

OK

<link ID>: Network connection ID(0~4), multiple connection O| A{ AF2 EIC} (AT+CIPMUX=1)

ID 7t Y 42, 2= connection O] close E!C}. (server mode & &% ID5 = OFF Q20| QILCt)

AT+CIPCLOSE AT+CIPCLOSE=1

OK OK

3.3.14 AT+CIFSR: Gets the Local IP Address

_ Execute Command
[

Commands

Response

AT+CIFSR

WizFi360 O/ Station mode(AT+CWMODE=1) & &L L} 2= return 3tCf-

+CIFSR:STAIP,<Station IP address>
+CIFSR:STAMAC,<Station MAC address

OK

WizFi360 AT command 50/ 66



=)

WIZnet

WizFi360 O/ SoftAP mode (AT+CWMODE=2 ) & &L L}2E2 return B}

+CIFSR:APIP,<SoftAP IP address>
+CIFSR:APMAC,<SoftAP MAC address>

OK

WizFi360 O/ Station+SoftAP mode(AT+CWMODE=3) & &L C}2E return Bt}

+CIFSR:APIP,<SoftAP IP address>
+CIFSR:APMAC,<SoftAP MAC address>
+CIFSR:STAIP,<Station IP address>
+CIFSR:STAMAC,<Station MAC address>

OK

<SoftAP IP address>: string parameter, WizFi360 SoftAP 2| IP Address
<Station IP address>: string parameter, WizFi360 Station 2| IP Address

Parameter
<SoftAP MAC address>: string parameter, WizFi360 SoftAP 2| MAC Address
<Station MAC address>: string parameter, WizFi360 Station 2| MAC Address
AT+CIFSR
+CIFSR:APIP,"192.168.4.1"
+CIFSR:APMAC,"02:08:dc:11:12:13"

Example

+CIFSR:STAIP,"192.168.1.88"
+CIFSR:STAMAC,"00:08:dc:11:12:13"

OK

3.3.15 AT+CIPMUX: Enable or Disable Multiple Connections

Commands AT+CIPMUX? AT+CIPMUX=<mode>
Function connection type =138 connection type =ES

+CIPMUX:<mode>

Response OK
oK
<mode>

Parameter * 0: single connection (factory default)

* 1: multiple connections

Example AT+CIPMUX? AT+CIPMUX=1
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et

Note

+CIPMUX:1
OK
OK

« Multiple connection = transparent transmission 7} disable & [ A& EIC}. (AT+CIPMODE=0).

« Connection mode = £ connection 0| disconnect lﬂ = [ HZECE
o BFOFTCP server 7t S&F 5 Y B2, server & AFH|SH Z(AT+CIPSERVER=0) single connection 2 2
HEg 5= AL

3.3.16 AT+CIPSERVER: Deletes/Creates TCP Server

Commands

Response

Parameter

Note

Example

AT+CIPSERVER=<mode>[,<port>]
OK

<mode>
« 0: server At K|

e 1: server A4

<port>: port number. H 2= 165535 O|H 7|2 4t-2 333 O|C}.

« TCP server = multiple connection mode Of| A] M A SHTH, (AT+CIPMUX=1).
« server monitor = TCP server 7 ‘4 d & [If A}5 2 2 MM EICTH

« client 7} server Of AZE I, 5tLtO| connection & XHX|SHH 1D 7+ 2 =ICt
AT+CIPMUX=1

OK

AT+CIPSERVER=1,5000

OK

3.3.17 AT+CIPSERVERMAXCONN: Set the Maximum Connection Number
Allowed by Server

Commands

Function

Response

AT+CIPSERVERMAXCONN? AT+CIPSERVERMAXCONN=<num>
WizFi360 TCP server EE= SSL server Of WizFi360 TCP server == SSL server Of
HZ7tsot XY client 5= =0l AZ7Is2t X[ client = &7

+CIPSERVERMAXCONN:<num>
OK
OK
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<num>: WizFi360 TCP server L= SSL server O @2 745 Z|CH client 3=, B19|= 1~4 O|H

Parameter
7|22t& 4 o|LCt.
AT+CIPSERVERMAXCONN? AT+CIPSERVERMAXCONN=2
+CIPSERVERMAXCONN:2 OK
Example
oK AT+CIPSERVER=1,5000
OK
Note + O] command £ server & 444517|™0f| A7dBHCY

3.3.18 AT+CIPMODE: Sets transmission mode

Commands AT+CIPMODE? AT+CIPMODE=<mode>

(Xo)

Function transmission mode 22! transmission mode &

+CIPMODE:<mode>
Response OK
OK

<mode>

* 0: normal transmission mode. (factory default)
Parameter

U2 AL TCP single connection mode S+ UDP mode Of| A2t &g slet o~ QI

AT+CIPMODE? AT+CIPMODE=1

Example +CIPMODE:1
OK
OK

« O] B2 flash Of] K& X| Y=L

« UART-WiFi passthrough transmission & 2t TCP connection 0| ZZ4 &

n7l A4S

1: UART-WiFi passthrough mode (transparent transmission). remote IP X port 7 H 4 £ X|

, WizFi360 2 +++ =

(@]
E T
Note Q! 2 YO} normal transmission 2 2 HZAE [} 7tX| connection = A< A| E3HCT

« normal transmission O| 11 TCP connection O| 2 Z ZA 2, WizFi360 2 connection = LC}A|

A ESHA| =T,

3.3.19 AT+SAVETRANSLINK: Saves the Transparent Transmission Link in

Flash;

Save TCP Single Connection in Flash
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_ Set command |
\

AT+SAVETRANSLINK=<mode>,<remote IP or domain name>,<remote port>[,<type>,<TCP keep

Commands .
alive>]
Function H™RI0| Q17HE [, UART-WiFi passthrough mode Off 71 25} TCP connection & A| = 3HEL,
Response OK
<mode>
«0: 0| QI7FE M, WizFi360 < UART-WiFi passthrough mode Off ZI 2SHX| Q- =C}. (factory
default)
«1: M RI0| QI7HE! M, WizFi360 2 UART-WiFi passthrough mode Off Xl 5t}
<remote IP>: string parameter, remote IP EE = domain name
T T <remote port>: remote port
[<type>]: TCP SE= UDP. 7| 2Zt2 TP O|LCt.
[<TCP keep alive>]:
¢ 0: disable TCP keep-alive (default)
¢ 1~7200: TCP keep-alive & enable S}11 keep-alive & 7tA S ALt CHe=
second O|C},
AT+SAVETRANSLINK=1,"192.168.2.2",5000,"TCP",5
Example

OK

Save UDP Single Connection in Flash

_
\

Commands AT+SAVETRANSLINK=<mode>,<remote IP>,<remote port>,<type>[,<UDP Local port>]
Function Helo| 217 I, UART-WiFi passthrough mode Off &I 215} UDP connection & A| = BHC}.
Response OK
<mode>
«0: 0| Q17 M, WizFi360 < UART-WiFi passthrough mode Off &I 2 S}FX| Q- =C}. (factory
default)
«1: M RI0| QI7HE! M, WizFi360 2 UART-WiFi passthrough mode Off Xl 5t
Parameter
<remote IP>: string parameter, remote |P EE= domain name
<remote port>: remote port
<type>: string parameter, TCP 5= UDP. 7| 23t2 TCP 2 uDpP 2 M oL},
[<UDP local port>]: UDP local port
AT+SAVETRANSLINK=1,"192.168.2.2",5000,"UDP",6000
Example

OK
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3.3.20 AT+CIPSTO: Sets the TCP Server Timeout

[

Commands AT+CIPSTO?
Function TCP server timeout 29I

+CIPSTO:<time>

Set Command
AT+CIPSTO=<time>

TCP server timeout &7

Response OK
OK
Parameter <time>: TCP server timeout. 2%+ 0~7200 0|, 7| 242 180 O|LC}.
AT+CIPSTO? AT+CIPSTO=180
Example +CIPSTO:10
OK
OK

3.3.21 AT+CIUPDATE: Updates the Software Through WiFi®

_ Execute Command
RS EEEBEEEEREEE

Commands AT+CIUPDATE[=<url>]

Function url O A Z35}H0] firmware update

+CIPUPDATE: <n>

Response
OK

<url>: string parameter, Firmware file path ¢/ X|

<n>:
Parameter « 1: server 22l

« 2:server O &4
« 3: software version QI

e 4: update A| %}

AT+CIUPDATE
Example

+CIPUPDATE:<1>

51.0.x.Xx = http://wizwiki.net/download/WizFi360/WizFi360 SDK.img

AT+CIUPDATE="http://<ip>:8080/<filename>"

Upgrade Tool 2 A&} firmware update

<ip>: Local IP address

<filename>: firmware file 0| &

AT+CIUPDATE="http://192.168.0.2:8080/WizFi3
60_SDK.img"

+CIPUPDATE:<1>

1.1.x.x = http://wizwiki.net/download/WizFi360/011/WizFi360 SDK.img
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+CIPUPDATE:<2> +CIPUPDATE:<2>
+CIPUPDATE:<3> +CIPUPDATE:<3>
+CIPUPDATE:<4> +CIPUPDATE:<4>
OK OK
Note « Upgrade Tool 2 A5t firmware £ update & 42 Firmware Update Guide & & X }2}.

3.3.22 AT+PING: Ping Packets

_ Execute Command

Commands AT+PING=<IP address>

+<Time>

OK
Response

+timeout

ERROR

<IP>: string parameter; host IP &= domain name
Parameter .
<time>: ping response time. TF¢|+= ms O| C}.

AT+PING="www.google.com"
+52

Example

OK

3.3.23 AT+CIPDINFO: Shows the Remote IP and Port with +IPD

Set Command
Commands AT+CIPDINFO? AT+CIPDINFO=<mode>
Response +CIPDINFO:TRUE or FALSE OK
<mode>
Parameter « 0: +IPD 2t 2t7H| remote IP 2t port & EA|SHK| Y=L

« 1: +IPD 2} B 7H| remote IP 2F port & HEA|SHCL.

AT+CIPDINFQO? AT+CIPDINFO
Example +CIPDINFO:TRUE OK
OK
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3.3.24 +IPD: Receive Network Data

+IPD,<len>[,<remote IP> <remote port>]:<data> = +IPD,<link ID>,<len>[,<remote IP>,<remote

C
ClUEL L port>]:<data>
<link ID>: Network connection ID(0~4), multiple connection O| A{ AF2 EIC} (AT+CIPMUX=1)
<len>: data length.
Parameter [<remote IP>]: string parameter, remote IP, AT+CIPDINFO=1 & [ 2/ d 3} EICH
[<remote port>]: remote port, AT+CIPDINFO=1 & [ 245} EIC},
<data>: =413t data.
Example +IPD,5:12345 +IPD,1,5,"192.168.0.10",50000:12345
\ « O] command = normal command O| A2t 3 2 5L} WizFi360 O network data & =412 [If,
ote

serial & £} +IPD command £ A2 310 data & HEA|SICT.

3.3.25 AT+CIPSNTPCFG: Sets the Configuration of SNTP

AT+CIPSNTPCFG=<enable>[,<timezone>][,<SNTP

?
Commands AT+CIPSNTPCFG: server0>][,<SNTP server1>][,<SNTP server2>]

Function SNTP Server 22l SNTP Server &7

+CIPSNTPCFG:<enable>[,<timezone>,<SNTP
Response server1>,<SNTP server2>,<SNTP server3>] OK
OK

<enable>

* 0: Disable SNTP (factory default)
 1: Enable SNTP

[<timezone>]: time zone; H ?[=-11 ~13 O|C}. SNTP 7| enable & &2 <timezone>= HYIEA|

Parameter .
A7gstrt

[<SNTP server0>]: string parameter, 2 Y SNTP server
[<SNTP serverl>]: string parameter, 5 HI SNTP server

[<SNTP server2>]: string parameter, M| HF SNTP server

AT+CIPSNTPCFG? AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.e
du.cn","us.pool.ntp.org"
Example
+CIPSNTPCFG:1,8,"cn.ntp.org.cn"

OK
OK
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Not o OFCF SNTP 7} enable |11 <SNTP server> Parameter 7} A H&|X| %2 AL, server =
ote
"cn.ntp.org.cn","ntp.sjtu.edu.cn", "us.pool.ntp.org" 2 2 X & EIC}.

3.3.26 AT+CIPSNTPTIME: Checks the SNTP Time

_ Query Command
\

Commands AT+CIPSNTPTIME?

+CIPSNTPTIME:<time>
Response

OK
Parameter <time>: SNTP time
AT+CIPSNTPTIME?
Example

+CIPSNTPTIME:Wed Jul 24 11:38:25 2019
OK

3.3.27 AT+CIPDNS_CUR: Sets User-defined DNS Servers; Configuration Not
Saved in the Flash

_ Query command Set Command
[

[
AT+CIPDNS_CUR=<enable>[,<DNS
server0>][,<DNS serverl>]

Commands AT+CIPDNS_CUR?

Function current DNS server 20l DNS server &7

[+CIPDNS_CUR:<DNS server0>]
[+CIPDNS_CUR:<DNS server1>]

Response OK
OK
<enable>
« 0: default DNS server A&
Parameter ¢ 1: DNS server AE-lg
<DNS server0>: string parameter, 24 &l DNS server
<DNS serverl>: string parameter, 5%l DNS server
AT+CIPDNS_CUR? AT+CIPDNS_CUR=1,"1.1.1.1","8.8.8.8"
Example +CIPDNS_CUR: 1.1.1.1
xamp +CIPDNS_CUR: 8.8.8.8
OK
OK
Note « O] 72 flash Of| M & | K| =Lt
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« <enable>0| 1 O| 11 <DNS server0> 2} <DNS serverl> 7t A E| K| &S 22 DNS server =
"208.67.222.222"2 2 AFE EICH
« DNS server = AT+CWDHCP command A& 20| HZAE = UL},

7

« <DNS server0> 2} <DNS serverl> = &

3.3.28 AT+CIPDNS_DEF: Sets User-defined DNS Servers; Configuration
Saved in the Flash

AT+CIPDNS_DEF=<enable>[,<DNS

?
Commands AT+CIPDNS_DEF? server0>][,<DNS serverl>]

Function Flash O M& 0] Q= DNS Server =0l DNS server &7

[+CIPDNS_DEF:<DNS server0>]

[+CIPDNS_DEF:<DNS server1>]

Response OK

OK

<enable>
« 0: default DNS server AF2

* 1: DNS server &7
<DNS server0>: string parameter, A HTY DNS server

Parameter <DNS serverl>: string parameter, 5 HI DNS server

Factory default Zf
v.1.0.x.x 01| A: no value
v. 1.1.x.x 01l A: 208.67.220.220

AT+CIPDNS_DEF? AT+CIPDNS_DEF=1,"1.1.1.1","8.8.8.8"

+CIPDNS_DEF: 1.1.1.1

Example +CIPDNS_DEFF: 8.8.8.8

OK
OK

« O] 4742 flash Off X ZHEICE.
« <enable>0| 1 O] 11 <DNS server0> 2} <DNS server1> 7t H7H E|X| ¢t 2 4 DNS server &
Note "208.67.222.222" 2 2 At EICt,
* DNS server = AT+CWDHCP command &
z

=
« <DNS server0> 2} <DNS serverl> = &2

S0 MHE 4 ULk

SH
=]
- UL}
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3.3.29 AT+MQTTSET: Sets the Configuration of MQTT connection.

AT+MQTTSET=<User

C AT+MQTTSET?
TS S Q Name>,<Password>,<ClientID>,<AliveTime>

<UserName>,<Password>,<ClientID>,<AliveTime
>
Response OK

OK

<UserName>: string parameter, authentication = /Sl AH& Z|-= broker Name. Max: 50byte

<Password>: string parameter, authentication = 2|5l AH& Z|:= broker Password. Max: 50byte

Parameter
<ClientID>: string parameter, broker 0] & Z &|= Client ID. Max: 50byte
<AliveTime>: broker 22| alive time. ' 2|+ 30s~300s O|C}.
AT+MQTTSET="? AT+MQTTSET="wiznet","12345678","wiznet-
01",60
e "wiznet","12345678","wiznet-01",60
OK
OK
Note + O command £ broker Off ¥ Z 57|70 A7 &|0{0f SHC}.,

3.3.30 AT+MQTTOPIC: Sets the Topic of Publish and Subscribe

AT+MQTTTOPIC=<publish topic>,<subscribe

Commands AT+MQTTTOPIC? topicl>[,<subscribe topic2>][,<subscribe
topic3>]
Response <publish topic>,<subscribe topic> oK
OK
<publish topic>: string parameter, WizFi360 O] publish S}-= topic
<subscribe topicl>: string parameter, WizFi360 O| subscribe 5= topic
Parameter N
[<subscribe topic2>]: string parameter, WizFi360 O| subscribe St topic
[<subscribe topic3>]: string parameter, WizFi360 O| subscribe St topic
AT+MQTTTOPIC? AT+MQTTTOPIC="pubTopic","subTopic"
Examplel "pubTopic","subTopic"
OK
OK
Example2 AT+MQTTTOPIC? AT+MQTTTOPIC="pubTopic","subTopicl","SubT

opic2","SubTopic3"
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"pubTopic","subTopicl","SubTopic2","SubTopic
3l|

OK
OK

« O] command £ broker Off G Z235}7| 0] &7 £|0fOf SHCt,

« <subscribe topic2> 2} <subscribe topic3>+ Firmware v1.0.5.0 O| 2 version §E{ At& 7t& SiCY.

Note

3.3.31 AT+MQTTCON: Connects to a Broker

Single Connection (AT+CIPMUX=0) Multiple Connection (AT+CIPMUX=1)

AT+MQTTCON=<enable>,<broker IP>,<broker AT+MQTTCON=<linklD>,<enable>,<broker
port> IP>,<broker port>

Commands
CONNECT
OK

Response
CONNECT FAIL

ERROR

<link ID>: Network connection ID(0~4), multiple connection Of| Af A2 ZIC} (AT+CIPMUX=1)

<enable>:
Parameter « 0: authentication §10]| broker Off &2

« 1: authentication broker 0| 14

<broker IP>: string parameter, broker IP address
<broker port>: broker port number

subscribe St 1= topic 2| message 7t =41 2 M{OFCH CHE 2 return DFCL
Message

<subscribe topic> -> "subscribe data"

AT+MQTTCON=0,"192.168.1.20",1883
Example CONNECT

OK

3.3.32 AT+MQTTPUB: Publish a message

‘ Set Command
Commands AT+MQTTPUB=<message>

Response OK

Parameter <message>: string parameter, publish & message
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AT+MQTTPUB="publish data"

Example
oK

* 0| command &= MQTT 7t AAE|0] QU2 I AHEEICH
Note « Publish 2} data 2| topic = AT+MQTTTOPIC command O 2|38l 27 |, AFE Xt broker Ol

AADB7| T topic S EFTHCL.

3.3.33 AT+MQTTDIS: Disconnects from a Broker

Execute Command

Commands AT+MQTTDIS

Response CLOSE

3.3.34 AT+AZSET: Sets the Configuration of Azure loT Hub connection.

Set Command

Commands AT+AZSET=<hub ID>,<device ID>,<key>

Response OK

<hub ID>: string parameter, loT Hub 2| ID
Parameter <device ID>: string parameter, loT Device 2| ID

<key>: string parameter, loT Device 2| Key

AT+AZSET=" wiznet-iothub"," wiznettest"," "

Example
oK

Note + O] command = Azure loT Hub Of| AZ5}7| 7 0f 74 | 0] OF St}

3.3.35 AT+AZCON: Connects to a AZURE

Set Command

Commands AT+AZCON
CONNECT
oK

Response

CONNECT FAIL

ERROR
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loT Hub 25 Ef message 7t =412 M OFCH CFS2 return 2HCL O| M AT+MQTTTOPIC
command £ S3|| <Subscribe topic>2 "devices/<deviced ID>/message/devicebound/#" 2 =
Message A7 5l OF BHCt.

devices/<device ID>/messages/devicebound/<property_bag>-> <subscribe data>

<device ID>: loT device ID
T <property bag>: HIA| K| &84t key/value 2 W= O| 2 url-encoded & 2| O| L},

<subscribe data>: subscribe St= Topic 2| data
AT+AZSET="WIZnetTest","wizfi360","-------------------- "
OK

AT+MQTTTOPIC="devices/wizfi360/messages/events/","devices/wizfi360/messages/devicebound/#

OK
AT+AZCON
Example
CONNECT
OK
Connect O| 2 Cloud M| A| Device 2 H|O|HE &% AL, WizFi3e0 2 CHS1 20|
Return $HCt.
devices/wizfi360/messages/devicebound/%24.mid=test1
&%24.t0=%2Fdevices%2Fwizfi360%2Fmessages%2FdeviceBound&iothub-ack=full -> Hello Wiznet!
e O] command & ™&357| M 0| AT+AZSET command 2F AT+MQTTTOPIC command & A& SHC},
\ « Connect 0| 2 AT+MQTTPUB command £ S 3l Azure Sever 0| H|O|E{ & ™ & SHL}
ote

o XtM|ISH LI 2 2 https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-mqtt-support =
ISEN = )
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4  Command History

Command = OF2l 2| 3 S Firmware Version O| 2 £ E| At 7+s S}Lt.

AT, AT+RST, AT+GMR, AT+GSLP, ATE, AT+RESTORE, AT+UART_CUR, AT+UART_DEF, AT+SLEEP,
AT+SYSIOSETCFG, AT+SYSIOGETCFG, AT+SYSGPIODIR, AT+SYSGPIOWRITE, AT+SYSGPIOREAD,
AT+CWMODE_CUR, AT+CWMODE_DEF, AT+CWIJAP_CUR, AT+CWIJAP_DEF, AT+CWLAPOPT,
AT+CWLAP, AT+HCWQAP, AT+CWSAP_CUR, AT+CWSAP_DEF, AT+CWLIF, AT+CWDHCP_CUR,
AT+CWDHCP_DEF, AT+CWDHCPS_CUR, AT+CWDHCPS_DEF, AT+CWAUTOCONN,
AT+CIPSTAMAC_CUR, AT+CIPSTAMAC_DEF, AT+CIPAPMAC_CUR, AT+CIPAPMAC_DEF,
AT+CIPSTA_CUR, AT+CIPSTA_DEF, AT+CIPAP_CUR, AT+CIPAP_DEF, AT+CWSTARTSMART,

sl AT+CWSTOPSMART, AT+WPS, AT+CWHOSTNAME, AT+CWCOUNTRY_CUR,
AT+CWCOUNTRY_DEF, AT+CIPSTATUS, AT+CIPDOMAIN, AT+CIPSTART, AT+CIPSSLSIZE,
AT+CIPSEND, AT+CIPSENDEX, AT+CIPSENDBUF, AT+CIPBUFRESET, AT+CIPBUFSTATUS,
AT+CIPCHECKSEQ, AT+CIPCLOSE, AT+CIFSR, AT+CIPMUX, AT+CIPSERVER,
AT+CIPSERVERMAXCONN, AT+CIPMODE, AT+SAVETRANSLINK, AT+CIPSTO, AT+CIUPDATE,
AT+PING, AT+CIPDINFO, +IPD, AT+CIPSNTPCFG, AT+CIPSNTPTIME, AT+CIPDNS_CUR,
AT+CIPDNS_DEF

1.0.2.4 AT+MQTTSET, AT+MQTTOPIC, AT+MQTTCON, AT+MQTTPUB, AT+MQTTDIS

1.0.4.1 AT+AZSET, AT+AZCON

1.0.5.1 AT+CIPSSLCCONF, AT+CASEND

1.0.7.2 AT+WIZ_NETCONFIG
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