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1 Introduction
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Figure 1. PPPoE (ADSL2| O|& 0f)
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Figure 2. Simple flow of PPPoE with MACRAW mode
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HA MACRAW RE=Z2 AFAES QE ot & PPPoE Connection Process& —1*—30'*6}[}. PPPoE
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2 Implementation

PPPoE Connection Process®| DY A|X| w2k MHE2 CHE Figure 31} ZH0| &L QLY.
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24 FeoAM= BES MASHo AHESERAL.

PPPoE Protocol
Packet Exchange Process

Making
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Request packet or ‘ Pa;/sl;r:(gmagnd
Response packet . Response packet

macraw_send_pppoemsg(); macraw_check_recvpacket(rien};
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macraw_send(buf, len); macraw_recv(buf, len);

H

R 4

MACRAW

Figure 3. PPPoE Simple Implementation Diagram
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Table 1. MACRAW mode PPPoE Functions list

// PPPoE Start function
uint8_t ppp_start(uint8_t * pppoe_buf);

// PPPoE Discovery function

void do_discovery(void);

// PPPoE protocol message generate functions
void do_lcp(void);

void do_lcp_echo(void);

uint8_t do_lcp_terminate(void);

void do_pap(void);

void do_pap(void);

// PPPoE protocol message send function

void ppp_send(void);

// PPPoE Packet check and response send function
/ /Because socket is opened at macraw, parsing first packet and then next time parsing next
packet

void ppp_recv( uint16_t received_len );

// Write Server MAC address and session 1D

void set_pppinfo(uint8_t * nas_mac, uint8_t * ppp_ip, uint16_t nas_sessionid);

/1 PPPoE Delay function

void delay_ms(uint32_t time);
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3 Connection Process

MACRAW REZ O0[85}0] PPPoE HZS ASt7| {3l Cha1 22 8= HXIA =L

Phase 0.
Socket 0 Open with MACRAW mode

Connection Phase 1,
Process: | Bl Kesssssasssasssaaaiaaaiass PEPOE DO e
h R ey Y e e e
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Phase 3.
PPPoE: PAP (Password Authentication Protocol) or

Phase 4.
PPPoE: IPCP (Internet Protocol(ir} Control Protocol)

Phase 5.
PPPoE Configuration Setting

Figure 4. PPPoE Connection Process with MACRAW mode
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Phase 4. PPP IPCP Configuration Process
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Phase 5. PPPoE Configuration Setting Process
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—
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3.1 Socket 0 Open in MACRAW mode
Ctat7|o| PPPOE ¢4 U EAME Q3 7| 2XQl o4 M™ME £WsICl. 0| Application note

Ol Al #+%i5}= PPPoE= MACRAW R EE A2352 2, MACRAW ZEZ AZl 0HHE opendtLCt.

Table 2. Socket OPEN with MACRAW mode

/* PPPoE Setup */

#define Sn_MR_MACRAW 0x04

sock_num = 0; // The SOCKET use only the SOCKETO.

dummyPort = 0; // The source port for the socket, not used port number.

mflag = 0x80; // MAC filter enable in MACRAW

/* OPEN SOCKETO with MACRAW mode */
switch(getSn_SR(sock_num)
{
Case SOCK_CLOSED :
close(sock_num);
socket(sock_num, Sn_MR_MACRAW, dummyPort, mFlag);
break;

Case SOCK_MACRAW :

break;
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3.2 PPPoE Discovery Process

Ctaty|o| HZAS J§A|St7| I8l PPPOE Server(NAS)Qt 1A S &sICE,
- Q1ZZ NASS/ MAC address £ 25

- NASZEE EMOJA AFEE Session IDE 2=

-

-
WIiZnet device
T T T TPhaser. T
S PRROE DISCOMBIY: sl
| 1. PADI (Broadcast, PPPOE Active Discovery Initiation) ¢ M.
B A S A S S S ST ‘,
P S 2. PADO (PPPOE Active Discovery Offer) -
% 3 PADR (Unicast, PPPoE Active Discovery Request) ¢ B
A |___ 4. PADS (PPPOE Active Discovery Session confirm) _ *
A sent[4.PADS), Goto the Next Phase :

Figure 5. PPPoE Discovery Process

Table 3. PPPoE Discovery

/* PPPoE Discovery */

pppoe_state = PPPoE_DISCOVERY;

/* PPPoE Discovery : ppp_start() */

do_discovery(); // Send PADI massage using broadcast

pppoe_retry_send_count++;

pppoe_recv_count = 0;
while( ! FLAG_DISCOVERY_RCV_PADS &#& pppoe_recv_count < PPP_MAX_RETRYRECV_COUNT )// Not
receive PADS and time out
{
delay_ms(20); // Delay 20 ms to give margin to receive response packet

pppoe_recv_count ++; // Count ppp_recv call for time out

e
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received len = getSn_RX_RSR(sock_num) // Received packet length
if( received_len > 0) // If packet received
{
ppp_recv(received_len);// Receive packet and Parse process
if( FLAG_DISCOVERY_RCV_PADS )
pppoe_state = PPPoE_LCP; // Go to the next phase: PPPoE_LCP
}
}
/* PPPoE Discovery : ppp_recv(received_len) */
Case PPPoE_DISCOVERY :
If( PPPOE_PADO ) // PADO massage received
{
while( taglen ) // If tag length > 0
{
switch( tagname ) // Process Tags and making PADR massage
{
case SERVICE_NAME :
case HOST_UNIQ :
case AC_NAME:
case AC_COOKIE :
// Making PADR massage
break;
}
taglen =- ppp_tag_len; // Length of all tags - length of each tag
3
ppp_send(); // Send PADR massage using unicast
3
else if( PPPoE_PADS ) // PADS massage received
{
// Session ID is used to whole connection process after PPPoE discovery process.
NAS_sessionid = received NAS session ID; // Save Session ID from NAS
pppoe_control_flag = pppoe_control_flag | FLAG_DISCOVERY_RCV_PADS;// Received PADS indicate
flag
3
Break;

S —
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3.3 PPP LCP Configuration Process

NASOIO| BAS S¢f PPPOE GIZZ QI8 7|ZASS
% i
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ACK)SIH, 2+ -t 282 =St Magic NumberE 0|-23}0{OF StLCt.
MRU (Maximum Receive Unit)

- Authentication Protocol (PAP, CHAP &)

<Notice>
N&dt= Ofx HUO AATEO| =4l PacketZ Parsingst= ppp_recv(received_len); &=
= 2= 40| #oE0f A= ZAO| otLH, 7|=XQl PPPoE FoiS I oot %49
SUST A ALt
otop Jjgxoz PHE 24 2of F7t 8M0| R7E A, PHEH IR SMI RFCO|
HolE sy Z2EES g1 2|2EE HASH0 0| e} F5tr| HiEtt. O|of CHeh
FE22 OH ZE Y0 noticeZ HA|%|0] RUCt

_—

N
WiZnet device MAS

Phase 2.
PPPoE: LCP (Link Control Protocol)

A 2.1LCP: Config-Ack (MagicNum.=xx, MRU, Aut.=PAP) | =
| 3.LCP: Config-Request (MagicNum =y, MRU, Aut=PAP) il
pre— 4.LCP : Config-Ack (MagicNum.=yy, MRU, Aut.=PAP) e

Figure 6. PPP LCP Configuration Process
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Table 4. PPP LCP Configuration

/* PPP LCP Configuration : ppp_start() */

do_lcp_echo();// Send LCP Echo-Request

pppoe_retry_send_count++;// Count ppp_recv call for time out

pppoe_recv_count = 0;
while( ! FLAG_LCP_CR_RCV && pppoe_recv_count < PPP_MAX_RETRYRECV_COUNT )// Not receive
Configuration Request and time out
{

delay_ms(20); // Delay 20 ms to give margin to receive response packet

pppoe_recv_count ++;// Count ppp_recv call for time out

received_len = getSn_RX_RSR(sock_num);

if( received_len > 0)

{

ppp_recv(received_len); // Receive packet and Parse process

if (FLAG_LCP_CR_RCV ) pppoe_retry_send_count = 0;

if((pppoe_control_flag & FLAG_LCP_CR_RCV) == FLAG_LCP_CR_RCV)
{
do_lcp();// Send LCP Configuration-Request

pppoe_retry_send_count++;

pppoe_recv_count = 0;
while( ! FLAG_LCP_CR_SNT &#& pppoe_recv_count < PPP_MAX_RETRYRECV_COUNT )
{
delay_ms(20); // Delay 20 ms to give margin to receive response packet
pppoe_recv_count++;// Count ppp_recv call for time out
received_len = getSn_RX_RSR(sock_num);
if( received_len > 0)
{
ppp_recv(received_len); // Receive packet and Parse process
if( FLAG_LCP_CR_SNT )
{

- // Authentication protocol : PAP, Go to the next phase: PPPoE_PAP
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if ( auth_protocol == PPPoE_PAP ) pppoe_state = PPPoE_PAP;

// Authentication protocol : CHAP, Go to the next phase: PPPoE_CHAP
else if( auth_protocol == PPPoE_CHAP ) pppoe_state = PPPoE_CHAP;

// Unknown Authentication protocol, Go to the failed state: PPPoE_FAILED
else pppoe_state = PPPoE_FAILED;

}
/* PPP LCP Configuration : ppp_recv(received_len) */

Case PPPoE_SESSION :
if( PPPOE_LCP )
Switch( ppp_code )
{
Case CONFIG_REQ :
getlen = all option length;
While( getlen )
{
opt_code = option code;
opt_len = option length;
Switch( opt_code )
{
Case LCP_MRU :
Case LCP_AUTH :
Case LCP_MAGICNUM :
// Parsing and making Config-Ack massage
break;
Default :
// Making Config-Reject massage
// and rej_idx += opt_len;
break;
}
getlen -= opt_len;
3
// Send Response message for Request message from NAS
If( rjt_idx ) // if any option is rejected, send reject message and then wait Config-Request
{

// Making Config-Reject massage and send
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ppp_send();
}
else // Send Config-Ack, lcp_cr_rcv flag set

{
/1 Making Config-Ack massage and send

ppp_send();
}

Break;

Case CONFIG_ACK : // ack, then lcp_cr_sent flag set
FLAG_LCP_CR_SNT = 1; // Set flag

Break;

/* Notice : This part is not implemented. */
/* If necessary, please implement more for reply for request from NAS. */
/*
case CONFIG_REJ : //reject
break;
case ECHO_REQ : // Echo-Request
break;
*/
Default : break;
}
Break;

Break;

e
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3.4 PPP Authentication Process

PPPoE AHZO|M ALEX} 2152 ME|ohr| fIeh IFO|C O ALZXF Q15 HEE 0|8Y
X|0f CH3HA{= Ch. 2.4 LCP Configuration ProtocolOijA{ A™EICE SX| FH = PPPOE 21
20| A= Authentication protocolZ PAPQ} CHAPE X| st AMRXIIF Q3 AR =7t

ol oIS YRS Foloty st =Ct.

3.4.1 PAP (Password Authentication Protocol)

= NASE AM2XIO| IDQ} Passworddt HLHDH NASZF £HOIBI0| Ack(SHIZ AFEX}) /
Nak(ZHIEX| 42 AFEXHEH AFEXIO|A ™ESH= 7HEHSE Q15 WAIO|CEH AFEX}ZL AckE

[ |_|_|_ LLO o1

+2I5HH QS22 dE8H2 2 O0[R0X|1, Cg TAZ Fo7tA =

-
N
_ NAS
WiZnet device (PPPoE Server)
T T T T T  Phase3. T :
e PPPOE: PAP (Password Authentication Protocol) :
| 1.PAP: Authenticate-Request (User ID = xx, Password =yy) i
Hl——————t  2.PAP:Authenticate-Ack/Nak o
[ Pkl Sent [2. Authenticate-Ack], Go to the Next Phase :

.............................................................................

Figure 7. PAP Authentication Process

Table 5. PAP Authentication

/* PPP PAP Authentication */
/* PPP PAP Authentication : ppp_start() */
do_pap();// Send PAP Authentication-Request

pppoe_retry_send_count++;

pppoe_recv_count = 0;

While( ! FLAG_PAP_ACK_RCV && pppoe_recv_count < PPP_MAX_RETRYRECV_COUNT )// Not receive

Authenticate Ack and time out
|
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delay_ms(20); // Delay 20 ms to give margin to receive response packet

pppoe_recv_count ++;// Count ppp_recv call for time out

received len = getSn_RX_RSR(sock_num) // Received packet length
if( received_len > 0) // If packet received
{

ppp_recv(received_len); // Receive packet and Parse process

if( FLAG_PAP_ACK_RCV ) pppoe_state = PPPoE_IPCP; // Go to the next phase: PPPoE_IPCP

/* PPP PAP Authentication : ppp_recv(received_len) */

Case PPPoE_SESSION :
If( PPPOE_PAP )
{
If( codename == CONFIG_ACK ) FLAG_PAP_ACK_RCV = 1; // Set PAP Ack receive flag

Break;
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3.4.2 CHAP (Challenge-Handshake Authentication Protocol)

L CIE 91T ZZEZ2Q| CHAPE DAL ZF Mg X %D, A5z 0] MEE| 7|
=0 PAPECH HQHMO| =2 EFZ ZA1n ULt 7|2HQ CHAPS| Q15 HXt= CHZ
7

Figure 72| CHAP Authentication Process?} Zt0| 3-Way Handshaking 2 XIE & SICt.

1. NAS(PPPoE Server)= zHE3E 7ol Challenge Value(CV)E = &5t CHAP-Challenge Ijf
g EHEE S4leh).

2. CHAP-Challenge HA|X|E £AIGH T2 CV Zfat XpAIQ| password, 2|10 =AM
HS Ol ID £FS 0|23l Message Digest 5(MD5) HtAl© 2 Hashed Value(HV)E MM

2 CHAP-Response I{ZlS NASZ ESHCE.

[ =
3. mzls e 2F ME s AHol YEHE CV ograt A

o
4. OFSF HVeF HV’ 10| YX|SHCHH ST ALBAIE FRTH AFEALE HEHSED NASE
ChatZ CHAP-Success HA|X|E 2L SEstH, DA X| QUCHH CHAP Fail HA|X|Z2
st
= ®
. EE
N H] g
) NAS
WiZnet device (PPPoE Server)
T TBhases, T ;
|______PPPoE: CHAP (Challenge Handshake Authentication Protocol) |
P 1.CHAP : CHAP-Challenge (cv) ;
A 2. CHAP : CHAP-Response (HV = MDS(CV, Password, ID)) ':i s
/" 3.Compare HV with HV ' L
. HV'=MDS(CV, Password, ID) J
#e—————3  4.CHAP:CHAP-Success or CHAP-Fail w
" Received [4. CHAP-Success], Go to the Next Phase :

Figure 8. CHAP Authentication Process
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Table 6. CHAP Authentication

/* PPP CHAP Authentication */
/* PPP CHAP Authentication : ppp_start() */
pppoe_recv_count = 0;
While( ! FLAG_CHAP_SUC_RCV && pppoe_recv_count < PPP_MAX_RETRYRECV_COUNT ) )// Not receive
CHAP-Success and time out
{
delay_ms(20); // Delay 20 ms to give margin to receive response packet
pppoe_recv_count ++;// Count ppp_recv call for time out
received len = getSn_RX_RSR(sock_num) // Received packet length
if( received_len > 0) // If packet received
{
ppp_recv(received_len); // Receive packet and Parse process

if( FLAG_CHAP_SUC_RCV ) pppoe_state = PPPoE_IPCP; // Go to the next phase: PPPoE_IPCP

/* PPP CHAP Authentication : ppp_recv(received_len) */

Case PPPoE_SESSION :
If( PPPoE_CHAP )
{
Switch( chap_algorithm )
{
Case MD5 : // 0x05, using MD5 algorithm
Switch( codename )
{

Case 0x01 : // CHAP-Challenge
// MD5 Calculation CV and send CHAP-Response to NAS
ppp_send();
break;

Case 0x03 : // CHAP-Success
FLAG_CHAP_SUC_RCV = 1;
break;

Case 0x04 : // CHAP-Failed

Default : break;

}

break;
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/* Notice : This part is not implemented. */
/* If necessary, please implement more for the other CHAP algorithm */
/*
Case MS_CHAP : // 0x80
Case MS_CHAP_V2 // 0x81
break;
*/

Default : break;

Break;

e
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3.5 PPP IPCP Configuration Process

IP protocolOf| M AtE2% IP, Gateway, DNS addressS 2| F=AE =ESICt,

<Notice>
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=
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0] 0 A= A0 OfL|H, 7|=X ¢l PPPoE 73S ol TRt F29|

=40 27E 4%, FeE 7|2 41 RFCO

=] |- =
BolE g ZREZS| 84 2|AES FASY TR0 met Fost| Hietht. ojof CHet
B c

0z
=2
>
o
(=5
[a)]
[0]
HU
Fl
>
oo
k=)
30
inl

-\ ‘
NAS
WIiZnet device (PPPoE Server)
poTTTTTTT e Phase4. ;
S PPPOE: IPCP (Internet Protocol(i?) Control Protocol) :
K————1  1.IPCP:Config-Request (Options : IP address, ..) :
A 2,IPCP: Config-Ack (Options : IP address, ..) =)
N S O S s o
: 3. IPCP : Config-Request (IP address : 0.0.0.0, ...) ::{) L
{e=—————i  4.IPCP :Config-Nak (IP address : IP address from NAS,..)  *
4 5.1PCP : Config-Requset (IP address : IP address from NAS, ..) it .
ll‘——————;, """ 6. IPCP : Config-Aak (IP address : IP address from NAS, ...) &

Figure 9. PPP IPCP Configuration Process
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Table 7. PPP IPCP Configuration

/* PPP IPCP Configuration */
/* PPP IPCP Configuration : ppp_start() */
pppoe_recv_count = 0;
While( ! FLAG_IPCP_CR_RCV && pppoe_recv_count < PPP_MAX_RETRYRECV_COUNT )
{
delay_ms(20); // Delay 20 ms to give margin to receive response packet

pppoe_recv_count ++;// Count ppp_recv call for time out

received len = getSn_RX_RSR(sock_num) // Received packet length
if( received_len > 0) // If packet received
{

ppp_recv(received_len); // Receive packet and Parse process

3
if( FLAG_IPCP_CR_RCV )
{

do_ipcp();

pppoe_retry_send_count++;

pppoe_recv_count = 0;
While( ! FLAG_IPCP_CR_SNT &#& pppoe_recv_count < PPP_MAX_RETRYRECV_COUNT )
{
delay_ms(20); // Delay 20 ms to give margin to receive response packet
pppoe_recv_count ++;// Count ppp_recv call for time out
received len = getSn_RX_RSR(sock_num) // Received packet length
if( received_len > 0) // If packet received
{
ppp_recv(received_len); // Receive packet and Parse process
if ( FLAG_IPCP_CR_SNT )
{
/1 PPPoE Configuration setting
set_pppinfo(NAS_mac, pppoe_ip, NAS_sessionid);
/1 Return PPPoE Connection success

ret = PPP_SUCCESS;

- )
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21




@}Znet

/* PPP IPCP Configuration : ppp_recv(received_len) */

Case PPPoE_SESSION :
If( PPPoE_IPCP )
{

Switch( codename )
{
Case CONFIG_REQ :
Case CONFIG_NAK :
getlen = all option length;
While( getlen )
{
opt_code = option code;
opt_len = option length;
Switch( opt_code )
{
Case 0x02 : // IP compression
Case 0x03 : // IP address
// Parsing and making Config-Ack massage
// Save assigned IP address
break;
/* Notice : This part is not fully implemented. */
/* If necessary, please implement more for DNS or etc.*/
default :
// Making Config-Reject massage
// and rej_idx += opt_len;
break;
}
getlen -= opt_len;
3
// Send Response message for Request message from NAS
If( rjt_idx ) // if any option is rejected, send reject message and then wait Config-Request
{
// Making Config-Reject massage and send
ppp_send();

}
else // Send Config-Ack, lcp_cr_rcv flag set
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/1 Making Config-Ack massage and send
ppp_send();
FLAG_IPCP_NAK_RCV = 1;
}
break;
Case CONFIG_ACK : // Ack, then ipcp_cr_snt flag set
if( flag_ipcp_nak_rcv ) FLAG_IPCP_CR_SNT = 1;

break;

Break;
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3.6 PPPoE Configuration Setting Process

PPPoE connections £/l Socket 0= MACRAW modeZ opendstil ZXX| IP, MAC address,
Session IDE NASZHE 22 = CHE7|0| 7|FSCh 1 = 2315 PPPEZ ARESHY| 2|3
MR 2| X|AE{(Common Mode Register)S PPPoEZ A7MHdl| =1 opendstH O] M{EE AtEXt=
PPPOEZ O|8% 4 7| ECt.

THE7|= PPPoE HZ0| §SH2= O|RUX|H AZS| X[&5 fIo] H/W ZE=Z Fd
LCP Echo RequestE Timerdf Hs|&l F7|0FCt NASE M™&SHCH. O Of Timere| F7|

PTIMER #X|AE{C] MME E3 =H J}58iCt.

ri

rir

Table 8. PPPoE Configuration Setting

/* PPPoE Configuration Setting */

#define PTIMER (COMMON_BASE + 0x0028)
#define Sn_MR_PPPOE 0x05

#define Sn_CR_OPEN  0x01

i=0; // index for ‘for’ statement

/* Set PPPoE bit in MR(Common Mode Register) : Enable Socket 0 PPPoE */
IINCHIP_WRITE(MR,INCHIP_READ(MR) | MR_PPPOE);

/* Set PPPoE Network information */

for (i = 0; i < 6; i++) IINCHIP_WRITE((Sn_DHAROQ(0)+i), mac[i]); // NAS MAC address
for (i = 0; i < 4; i++) IINCHIP_WRITE((Sn_DIPRO(0)+i), ip[i]); // Assigned IP address
IINCHIP_WRITE((Sn_DPORTO(0)), (uint8)(sessionid >> 8)); // Session ID
IINCHIP_WRITE((Sn_DPORTO0(0)+1), (uint8)sessionid);

setSn_IR(0, getSn_IR(0));

/* Set PPPoE Timer */
IINCHIP_WRITE(PTIMER,200); // 5 Sec timeout
/* Open Socket in PPPoE mode */
IINCHIP_WRITE(Sn_MR(0),Sn_MR_PPPOE);
IINCHIP_WRITE(Sn_CR(0),Sn_CR_OPEN);
while( IINCHIP_READ(Sn_CR(0)) );

wait_1us(1);
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Demonstration

MACRAW B EO|A F3= PPPoE Protocoll} W7100AS
addressE oot 2E7|77HX| Q| EE EQICt NASE= Windows Server 20002 0| &35S,
PAPE AFESIQI1 192.168.200.425 E{2| IP addressE IP poolZ A™sI
IPCPE OfX|2toZ PPPoE 9ZO0|

=HEA|

0|28} NASZEZE]

IP

ol
—

[=13
=

28z, 3.6 PPPOE

Configuration Setting Process®| 10| = E|H W7100A= X[ =l PTIMER A|ZtOFCE NASZE

LCP Echo RequestE Xts2 =2 EHLf &

22 wAlettt

W7100A Net Config Information

MAC ADDRESS IP : 00.08.dc.11.22.33
SUBNET MASK : 255.255.255.000
G/W IP ADDRESS : 192.168.001.001
LOCAL IPADDRESS : 000.000.000.000

PHASE 0. Socket 0 Open with MACRAW mode
PHASE 1. PPPoE Discovery

PHASE 2. PPPoE LCP
PHASE 3. PPPoE PAP
PHASE 4. PPPoE IPCP
PHASE 5. PPPoE Socket open

<<<< PPPoE Success »>>>
Assgined IP address : 192.168.200.045

Figure 10. Serial Terminal capture of PPPoE Demonstration
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Figure 11. PPPoE Connection Process - Packet Capture
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