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1 Document information

1.1 Revision history

Version Date Description of change
V1.0.0 2022-11-30 Initial Release
V1.0.1 2022-12-01 Modify Figure 12. Generate certificate in X.509
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2 Introduction

This document describes how to connect W5500-EVB-Pico running Windows 10 with Azure
loT SDK. This multi-step process includes:

Configuring Azure loT Hub

Registering your 10T device

Provisioning your devices on Device Provisioning service
Build and deploy Azure 10T SDK on device
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3 Prerequisites

3.1 Prepare your development environment

3.1.1 Tools installation

Windows 10 was used during preparation of this guide document. Linux and MacOS user should
use compatible software, hardware-wise there is no difference. Please refer to the guide in
section 3.1.3 to find instructions for installing toolchain on Linux and MacOS.

1) Install the Toolchain

To build you will need to install extra tools below.

ARM GCC compiler

CMake

Build Tools for Visual Studio
Python 3.9

Git

Visual Studio Code

Download the executable installer for each of these from the links above, and then carefully
follow the instructions in the following sections to install all six packages on to your Windows
compulter.

@ Install ARM GCC compiler

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.
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Completing the GNU Arm Embedded
Toolchain 10-2020-g4-major 10
2020 Setup Wizard

GMU Arm Embedded Toalchain 10-2020-g4-major 10 2020
has been installed an your computer,

Click Finish to dose this wizard.

[]show Readme

Launch geovar.bat

Add path to environment variable
Add registry information

< Badk Finish Cance

Figure 1. Install ARM GCC compiler

During installation you should check the box to register the path to the ARM compiler as
an environment variable in the Windows shell when prompted to do so.

@ Install CMake

#

Install Options
Chioose options for instaling CMake 3.20.2

By default CMake does not add its directory to the system PATH.
(") Do not add CMake to the system PATH

(®) Add CMake to the system PATH for all users

(") Add CMake to the system PATH for the current user

[ create CMake Desktop Icon

Figure 2. Install CMake
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During the installation add CMake to the system PATH for all users when prompted by
the installer.

(3 Install Build Tools for Visual Studio

Installing — Visual Studio Build Tools 2019 — 16.9.6 #
Workloads  Individual components  Language packs  Installation locations

@ Need help choosing what to install? More info # Installation details

i ~ C++ build tools
Desktop & Mobile (4)

~ Included

+  C++ Build Tools core features

e C++ build toals Mabile Development with .NET
C++ 2019 Redistri
Build Windows desktop applications using the Microsoft C Tools for building cross-platform applications for i0S, ¥ G+ 2019 Redistributable Update
++ toolset, ATL, or MFC. Android and Windows using C# and F#, ¥ C++ core desktop features
« Optional
MSVC v142 - VS 2019 C++ x64/x86 build t...
Windows 10 SDK (10.0.19041.0)
W] NET desktop build tools MM Universal Windows Platform build tools C++ CMake tools for Windows
Tools for building WPF, Windows Forms, and console B rprovides the tools required to build Universal Windows o
applications using C#, Visual Basic, and F#. Platform zpplications. festmglookcorelfeaturestBuikjiogks
Cor+ AddressSanitizer
C++ ATL for latest w142 build tools (x86 &...
C++ MFC for latest v142 build tools (x86...
Location

C:\Program Files (x86)\Microsoft Visual Studio\2019BuildTools  Change..

By continuing, you agree to the license for the Visual Studio edition you selected. We also offer the ability to download other software with Total space required 6.28 GB

Visual Studio. This software is licensed separately, as set out in the 3rd Party MNotices or in its accompanying license. By continuing, you also
agree to those licenses.

Install while downloading ~ Install

Figure 3. Install Build Tools for Visual Studio

When prompted by the Build Tools for Visual Studio installer you need to install the
C++ build tools only.

@ Install Python 3.9
During the installation, ensure that it's installed 'for all users' and add Python 3.9 to the

system PATH when prompted by the installer. You should additionally disable the
MAX_PATH length limit when prompted at the end of the Python installation.

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.
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B Python 3.9.5 (64-bit) Setup — ®

Install Python 3.9.5 (64-bit)

Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.

% Install Now

Ch\Users\Arnab Kumar Das\AppDatatLocal\ProgramsiPython\Python39

Includes IDLE, pip and decumentation
Creates shortcuts and file asscciations

= Customize installation
Choose location and features

python

for Install launcher for all users (recommended)

WiﬂdOWS Add Python 3.9 to PATH Cancel

Figure 4. Install Python

® Install Git

When installing Git you should ensure that you change the default editor away from
vim.

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.
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Choosing the default editor used by Git
Which editor would you like Git to use?

Use Notepad++ as Git's default editor w
MNotepad++ is & popular GUI editor that can be used by Git.

This editor is popular in part due to the vast number of available plugins;
However, when configured via this option, Git will call Notepad ++ with
plugins disabled (to open the editor as quickly as possible).

[Jonly show new options Back Cancel

Figure 5. Install Git

® Install Visual Studio Code

During the installation add Visual Studio Code to the system PATH.

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.
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Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Visual Studio Code, then dlick
Mext,

Additional icons:

[] create a desktop icon

Other:

Add "Open with Code™ action to Windows Explorer file context menu

Add "Open with Code” action to Windows Explorer directory context menu
[] Reqister Code as an editor for supported file types

Add to PATH (requires shell restart)

Figure 6. Install Visual Studio Code

2) Clone the Raspberry Pi Pico SDK and WIZnet's Azure 10T SDK example using below
commands

Raspberry Pi Pico SDK : https://github.com/raspberrypi/pico-sdk
Azure loT SDK example : https://github.com/Wiznet/RP2040-HAT-AZURE-C

// create a project directory
D:\>mkdir RP2040
D:\>cd RP2040

// get the SDK

D:\RP2040> git clone -b master https://github.com/raspberrypi/pico-sdk.git
D:\RP2040> cd pico-sdk

D:\RP2040\pico-sdk> git submodule update --init

// get the example

D:\RP2040\pico-sdk> cd ..

D:\RP2040> git clone -b main https://github.com/Wiznet/RP2040-HAT-AZURE -
C.git

D:\RP2040> cd RP2040-HAT-AZURE-C

Copyright 2022 WIZnet Co., Ltd. All rights reserved
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‘D:\RP2049\RP2949-HAT-AZURE-C> git submodule update --init

BN C#windowstSystem32ttemd. exe — O ®
ft Win 0

i thuk

Figure 7. Get the SDK and example

3) Setup Visual Studio Code

@ Open a new Visual Studio 2019 Developer Command Prompt

@ Run the below command to open Visual Studio Code

Copyright 2022 WIZnet Co., Ltd. All rights reserved
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‘D:> code -n

(® Opening Visual Studio Code from Developer Command Prompt
@ Open Extensions

) File Edit Selection View Go Run Temminal Help Welcome - Visual Studio Code
|
Welcome X

Command Palette... Ctrl+Shift+P

Settings Ctrl+,

Online Services Settings

Extensions ‘h Ctr+Shift+X

Keyboard Shortcuts Cirl+K Cirl+5

Keymaps Ctrl+K Ctrl+M
User Snippets

Color Theme Ctrl+K Ctrl+T
File lcon Theme

Product Icon Theme
Turn on Settings Sync...

Install Update... (1)

Figure 8. Install Extensions in Visual Studio Code

® Install some tools
- CMake Tools
- CIC++

® Open CMake Tools Extension Settings

@ Scroll down and setup some items
- Add Cmake: Configure Environment Item as PICO_SDK_PATH
- Add Cmake: Configure Environment Value as D:\RP2040\pico-sdk
- Add Cmake: Generator as NMake Makefiles

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.
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File Edit Selection View Go Run Extension: CMake To sual Studi...

EXTENSL. Y £ Settings = Extension: CMake Tools X

C M a ke TOO I g ms-vscode.cmake-ta
> INSTALLED

> RECOMMENDED Microsoft | & 2.0

L 8.8 8
Extended CMake support in Visual Studio Co...

Disable Uninstall » 43

A
J

Copy
Details Feature Contributions Changelo TR
Extension Pack (1) Em“‘ﬁemms
CMake
4 CMake langage support for Vis...
twoes

Figure 9. CMake Tools Extension Settings in Visual Studio Code

T
@ext:ms-vscode.cmake-tools 50 Settings Found ==
» INSTALLED

< Tum on Settings S
> RECOMMENDED S ngs =ync

Cmake: Configure Environment
Environment vanables to

dunng configure.

Item
PICO_SDK_PATH

Add Item

Cmake: Configure On Edit

@oM0 AR

Figure 10. Add CMake Configure Environment path

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.
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EXTENSL. ¥ U < Seftings X £ Extension: CMake Tools 9

@ext:ms-vscode.crake-tools 50 Settings Found ==
» INSTALLED -
5 Turn on Setiings S
> RECOMMENDED LET ngs Sync
Cmake: Export Compile Commands File

+* Enables exporting compile_commands.json.

Cmake: Generator

The CMake generator to use.

MMake Makefiles

Cmake: Ignore Kit Env
Do not use the kit environment variables when running CMake
commands.

Figure 11. Add CMake Generator name

Add folder RP2040-HAT-AZURE-C to Visual Studio Code

@ Visual Studio Code will scan for kits

Select '"Yes' when asked: Would you like to configure project RP2040-HAT-AZURE-C?
@ Select "Yes' if you like to configure the project upon opening

@ Click CMake in the bottom bar to select the kit RP2040-HAT-AZURE-C

@ Select Debug / Release based on your preference

Visual Studio Code will save all file and configure the project

@ Click on Build to build all examples, if no error Build will finish with exit code 0

3.1.2 Other software required to develop and debug applications for the device

Serial terminal program is required for operation check and debugging.

Tera Term

You may use your preferred serial terminal program.

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.
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3.1.3 Additional software references

Refer to the '9.2. Building on MS Windows' section of 'Getting started with Raspberry Pi
Pico' guide document below to setup the development environment.

Getting started with Raspberry Pi Pico

3.2 Setup your loT Hub

Refer to the 'Create an 10T hub' section of 'Quickstart: Set up the 10T Hub Device
Provisioning Service with the Azure portal’ guide below to setup the 10T Hub.

Quickstart: Set up the 10T Hub Device Provisioning Service with the Azure portal

3.3 Provision your device over DPS
Refer to the 'Create a new 10T Hub Device Provisioning Service' section of 'Quickstart: Set

up the 1oT Hub Device Provisioning Service with the Azure portal’ guide below to setup the
DPS.

Quickstart: Set up the 10T Hub Device Provisioning Service with the Azure portal

After completing the DPS settings according to the guide document above, some additional
settings are required.

1) Generate the certificate in X.509 format required when provisioning the device

Generate the certificate in X.509 format that is required when provisioning the device using
OpenSSL.

For the OpenSSL commands to generate the certificate in X.509 format, refer to the following.

/* Generate the certificate */

OpenSSL> genpkey -out [key name].key -algorithm RSA -pkeyopt

rsa_keygen bits:2048

OpenSSL> req -new -key [key name].key -out [csr name].csr

OpenSSL> x509 -req -days 365 -in [csr name].csr -signkey [key name].key -
out [crt name].crt

Copyright 2022 WIZnet Co., Ltd. All rights reserved
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OpenSSL> x509 -in [crt name].crt -out [pem name].pem -outform PEM

// e.g.

OpenSSL> genpkey -out prov_devicel.key -algorithm RSA -pkeyopt

rsa_keygen bits:2048

OpenSSL> req -new -key prov_devicel.key -out prov_devicel.csr

OpenSSL> x509 -req -days 365 -in prov_devicel.csr -signkey prov_devicel.key
-out prov_devicel.crt

OpenSSL> x509 -in prov_devicel.crt -out prov_devicel.pem -outform PEM

I CwProgram FileswOpenSSL-WinbdWhinwopendis| exe a X

Figure 12. Generate certificate in X.509

Copyright 2022 WIZnet Co., Ltd. All rights reserved
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2 libssl-1_1-x64.dll 2021-08-2
| openssl.cfg 2021-08-2
(3] openssl.exe 2021-08-2
% ossltest.dll 2021-08-2
% padleck.dll 2021-08-2
| progs.pl 2021-08-2
= prov_devicel.crt 2022-01-1
| prov_devicel .csr 2022-01-1
| prov_devicel key 2022-01-1
| prov_devicel.pem 2022-01-1
[ server.crt 2021-12-0
| server.csr 2021-12-0
| server key 2021-12-0
| tsget.pl 2021-08-2

If OpenSSL is not installed, you can download it from the link below and install it, or you can
use another preferred program to generate the certificate in X.509 format.

OpenSSL

2) Setup Enrollment and register the generated the certificate in X.509 format

Microsoft Azure £ Search resources, services, and dos (G+/)

& my-rp2040-hub-prov-service | Manage enrollments =

Add enrcdiment group Add individual enrollment ) Refresh
Overview
B Activity log 'T You can add or remove individual device enrollments andfor enrollment groups from this page
AL ontrol (LAK)
# Tags Enroliment Groups Individual Enroliments
&2 Diagnose and sobwe problems
Settings REGISTRATION ID
& Quick Start Mo results
Shared acoess poboes
Linked 10T hubs
Certificates

@ Manage enrcliments

Figure 13. Add Individual Enrollment

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.
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Microsoft Azure £ Search resources, services, and docs (G+)

Add Enrollment

“prov_device 1 pem”

my-rp2040-device-prov-x509

Evenly weighted distribution

20:40-hub-prov.azure-dences. net

w1 and migrate data

Initial Device Twin State

Figure 14. Setup enrollment items

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.
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Microsoft Azure £ Sparch resources, services, and dogs (G+)

& my-rp2040-hub-prov-service | Manage enrollments =

Add enrcdiment group Add individual enrcliment ) Refresh
Overview
B Activity log I You can add or remove individual device enrollments andfor enrollment groups from this page

ontrol (LAK)

Enroliment Groups Individual Enroliments

nagnose and solve problems

Settings REGISTRATION ID
& Quick Start my-rp2040-device-prov-x509
Shared acoess poboes

Linked 10T hubs

Certificates

@ Manage enrcliments

Figure 15. Registered Individual Enrollment

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.
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4  Prepare your Device

4.1 Connect with ethernet cable

Connect ethernet cable to device ethernet port.

4.2 Connect with 5 pin micro USB cable.

Connect device to desktop or laptop using 5 pin micro USB cable.

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.
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5 Build SDK and Run Samples

5.1 Select sample application

Since you need to use the prov_dev_client_Il_sample sample application, uncomment the
following in 'main.c' in the 'RP2040-HAT-AZURE-C\examples\' directory to configure the
sample application.

*/
// The application you wish to use should be uncommented
//
//#define APP_TELEMETRY
//#define APP_C2D
//#define APP_CLI_X509
#define APP_PROV_X509

main.c M sample_certs.c M

.git

.gitmodules

Figure 16. Setup sample application

5.2 Enter certificate and DPS related information

Copyright 2022 WIZnet Co., Ltd. All rights reserved
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For provisioning the device to the loT Hub through DPS and connecting to 10T Hub, enter ID
scope, common name, and certificate in X.509 format generated and registered in section 3.3.

The ID scope can be checked in the Device Provisioning Service set in the Azure Portal.

: my-rp2040-hub-prov-serviceazure-devices-provisioning.net

t : global.azure-devices-provisioning.net
¢ One00 48

HY

Figure 17. 1D scope

The common name is one of the information entered when generating the certificate in X.509
format in OpenSSL.

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.



@IZnet

0 CwProgram FilessOpenSSL-Winbdhinwopends| e a X

Figure 18. Common Name

Setup the above information in 'sample_certs.c' in the 'RP2040-HAT-AZURE-C\examples\'
directory.

const char pico_az_id_scope[] = "[ID Scope]l";

const char pico_az_COMMON_NAME[] = "[custom-hsm-device]";
const char pico_az CERTIFICATE[] =

BT BEGIN CERTIFICATE----- ""\n"

R END CERTIFICATE----- g

const char pico_az_PRIVATE_KEY[] =
Mmoo BEGIN PRIVATE KEY----- ""\n"

Copyright 2022 WIZnet Co., Ltd. All rights reserved
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@ EX ] ocs main.c M sample

~ RP2040-HAT-AZURE-C examples E-EIW'I}:"E_I:E\"'

~ examples pico_az_ connectionString[] = "[d

amples.h

iothub_Il_te

mair

pico_az_id_scope

pico_az_COMMON_NAME

pico_az_PRIVATE_KEY

Figure 19. Setup ‘'sample_certs.c'

5.3 Build example

1) After completing the Azure loT SDK example configuration, click 'build" in the status bar at
the bottom of Visual Studio Code or press the 'F7' button on the keyboard to build.

2) When the build is completed, ‘'main.uf2' is generated in the 'RP2040-HAT-AZURE-
C\build\examples\' directory.

5.4 Upload firmware

1) While pressing the BOOTSEL button of the device power on the board, the USB mass
storage 'RPI-RP2' is automatically mounted.

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.
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E 4 = Thispc O X
Computer View o
B Uninstall or change a program
V] W » L -

B4 System properties
Properties Open Rename  Access Map network Add a network Open _

media drive = location Settings EMEHEQE
Location Metwork System
4 s ThisPC v O O Search This PC
~
3D Objects Desktop 4 Documents
> | = =
Downloads ﬁ Music Pictures
| =
m Videos
~ Devices and drives (4)
Local Disk (C:) Data (D:) Al 02 (E)
o= I | |
"y 105 GB free of 231 GB "y 811 GB free of 931 GB "y 84.9 MB free of 99.9 MB
RPI-RPZ (F:)

Ty 127 MB free of 127 MB

11 items

Figure 20. Automatically mounted USB mass storage 'RPI1-RP2'

2) Drag and drop 'main.uf2' onto the USB mass storage device 'RPI-RP2'".

5.5 Run sample application
First, connect to the serial COM port of the device with terminal program.

When connecting to the serial COM port of the device, use following settings to setup the serial
port.

Baud rate : 115,200
Data bit : 8

Parity bit : none
Stop bit: 1

Flow control : none

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.
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Port:
- New setting

Speed:
Data: 8 bit Cancel

Parity: none

Stop bits: 1 bit Help

Flow control: none

Transmit delay

msec/char msec/line

Drevice Friendly Name: USE & Z X (COM17)

Device Instance |D: USBWVID_2ESAS&PID_000A&MI_00WEE&CEE
Device Manufacturer: Microsoft

Provider Mame: Microsoft

Driver Date: 6-21-2006

Drriver Wersion: 10.0.19041.1202

Figure 21. Setup serial port

If sample application is running normally, in terminal you should be able to see the device
network information, registering to the IoT Hub through DPS, and sending data from the device
to the 1oT Hub.

A COMIT - Tera Term VT
File Edit Setup Contrel Window Help
DHCP client running

target domain :
IP of tar

hub APTI 1

ocketconnection_cr
etconnection_

Figure 22. Device network information

Copyright 2022 WIZnet Co., Ltd. All rights reserved.
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s\libra

o8

ibraries\mbedtls
\libraries\mbedtls\library
@-HAT-A ibraries library\
HAT-AZ ibraries\nbedt]
P-HAT
D -HAT
P-HAT D ¢
@-HAT - 4 - \1ibr 6 efore encry i g @ bytes of padding
“HAT \
-HAT
@-HAT
-HAY
8-HAT
-MAT
-HAT
d-MAT
&-MAT -
a-MAT - i dtls\library
D-HAT libra
3-HAT ri b library
3-MAT : praries\sbedtls\library
my - rp2828-hub-p
3-HAT prarie libra
P204@-HAT
P2048-HAT
-HAT -
@-HAT
D-HAT
-HAT
-HAT-
-HAT - i mbedtls
-MAT \
-HAT

WO on

%0 06 05 06 0 03 03 0% 0B 08 0% OB

BN EREEEEREREERE N

3], msglen = 2i

o

message length:
1->f send()

=« flush output

ite record
write
read
read record
fetch input
: @, nb want: 5

" o
03 03 03 03 02 03 0%

o

BEREEREEERDN]

" "

% %,

tput record: msgty
=> flush output

message length: 31, out
->f_send() returned
<= flush

= write record

|
EEREEE RN

03 03 03 08

mbedtls\librar
raries\sbedtls\library «> write close notify
raries\mbedtls\ «> send alert message
mbedtls\library\ 2 end alert level«l message=0
mbedtls\library : => write record
library - buf
library\ :0766: bef : including @ bytes of padding

« write

“ow
R

= encrypt bu
utput record: ype ersi msglen =
=> flush output

nbedtls\libra

record

14716: < nd alert m

P2040 -HAT -AZURE - i i 15541: close
tcpsocketconnection_
tcpsocketconnection

nection destroy (5

nection destroy (536891376

Figure 23. Registering to 10T Hub through DPS
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s\libra

S\RP2040-HAT t
RP204-HAT rari 1i 11504: = : @, nb_want:
RP2040-HAT \librari ) - : in_ @, nb_want:
k (41326) end_time(37897)!

P2040-HA braries\mbedtls\ 5
ibraries\mbedtls X 2 read record
\libraries\mbedtls\library 0 : : => fetch input
raries\mbedtls\library\ :1904: in_left: @, nb want:
aries\mbedtls\library g in_left: @, nb_want:
time(37897)!
ies\mbedtls\libra
RP20409 -HAT

IV and 14

o

\RP2849-HAT

out_left:
\RP2040-HAT end() returned 149 (-Oxffffff
O\RP2040-HAT ibraries\mbedtls

P2049-HAT - ibraries\mbedtls)

@A n e
03 03 03 03 02 03 0%

o

" "

P2040-HAT

% %,

ibra
ibr
P204@ \1ib \ ibr
P204@-HAT JRE - raries) {br
P2@4@-HAT -
AP204@-HAT

9 -HAT

)

(-axfffffffp)

BB REEREREEEREEREREDN

input rec

|
na

o

mbedtls

read record
read
read

EEREEE RN

mbedtls),
raries\sbedtls)\
raries\mbedtls read record
fetch
left: W _want: 5
want: 5

ibrary\
ibrary
P204@-HAT braries\n ibrary\
ick (46959) end_time(37897
\RP2840-HAT -AZ mbedtls\1ib

D49 -HAT

amnsan

\ \ ecord
C\libraries\mbe¢ ibr : : > f input
\libraries\nbedtls\libra ) 1199 in_le @, nb_want:
brari bedtls\libra
end_time(37897)!
nc accepted message
ibraries\mbedtls\library
RP2O48-MAT -AZURE - braries\mbedtls libf‘:",
-HAT-AZURE libraries\mbedtls\library
ibraries\mbedtls\1i y\ : before encrypt: msglen = 128, including 16 bytes of IV and 14 bytes of paddin
i « encrypt buf
output record: msgtype = 23, version = [3:3], msglen = 144
«> flush output
3-HAT ~AZURE ~C \ \ 14 :11983: message lengt 49, out left: 149

Figure 24. Sending data from device to 10T Hub

2]
]
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6 Integration with Azure loT Explorer

6.1 Run Azure loT explorer

Run Azure loT explorer.

App configurations

Select or type an loT hub connection string

The mast recent connection st rings will e saved in application storage Youw can open Sett ngs at any

i to rermok Sived connection strings or change other configuration options.

Figure 25. Run Azure loT explorer

If Azure 10T explorer is not installed, download the latest version Azure 10T explorer from the
link below and install it.

Azure 10T explorer

6.2 Enter loT Hub connection string and connect to Azure |oT explorer

Enter the connection string of the 10T Hub setup in section 3.2 and press the connect button to
connect to Azure 10T explorer.
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App configurations

Select or type an loT hub connection string

| HostMame=my-rp2040-hub-prov.azure-devices.netSharedAccessKeyMNameniot,.. | E m

The most recent connection strings will be saved in application storage. You can open Sattings at any
Time 1o rmevie Saved CONNECton 3tnngs o change other configuration cptions.

(1) w0.14.7 hag besn relensed, Plane chek ars ta dawnbsad,

Figure 26. Enter connection string of 10T Hub

6.3 Run device

If the device is running normally, in Azure 10T explorer you should be able to see the device
registering to the 10T Hub through DPS, and receiving data sent from the device to the IoT Hub.

Copyright 2022 WIiZnet Co., Ltd. All rights reserved.



@IZnet

Fillg Edit View ‘Windsw Help

Azure loT explorer

Hub my-rp2040-hub-prov > Devices

Me erresh
. 'i " Add query parameter |
Dwewice ID Status Connection state Authentication type
Enabled Disconnected SelfSigned

Figure 27. Registered device
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File Edit View Window Help

Azure loT explorer

Hub my-rp2040-hub-prov > Devices > my-rp2040-device-prov-x509 > Telemetry

DEVICE
Telemetry
Device twin Consumer Group
Telemetry " Receiving events...
« W J
11:52:33 AM, January 14, 2022:
oud device message {
"body™: {
Module identit “message_index™: 17
ot dnahr ),
“enquenediine”: “2022-01-14T02:52:33. 737",
‘properties™: {}
DIGITAL TWIN
rreazureiotModelDiscovery:Digital Twin:1 11:52:28 AM, January 14, 2022:

{
“body®: {

“message_index™: 0"

“encueediine™: “2022-01-14T02:52:28. 097",
“properties™: {}

Figure 28. Receive data sent from device to loT Hub
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7 Additional Links

Basic example of the W5500-EVB-Pico is also provided. If necessary, please refer to the
example of the link below.

RP2040-HAT-C
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8 Troubleshooting

If you have any questions or problems while testing W5500-EVB-Pico examples, please post
them at the links below.

WIZnet Developer Forum
RP2040-HAT-C Issues
RP2040-HAT-AZURE-C Issues
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