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1 IPRAW Introduction

IPRAW mode= TCP/IP Layer & IP Layer %o EE2EEEES AN2| 7IsotE& ol|FLCt.
Figure 12 Application Data”?} 2t 5}¢| layer2 T EE|= Data Encapsulationdtd S T4l

¢t AO|L}.

_—_

W5100S IPRAW mode= IP 3|0 Z2EEZE ZCo XH= H0| w2t ICMP(Ox01) 242
T2EZES X|YTIC. W510050]|= ICMPe| HE 7|50| hardwired2 0O|0] IO QUX|GH,
AMEXE ZQ0| w2 W510052] nHA| SocketS IPRAW modeZ opendstO] ICMPO| CHE 7|

SO0|L} protocolE& software2 ZIF 13S0 X2 &= QUL

el Rl
Transport Layer TCP/UDP [L“d“ j;:xf;ﬂ
Internet Layer P IGMP | ICMP [ IP Header |  IP Data ”
Link Layer ! Ethemet‘ | [ :;‘:’;’:’ [ Frame Data [ Frame tail H

Figure 1 Encapsulation of data as it goes down the protocol stack

***note***
IPRAWE At8% A% protocol T socket SILITHS AL ofjof StH, of2] AU AR 2
2 socket number7} E2 oz QMEQ|7} =C}. U2} ZE protocol2 0{2] socket2

ALEE £ glom UDPQt TCP, IGMPR} IPv6RH protocol AR & %= girC}.
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2 |PRAW SOCKET

W5100S2 47| SOCKETZ X|&l5tH, 2E SOCKETZ IPRAWREE X|&SHCH  IPRAW
modeZ SOCKETn(nEHA| SOCKET)S At Z4220|= O{EH protocolE AL X HIEA| IP
headerQ| protocol number fieldE A d38||OF StCt. protocol numberQ| 4L socket open O|F
0ff SOCKET n protocol register(Sn_PROTO)0|| Bt=A| M7Hs}{OF SICt.

Table 1 Key Protocol in IP layer

Protocol Number Semantic W5100S Support
HOPOPT 0 Reserved X

ICMP 1 Internet Control Message Protocol 0

IGMP 2 Internet Group Management Protocol X

IPv4 4 IPv4 encapsulation 0]

TCP 6 Transmission Control Protocol X

UDP 17 User Datagram Protocol X

IPvé 41 IPv6 encapsulation X
Others - Another Protocols(not related to IPvé6) 0]

W5100S2 47[|2] SOCKETZ X|&dtH, ZE SOCKETZ IPRAWREE X|RGHCH.  IPRAW
modeZ SOCKETn(nEH®| SOCKET)ES At ZA220|= O protocolE AL X HIEA| IP
headerQ| protocol number fieldE A 7d38||OF StCt. protocol numberQ| 4L socket open O|%
Of SOCKET n protocol register(Sn_PROTO)0| Ht=A| AXM3S||0F SHC}.

Table 12 IP layer?| protocolE EOFCt. IPRAWEEZ openZzl socket2 TCP(0x06)Lt
UDP(Ox11)2 X|&SIX| &L=Ct. EE3H ICMPE A=l IPRAW mode socket2 ICMP 2| CIE ¢
EEZ9| HOoHE £AT %= gICt. W510052 % 9| Initialization0| £t Z, Ping Request(|
L3t Ping ReplyE AtsO =2 AN2|stCt. d2{Lt IPRAW SOCKET ns ICMP protocolZ OPENSH
42 Hardwired Ping Reply Logic2 Disable =ICt= Zd0| 89|5}7| HfEHCE.

IPRAW Data®| J1Z= Figure 22} Z'Ct. IPRAW Data= 6 bytes®| PACKET-INFO2F DATA
packet© 2 O|FO0{X|[H, PACKET-INFO= £AMXto| HE(IP address)?} DATA packeto| Z 0|7}
IZ3tE|Ct, IPRAW mode®| Data £=41-2 UDPQ| PACKET-INFOO|A &£ AIKXIS| Port number X 2|

£ H|Qstn= UDP data $=Alnt B& S US}C,

Packet Information Data Packet
. Byte size of
Destination IP Address Data Packet Real Data
i b - h .
- il ™ A L
4 Bytes 2 Bytes Size Specified in Packet Information
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Figure 2 received IPRAW data format
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2.1 IPRAW Life Cycle
IPRAWS| SOCKET Lifecycle2 OPEN, SEND, RECEIVE, CLOSEZ O|Z0O{ ZICt. Ping application

O| M| E&ol| IPRAW SOCKETO| Lifecycle 3 74 HHEHO| CHsiM MEHETZE SHCt.

2.1.1 OPEN
Socket numberE s2 MEHSH =, Sn_PROTOO| Protocol numberE ICMPE2 A5l socket

functionS At235}0] IPRAW modeZ MHA™EE| 0] Q= SOCKET n2 OPENSHLCE. Sn_SRE XAl
SOCK_IPRAW(0x32) 2 HZAE|ALCIH SOCKET ne| OPENO| 2tz =l Z0|LCt.

/* Create Socket */
IINCHIP_WRITE(Sn_PROTO(s), IPPROTO_ICMP); /1 set ICMP Protocol
if(socket(s,Sn_MR_IPRAW, port,0)!=s){ // open the SOCKET with IPRAW mode, if fail then Error

printf( "\r\n socket %d fail r\n",  (s)) ;
}

/* Check socket register */

while(getSn_SR(s)!=SOCK_IPRAW);

Example 1 Socket Open

2.1.2 SEND
sendto function2 0|23} PingRequestd| X Z&t=l MEHSE Destination address2 T &5t

Ct. IPRAW mode2 74 &l Socket= ArEBILCL.

/* sendto ping_request to destination */

/1 Send Ping-Request to the specified peer.

if(sendto(s, (uint8_t *)&PingRequest,sizeof (PingRequest),addr,port)==0){
printf( "\r\n Fail to send ping-reply packet r\n");

}

Example 2 Send Data

2.1.3 RECEIVE
recvfrom function2 0|23} Destination address2 5 E £=AlEF2 DataE data_bufQf X

ZtSECE IPRAW mode2 A7 =l SocketE AFESHCY.

if ( (rlen = getSn_RX_RSR(s) ) > 0){
/* receive data from a destination */
len = recvfrom(s, (uint8_t *)data_buf,rlen,addr,&port);

3

Example 3 Receive Data
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2.1.4 CLOSE
close function2 O| 238} I|M, IPRAW socketO| O O|Ar EQdIX| US AR ALESIH =

C}.

close(s);

Example 4 Close Socket
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3 IPRAW Application Example

IPRAWS| Application ExampleZ ICMP protocol®| Echo Request, Echo ReplyE F&idl| Ex
£ S}XL.

=/

3.1 ICMP (Internet Control Message Protocol) Echo

VPN CLIENT ICMP ECHO REQUSET
192.168.0.2 - Source MAC & IP : VPN CLIENT

- Destination MAC & IP : VPN SERVER
- Type : 8 (Echo Request)

Internet

PO,

ICMP ECHO REPLY
- Source MAC & IP : VPN SERVER
- Destination MAC & IP : VPN CLIENT VPN SERVER
- Type : 0 (Echo Request) 192.168.0.3

Figure 3 ICMP ECHO REQUSET/REPLY

ICMP Echo Message= PING packetO|2}11 22| FZ troubleshootingd|| AIZEICH. EAI9|
2HE 7HX|= 2749| hostZ7} =X & 42, PING packet® 2 &% Hosto| TCP/IP stack?| AH
O] M3tstX|ol OB E & = QILC}. Figure 32 PING packet?| request/reply 184S & O|FCt.
PING Request Packet 42 Type filed= 82| /S 7}X|H, PING Reply packetd A< 09

2= 7FTICE. Table 21t Table 32 2tZf Message Formatil Message Type2 LIELHCE.

Table 2 ICMP Message Format

Type | Semantic

0 Echo Reply

Destination Unreachable

Redirect

3
4 Source Quench
5
8

Echo Request

11 Time Exceeded

12 Parameter Problem

13 Timestamp

14 Timestamp Reply
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15 Information Request

16 Information Reply

Table 3 ICMP Message Type

1 Byte 1 Byte
Type Code
Check Sum

Type dependent

Data

PING commandE Al&3I™H Figure 31} Z0| Source(VPN client)0O|A| Destination(VPN
server)0]| C{S+ Ping Request Packet L AIEICt. Request PacketS #=4l3t Destination2
Source®j CHsH PING ReplyE & MSHCE PING Reply= PING Request?t =3t ID, Sequence
Number, DatazZ JRME=ICt [2tA, Source= Destination@ 25 E £Alst PING Reply?t PING

RequestQ| ID, Sequence Number, DataZ H|m3l0f £7X Destinationzto| HZAS =0l & #= QILCt
3.2 Ping Implementation
Ping Message?| ICMP Type field= ‘0’(Ping Reply) or ‘8’(Ping Request)& 7}X|{, code field
= ‘0’8tZ ZtTICH. 2|10 Check Sum, ID, Sequence Number Field= ZtZt 2Byte® Zf2 7t

2t
ZICt. Ping Data= 7tHZO|E 7}FEILCE. Ping message format= Table 41} ZfLC}.

Table 4 Ping Message Format

1 Byte 1 Byte
8 (0) 0

Check Sum

ID

Sequence Number

Ping Data
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Ping MessageS €7 Td3&t7] #lal +xAS AH&E R oM, o= Example 5 o A sttt

#define BUF_LEN 32
#define PING_REQUEST 8
#define PING_REPLY 0
#define CODE_ZERO 0

typedef struct pingmsg

{

uint8_t Type; // 0 - Ping Reply, 8 - Ping Request

uint8_t Code; /1 Always 0

int16_t CheckSum; // Check sum

int16_t ID; // ldentification

int16_t SeqNum; /1 Sequence Number

int8_t  Data[BUF_LEN];// Ping Data : 1452 = IP RAW MTU - sizeof(Type+Code+CheckSum+ID+SeqNum)
} PINGMSGR;

Example 5 Ping Message Structure

Ping Application2 ioLibrary2| Socket API= Table 5 O ¢ig =l APIE O|&3I0 F3is ==
RULCF.

Table 5 Socket APl Functions

API Function Name Meaning
Socket Open socket with IPRAW Mode
Sendto Send Ping Request to Peer
Recvfrom Receive Ping Reply from Peer
Close Close Socket

O|M 2 X3 El= Ping Application2 IPRAW modeQj| M AtE% socketd} Destination Address
£ parameter2 AX™ESICE, S W5100S0{ Al peer2 Ping RequestS &' Z{QIX|, peer0| A
W5100S© 2 Ping RequestE H'Y ZIQIX|0| Cist ZEE request_flag II2t0|H 2 A sIC}.
request_flagZ7} 191 A% user= E7% peerd| £7 72| ping requestE QXs}t1, peer
2E ping replyE 22 £ Q20, CheckSumil SeqgNumZ 3l 2H}E ping reply QIX|
SHOISIC}. request_flagZ7t 091 AL peer= W5100SS 2 ping requestE Mg M{OLCH Ping
ReplyE peer2 ZESIA Z=ICt. F& = Ping Application2 W5100S0||A| ping requestE X
St= 4% ping replyE HIZ SESt= dRE 12510 ot A=, ping rePly SEO|
=0 A BN ping request0i CHot ping replyZ} SEDHX| 2 LJE{OIM = #HR ping
request 2FO0| O|FO0{X|H, ZHIE Ping Application0] SZSHA| Bi=Ct 92 H&OM =

HRE Ping ApplicationS SZ5tA ot7| IsiM= 2| ping requestdf CH3H ping reply”t

=2 48 CtS pingrequestE QM E user?t =45} 0{0F StL}.
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uint8 ping_auto(SOCKET s, uint8 *addr, uint8_t request_flag)

Table 6 ping_auto function

Function Name ping_auto

Arguments s - socket number
addr - Peer IP Address
request_flag - ping mode

uint8 ping_request(SOCKET s, uint8 *addr)

Table 7 ping_request function

Function Name ping_request
Arguments s - socket number
addr - Peer IP Address

uint8 ping_reply (SOCKET s, uint8_t *addr, uint16_t len, uint8_t request_flag)
Table 8 ping_reply function

Function Name ping_reply

Arguments s - socket number
addr - Peer IP Address
len - packet length
request_flag - ping mode

uint16 checksum(uint8 * data_buf, uint16 len)

Table 9 checksum function

Function Name Checksum
Arguments data_buf - ping message
len - ping message length
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Figure 4 = ZICtSt ping application®| flowE HEO&FLCl Ping testE sl A=

—

Checksum Z A}, Ping Reply Message@t Ping request MessageS& A2/t =ME EOFLCY.

PING REQUEST
START

- Setting of ID
and Sequence Number

v

- Make Ping_Request
PingRequest. Type = 8
PingRequest.code =0
PingRequest.1D
= increase |D
PingRequest.SeqgNum
= increase SeqNum
PingRequest.checksum
= Checksum()
Fill in data

v

- Setting of ICMP Protocol
-OPEN SOCKETNn

to destination

recv ping_reply
rom destination

v
- Processing of - Processing of
known Ping Reply unknown Ping Reply
1 |

PING REQUEST
END

Figure 4 Flow chart of Ping Application
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) Calling Ping Function
Ping application Function2 Destination IP & M7%3||0F S}, Ping Request Function2
Network Configuration 1} Ping request®| Parameter A% 0|2 T % EIC}. Ping Request

Function?| 4 1tHS Example 6 Of H2|5IKICt.

/* main.c */

/* setting of Destination IP address */

pDestaddr[4]= {192,168,0,23;

/* Control Ethernet chip(W5100S) mode of request or reply*/

/ /request_flag = 0; //Send request ping from outside to Ethernet Chip(W5100S)
request_flag = 1; //Send request ping from Ethernet Chip(W5100S) to outside
/* Calling ping_request function */

ping_auto(0,pDestaddr, request_flag);

Example 6 Setting of Ping Request Function

) Ping Request

Ping Request Processing2 Ping Request®| Header2} Datal| %/, Protocol’d’d, SOCKET n
OPEN, M&£0 2 LM EICE Example 7= Ping Request ProcessingS H O] =LC}. Ping Request2|
8| % DataE %At = ChecksumE AIWMSICE ProtocolE ICMPE AX310] SOCKETE

IPRAW modeZ2 OPEN3St & sendto()&t=E O|23}0] Ping RequestE Host PCZ &L},

/* ping_request.c */

/* make header of the ping-request */

PingRequest.Type = PING_REQUEST;  // Ping-Request

PingRequest.Code = CODE_ZERO; /1 Always 0’

PingRequest.ID = htons(RandomID++); // set ping-request’s ID to random integer value

PingRequest.SegNum = htons(RandomSegNum++); // set ping-request's sequence number to
random integer value

/* Do checksum of Ping Request */
PingRequest.CheckSum = 0;
PingRequest.CheckSum = htons(checksum((uint8*)&PingRequest,sizeof (PingRequest)));

/* set ICMP Protocol */

IINCHIP_WRITE(Sn_PROTO(s), IPPROTO_ICMP);
socket(s,Sn_MR_IPRAW,3000,0) ; /* open the SOCKET with IPRAW mode */
/* send ping_request to destination */

sendto(s, (uint8 *)&PingRequest,sizeof (PingRequest),addr,3000);

Example 7 Ping Request

) Ping Reply

Example 8 = Ping Reply ProcessingS & O{&=LC}. Ping Reply Processing2 Datal| £=4l, Ping
Replye| EtEHE, EtO| HE M2z P&t =4 &l Datall Types =QI5t0] ‘0° & &
% PingReply§ 2 E Z=otct.
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{

{

3

/* ping.c */

/* receive data from a destination */

len = recvfrom(s, (uint8 *)data_buf, rlen, addr,(int16_t*)destport);
/* check the Type */

if (data_buf[0]== PING_REPLY)

printf("PING_REPLY\r\n");

PingReply.Type = data_buf[0];
PingReply.Code = data_buf[1];
PingReply.CheckSum = (data_buf[2]<<8) + data_buf[3];
PingReply.ID = (data_buf[5]<<8) + data_buf[4];
PingReply.SeqNum = (data_buf[7]<<8) + data_buf[6];

/* check Checksum of Ping Reply */

tmp_checksum = ~checksum(&data_buf,len);

if(PingRequest.SeqNum == PingReply.SeqNum)

if (tmp_checksum != Oxffff)
printf("tmp_checksum = %x\r\n",tmp_checksum);
else
{
/* Compare Checksum of Ping Reply and Ping Request */
if(comp_request_checksum == comp_reply_checksum)
{
/* Output the Destination IP and the size of the Ping Reply Message */
printf("Reply from %d.%d.%d.%d ID:%x SeqNum:%x :data size %d bytes

CheckSum %x\r\n", (addr[0]), (addr[1]), (addr[2]), (addr[3]), htons(PingReply.ID),

htons(PingReply.SeqNum), (rlen+6), PingReply.CheckSum );
printf("\r\n");

/* SET ping_reply_receiver to '1" and go out the while_loop (waiting for ping reply)
ping_reply_received =1;

3

lelsef .

printf(" Unknown msg. \n");

14 /15
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