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1 Introduction

This Application Note covers the implementation of TFTP Client on WIZnet's TOE Chip.

2 Github Link

https://github.com/WIZnet-ioNIC/WIZnet-PICO-C/tree/main/examples/tftp

3 Applicable products

Raspberry Pi Pico & WIZnet Ethernet HAT
W5100S-EVB-Pico

W5500-EVB-Pico

W55RP20-EVB-Pico

W5100S-EVB-Pico2

W5500-EVB-Pico2

4 How to Test TFTP Client Example

4.1 Step 1: Prepare software

The following serial terminal program and TFTP server are required for TFTP Client example
test, download and install from below links.
e TeraTerm

e TFTP Server

4.2 Step 2: Prepare hardware

If you are using W5100S-EVB-Pico, W5500-EVB-Pico, W55RP20-EVB-Pico, W5100S-EVB-

Pico2 or W5500-EVB-Pico2, you can skip '1. Combine...'

1. Combine WIZnet Ethernet HAT with Raspberry Pi Pico.

2. Connect ethernet cable to WIZnet Ethernet HAT, W5100S-EVB-Pico, W5500-EVB-Pico,
W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2 ethernet port.

3. Connect Raspberry Pi Pico, W5100S-EVB-Pico or W5500-EVB-Pico to desktop or laptop
using 5 pin micro USB cable. W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-
Pico2 require a USB Type-C cable.
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4.3 Step 3: Setup TFTP Client Example

To test the TFTP Client example, minor settings shall be done in code.

1. Setup SPI port and pin in 'w5x00_spi.h' in 'WIZnet-PICO-C/port/ioLibrary_Driver/' directory.

Setup the SPI interface you use.

e If you use the W5100S-EVB-Pico, W5500-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-
Pico2,

/* SPI */
#define SPI_PORT spi@

#define PIN_SCK 18
#tdefine PIN_MOSI 19
#define PIN_MISO 16
#tdefine PIN_CS 17

#define PIN_RST 20

e If you want to test with the TFTP Client example using SPI DMA, uncomment
USE_SPI_DMA.

/* Use SPI DMA */
//#define USE_SPI_DMA // if you want to use SPI DMA, uncomment.

e If you use the W55RP20-EVB-Pico,

/* SPI */
#define USE_SPI_PIO

#define PIN_SCK 21
#tdefine PIN_MOSI 23
#define PIN_MISO 22
#define PIN_CS 20
#define PIN_RST 25

2. To run this example, you need to apply the ‘0002_iolibrary_driver_tftp.patch’ file as follows:

// Patch
git apply ./patches/0002 iolibrary driver_tftp.patch

3. Setup network configuration such as IP in ' w5x00_tftp_client.c', which is the TFTP Client
example in 'WIZnet-PICO-C/examples/tftp/ directory.

e Setup IP, other network settings to suit your network environment.

/* Network */
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static wiz_NetInfo g_net_info =

{
.mac = {Ox00, Ox08, OxDC, Ox12, Ox34, Ox56}, // MAC address
.ip = {192, 168, 11, 2}, // IP address
.sn = {255, 255, 255, 0}, // Subnet Mask
.gw = {192, 168, 11, 1}, // Gateway
.dns = {8, 8, 8, 8}, // DNS server
.dhcp = NETINFO_STATIC // DHCP enable/disable

1

4. Setup TFTP client configuration in 'w5x00_tftp_client.c' in 'WIZnet-PICO-C/examples/tftp/'
directory.

e . Set the IP address of the TFTP server to connect to and the name of the file to be read.

#define TFTP_SERVER_IP "192.168.11.2"
#define TFTP_SERVER_FILE_NAME "tftp_test_file.txt"

5. Set the port of the TFTP server to connect to in 'tftp.h' under the 'WiZnet-PICO-
Cllibraries/ioLibrary_Driver/Internet/ TFTP' directory.

#tdefine TFTP_SERVER_PORT 69

4.4 Step 4: Build

1. After completing the TFTP Client example configuration, click 'build" in the status bar at the
bottom of Visual Studio Code or press the 'F7' button on the keyboard to build.

2. When the build is completed, 'w5x00_tftp_client.uf2' is generated in 'WIZnet-PICO-
C/build/examples/tftp/' directory.
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4.5 Step 5: Upload and Run

1. While pressing the BOOTSEL button of Raspberry Pi Pico, W5100S-EVB-Pico, W5500-
EVB-Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2 power on the

board, the USB mass storage 'RPI-RP2' is automatically mounted.

= < | ThisPC - O X
T R o
H - [2) Uninstall or change a program
v K. ~ el
- ¢ 1# System properties
Properties en Rena Access Map network Add a network Open =
media~  drive~ location Settings % Manage
Location Network
4 H, ThisPC
A
3D Objects Desktop . Documents
Downloads m Music Pictures
4 S
Videos
Lnl
Devices and drives (4)
Local Disk (C:) Data (D:) A2E 52 (E)
" | [ Il
~ B free of 231 G ~ i ~ MB f
RPI-RP2 (F:)
~ MB free of MB )
11 items -

Figure 1. USB mass storage

2. Drag and drop ' w5x00_tftp_client.uf2' onto the USB mass storage device 'RPI-RP2'.
3. Connect to the serial COM port of Raspberry Pi Pico, W5100S-EVB-Pico, W5500-EVB-
Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2 with Tera Term.

Tera Term: Serial pert setup and connection X

New open

Speed: 115200

Data: Cancel
Parity:

Stop bits 1 bit Help

Flow control. none

Transmit delay

0 | msecschar [0 | msecsline

Device Friendly Name: USB & & ZX|(COMY)

Device Instance ID: USB¥VID_2EBASPID_000A&MI_00#8&280
Device Manufacturer: Microsoft

Provider Name: Microsoft

Driver Date: 6-21-2006

Driver Version: 10.0.19041.1202

<

Figure 2. Tera Term
4. Reset your board.
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Open the TFTP server.

You need to go to the file tab in the top left corner of the server and configure the settings.

Set the root directory in the Storage section to define the path where the example client

will read the file from.

General

Status

Solarwinds TFTP Server

Server Bindings  Security  Language

TFTP Server service status: Started Start

Tray lcon

add TFTP Server to Windows Systern Tray

TFTP Configuration

Timeout 3 seconds

Retry B 5| times when a remote client doesn’™t respond

Storage

TFTP Server Root Directory:

Stop

|C M TFTP-Root

[] Rename existing files on conflict
[ Allow using directory junctions and symbolic links

Browse

Cancel

Figure 3. Configure TFTP server

7. Then, create a text file with the same name as the TFTP_SERVER_FILE_NAME set in the

code in the configured path.
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https://github.com/WIZnet-ioNIC/WIZnet-PICO-C/blob/main/static/images/tftp/configure_TFTP_Server.PNG
https://github.com/WIZnet-ioNIC/WIZnet-PICO-C/blob/main/static/images/tftp/create_test_file.PNG
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8. If the TFTP client example works normally on Raspberry Pi Pico, W5100S-EVB-Pico,
W5500-EVB-Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2, You
can view the network information, send a request to the TFTP server, and successfully read
the file.

T COMS3 - Tera Term VT — O ht
File Edit Setup Centrol Window Help

192.168.11.2, file name:

send reques
[TFTP_read_request] Set erver : cBadebo2
»>> TFTP RRQ : FileName( a: ile.txt), Mode{octet)
[recv_tftp packet] Se erver rt @ 6144
[recv_tftp packet] Se erver ~t : 6144
[recv_tftp packet] Se rver : 6144
[recv_tfttp_packe 6144
[recv_tftp packe 6144
[recv_tftp_packe 6144
[recv_tftp packet] 6144
[recv_tftp_packet] 6144
[recv_tftp packet] 6144
[recv_tftp packet] 6144
[recv_tftp packet] 58063

TFTP_OACK :

AWK L LWL
m oM mMmMmmD M
- C < £ <

Fa]
1]

Block Number(@)

opcode(3), block_num(1)
»>> TFTP ACK : Block Number(1)
tftp read success, file name: tftp_test_file.txt

Figure 5. TFTP client read success

9. This is the server's execution screen when the connection is successfully established.

SolarWinds TFTP Server - O x

File  Tools  Help solarwinds

TETE connected tram 132 168 11, 1051000 an 11/21/2004 5:17:24 PM_ binary, GET, Completed, file name: CHCTETR-Rootititn test file tat
R T T w0 =Ty P P Wl =T T T W =0 = T Ol e 1 =L T I 0 -

£ >

CHTFTP-Root | Any | TFTP Server service status: Started

Figure 6. Run TFTP server
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https://github.com/WIZnet-ioNIC/WIZnet-PICO-C/blob/main/static/images/tftp/tftp_client_read_sucess.PNG
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10. If the file reading fails, the following screen will appear.

T COMS3 - Tera Term VT — O >
File Edit Setup Control Window Help
[recv_tftp packet] Set Server Port : 6144
[recv_tftp_packet] erver Port : 6144
[recv_tftp packet] erver Port : 6144
[recv_tftp packet] 5S¢ erver Port : 6144
[recv_tftp_packet] Se erver Port : 6144
[recv_tftp packet] erver Port : 6144
[recv_tfttp_packet] erver Port : 6144
[recv_tftp packet] Se erver Port : 6144
[recv_tftp_packet] 5S¢ erver Port : 6144
[recv_tftp packet] Se erver Port : 6144
[recv_tftp_packet] 5S¢ erver Port : 6144
[recv_tftp packet] Se erver Port : 6144
[recv_tftp packet] 5S¢ erver Port : 6144
[recv_tftp_packet] Se erver Port : 6144
[recv _tftp packet] Se erver Port : 6144
[recv_tftp_packet] Se erver Port : 6144
[recv_tftp packet] Se erver Port : 6144
[recv_tftp_packet] 5S¢ erver Port : 6144
[recv_tftp packet] Se erver Port : 6144
[recv_tftp_packet] erver Port : 6144
>> TFTP RRQ : FileName(tftp_test file.txt), Mode(octet)
[recv_tftp packet] Server IP faults
from IP : cBaB868b82, Server IP : 08080600
tftp read fail, file name: tftp test file.txt

Figure 7. TFTP client read fail

11. This is a screenshot capturing the client's IP using Wireshark.

£ oo 20jM BH E - [m] X
TEFE EBEE 2NV 0SE) THEC =4MA) A BN REW) EFM EEEH)
LN R ] = Q4Q Q|
(W [ip.addr == 192.168.11.10 -]+
No Time Source Destination Protocol Length Info
194 17:16:25.642536 192.168.11.18@ 192.168.11.2 TETP 79 Read Request, File: tftp test file.txt, Transfer type: octet, timeout=5
195 17:16:25.643882 192.168.11.2 192.168.11.18 TFETP 54 Option Acknowledgement, timeout=5
196 17:16:25.645082 192.168.11.10 192.168.11.2 TFTP 6@ Acknowledgement, Block: @
197 17:16:25.645208 192.168.11.2 192.168.11.10 TFTP 65 Data Packet, Block: 1 (last)
198 17:16:25.646177 192.168.11.18 192.168.11.2 TETP 60 Acknowledgement, Block: 1
< >
Frame 197: 65 bytes on wire (520 bits), 65 bytes captured (528 bits) on inte| @@ 83 dc 12 34 56 d8 bb ¢l da 1d el @3 @@ 45 @@ av E
Ethernet II, Src: MicroStarINT da:ld:el (d8:bb:cl:da:ld:el), Dst: Wiznet 12: 90 33 a2 2e B0 00 80 11 00 00 co ad @b @2 ce as 3
B8

Internet Protocol Version 4, Src: 192.168.11.2, Dst: 192.168.11.18
User Datagram Protocel, Src Pert: 62528, Dst Port: 51000
¥ Trivial File Transfer Protocol
Opcode: Data Packet (3)
[Destination File: tftp test File.txt]
Read Request in frame 194
Block: 1
[Full Bleck Number: 1]
~ Data (19 bytes)
Data: 48656c6c6T212685446545020636c6965607421
[Length: 13]

@b @a f4 48 c7 38 88 1f 97 8d @0 03 00 a1 I3
6c 6c 6f 21 28 54 46 54 50 20 63 6c 69 65 6e 74
2.

< >

@ 7 Data (datadata), 195{0|E D2l 763 7f EAIS: 5(0.7%) == E: Default

Figure 8. TFTP client Wireshark result
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Revision history

Version Descriptions

Ver. 1.0.0 Nov, 2024 Initial release.

Table 1. Revision history

Copyright Notice

Copyright 2024 WIZnet Co., Ltd. All Rights Reserved.

Technical Support: https://forum.wiznet.io/

Sales & Distribution: sales@wiznet.io

For more information, visit our website at https://www.wiznet.io/
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