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1 Introduction

This Application Note covers the implementation of FTP client on WIZnet's TOE Chip.

2 Github Link

https://github.com/WIZnet-ioNIC/WIZnet-PICO-C/tree/main/examples/ftp/client

3 Applicable products

Raspberry Pi Pico & WIZnet Ethernet HAT
W5100S-EVB-Pico

W5500-EVB-Pico

W55RP20-EVB-Pico

W5100S-EVB-Pico2

W5500-EVB-Pico2

4 How to Test FTP Client Example

4.1 Step 1: Prepare software

The following serial terminal program and FTP server are required for FTP Client example test,
download and install from below links.
e TeraTerm

e FileZilla Server Interface

4.2 Step 2: Prepare hardware

If you are using W5100S-EVB-Pico, W5500-EVB-Pico, W55RP20-EVB-Pico, W5100S-EVB-

Pico2 or W5500-EVB-Pico2, you can skip '1. Combine...'

1. Combine WIZnet Ethernet HAT with Raspberry Pi Pico.

2. Connect ethernet cable to WIZnet Ethernet HAT, W5100S-EVB-Pico, W5500-EVB-Pico,
W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2 ethernet port.

3. Connect Raspberry Pi Pico, W5100S-EVB-Pico or W5500-EVB-Pico to desktop or laptop
using 5 pin micro USB cable. W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-
Pico2 require a USB Type-C cable.
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4.3 Step 3: Setup FTP Client Example

To test the FTP client example, minor settings shall be done in code.

1. Setup SPI port and pin in 'w5x00_spi.h' in 'WIZnet-PICO-C/port/ioLibrary_Driver/' directory.

Setup the SPI interface you use.

e If you use the W5100S-EVB-Pico, W5500-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-
Pico2,

/* SPI */
#define SPI_PORT spi@

#tdefine PIN_SCK 18
#define PIN_MOSI 19
#define PIN_MISO 16
#tdefine PIN_CS 17

#define PIN_RST 20

e If you want to test with the FTP client example using SPI DMA, uncomment
USE_SPI_DMA.

/* Use SPI DMA */
//#define USE_SPI DMA // if you want to use SPI DMA, uncomment.

e If you use the W55RP20-EVB-Pico,

/* SPI */
#define USE_SPI_PIO

#tdefine PIN_SCK 21
#tdefine PIN_MOSI 23
#define PIN_MISO 22
#define PIN_CS 20
t#tdefine PIN_RST 25

2. Setup network configuration such as IP in ' w5x00_ftp_client.c', which is the FTP client
example in 'WIZnet-PICO-C/examples/ftp/client' directory.

e Setup IP, other network settings to suit your network environment.

/* Network */
static wiz_NetInfo g net_info =

{
.mac = {Ox00, 0x08, OxDC, Ox12, Ox34, Ox56}, // MAC address
.ip = {192, 168, 11, 2}, // IP address
.sn = {255, 255, 255, 0}, // Subnet Mask
.gw = {192, 168, 11, 1}, // Gateway
.dns = {8, 8, 8, 8}, // DNS server
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.dhcp = NETINFO_STATIC

// DHCP enable/disable

3. Setup FTP client configuration

e If you use the Setup FTP client configuration in 'ftpc.c' in "'WiZnet-PICO-
Cllibraries/ioLibrary_Driver/Internet/FTPClient' directory.

uint8_t FTP_destip[4] = {192, 168, 11, 230};

// For FTP client examples; destination network info
uintlé_t FTP_destport = 21;

// For FTP client examples; destination network info

4.4 Step 4: Setup FileZilla Server program

1. Execute FileZilla server program and open FTP server.

I& Filezilla server

- X
il Server Edit 2
| ? | e -
FileZilla Server 0.9.60 beta
(Capyright 2001-2016 by Tim Kosse (tim, kosse@filezilla-project,org)
htps://filezila-project, org/
Enter server to administrate - FileZilla Server X
Please enter the address and port of the FileZila Server installation you
want to administrate.
Hostname or IP address. To
Host: refer to this computer, enter
localhost.
Port: 14147 Enter the administration port (14147 by
= L default), not the FTP port.
Password: [
[[] always connect to this server
[ ————————— 1
| ==
1
o} Account IP Transfer Progress Speed
Ready 0 bytes received 0B/s 0 bytes sent 08/ o
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Figure 1. FileZilla server open
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2. Add user and set password

I FileZils SV 4170000 e anmnnne, - o0 X
File Servers Edit 7
=
G| setings -
FileZilla Serwe | Users H
Copyright 2001 Im, ko se@filezill{
hitps ://filezQ _ﬂf— E Users X
Eﬂﬂf\aﬁﬁﬂdﬁ Wﬁi\’:ﬂwimﬁ'{ulqn et
onnected, waiting for authentication Paga:
e i AR sy P L FTCT TP PP PP T POY
ou sppear o be behind a NAT router. Pleasa confd | 1 ¢ [Enable account ] ez H
Warning: FTP over TLS is not enabled. users cannot |- Shared folders | [password: H
- Speed Limits e e R S R W e e
= IP Filter Group membership: | <none> ~
[[JBypass userlimit of server
i
Comectonimepere: [0 |
[JEorce TS for user login
Desaription
You can enter some comments about the user
o/ Account & -
Lopens the users dislog 0 bytes received 0 B/ 0 bytes sent 0 B/s 1
Figure 2. Add user
3. Set folder path to share
I Fllezils sy 12700100 - o0 X
File Server; Edit 7
=
S|  sengs 4
FileZilla Sers Users. H
Copyright 2B g0 im. kogse @filezilla-proje| USErs X
https://flezd 1 =
Connecting Daseoes Lealhoitldide e e e
Connected, waiting for authentication
Logged on
'You appear to be behind a NAT router, Please configure the
amning: FTP over TLS is not enabled. users cannot secufel
< > | EJ+Subdis
Add Remove Rename Set as home dir
A directory alias wil also appear at the specfied location. Aliases must contain the full vitual
path. Separate muttiple aliases for one directory with the pipe character (1)
F using aliases, please avoid cyclic directory structures. it will only confuse FTP clients.
D Account 1P Transfer Progress Speed
0 bytes received 0 8/s 0 bytes sent 0 8/s 4%
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Figure 3. Set path
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4. General stings

I Flezlg S0 0300 000 e, - x
File Sendr | Edit | 7 H
¥ H
S BLE  setings &2~
FileZilla Sarv Users . _— - N
Copyrignt 20 00 im Rosse@flezila-pro FIEZIa Server Options
htips:/Alegill H =
Cannectnd I GV WAoot Wika ot I Ganardsetigs ile
Connected, waiting for autheniication i mmm message Connection settings
Logged on NAT router, Plesse ¢ . Liprmer ¢ . List of ports between 1and 85535. These
You appear to be behind a NAT router, Please configure the . § Listen on these ports: |21 ‘ ports are used both for plain FTP and explcit
Warning: FTP aver TLS is not enabled. u cannot secur Passive mode setfings - FTP over TLS. (Default port: 21)
Refrieving account setfings, please wail... Security settngs Max. number of users: |0 (0 for unimited users)
Done retrieving account setings Miscelaneous
Sardeg e s e .. g | st st
p o . . This value shoud be a multiple of the number of processors
ﬁwewng sgn\ﬂgs .n\easa walt... Speed Limits Mumber of threads: (2 installed on your system. Increase this value if your server
Done retrieving seftings Filetransfer compression is under heavy load.
FTP over TLS settings
Autoban
Timeout settings
Connections tmeout: | 120 in seconds (19999, 0 for no timeout).
- I seconds (§00-5999, 0 for no timeout). This value spedifies
Mo Transfer timeout: | 600 the time a user has to initiate a file transfer.
Login timeout: &0 n seconds (1-9999, 0 for no timeout). This value specifies
o the tme n which a new user hes o ban.
D s Account 1P Transfer Progress  Speed
Displays the cptions dislog 0 bytes received 0 B/s 0 bytes sent 0 B/s e

45 Step 5:

Build

Figure 4. Set general strings

1. After completing the FTP client example configuration, click 'build' in the status bar at the

bottom of Visual Studio Code or press the 'F7' button on the keyboard to build.

2. When the build is completed, 'w5x00_ftp_client.uf2' is generated in 'WiZnet-PICO-

C/build/examples/ftp/client' directory.
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4.6 Step 6: Upload and Run

1. While pressing the BOOTSEL button of Raspberry Pi Pico, W5100S-EVB-Pico, W5500-
EVB-Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2 power on the

board, the USB mass storage 'RPI-RP2' is automatically mounted.

= < | ThisPC - O X
T R o
H - [2) Uninstall or change a program
v K. ~ el
- ¢ 1# System properties
Properties en Rena Access Map network Add a network Open =
media~  drive~ location Settings % Manage
Location Network
4 H, ThisPC
A
3D Objects Desktop . Documents
Downloads m Music Pictures
4 S
Videos
Lnl
Devices and drives (4)
Local Disk (C:) Data (D:) A2E 52 (E)
" | [ Il
~ B free of 231 G ~ i ~ MB f
RPI-RP2 (F:)
~ MB free of MB )
11 items -

Figure 5. USB mass storage

2. Drag and drop ' wox00_ftp_client.uf2' onto the USB mass storage device 'RPI-RP2'.
3. Connect to the serial COM port of Raspberry Pi Pico, W5100S-EVB-Pico, W5500-EVB-
Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2 with Tera Term.

Tera Term: Serial pert setup and connection X

New open

Speed: 115200

Data: Cancel
Parity:

Stop bits 1 bit Help

Flow control. none

Transmit delay

0 | msecschar [0 | msecsline

Device Friendly Name: USB & & ZX|(COMY)

Device Instance ID: USB¥VID_2EBASPID_000A&MI_00#8&280
Device Manufacturer: Microsoft

Provider Name: Microsoft

Driver Date: 6-21-2006

Driver Version: 10.0.19041.1202

<

Figure 6. Tera Term
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4. Reset your board.

5. If the FTP Client example works normally on Raspberry Pi Pico, W5100S-EVB-Pico,
W5500-EVB-Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2, you
can see the network information of Raspberry Pi Pico, W5100S-EVB-Pico, W5500-EVB-
Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2 and the FileZilla
web site URL.

7 COM7 - Tera Term VT - o x

ile Edit Setup Control Window Help

5100S network conFi;uration : static

! PQ:88:DC: 12:34:56
: 192.168.1.15
net Mask :

:
eway
]

A
P
u
a
N

:FTPStart

:Qpene

:Connectting...

:FTP Connecte
Rcvd Command: 220-FileZilla Server ©.9.60 beta
220-written by Tim Kosse (tim.kosse@filezilla-project.org)
2?2?20 Please visit https://filezilla-project.orgas

Input your User ID > B

Figure 7. Network Information

6. Input the user ID created in step 4.

W COMT7 - Tera Term T - [m} x
File Edit Setup Contrel Window Help

HS108S network conflguration ! static

MAC ! PR:28:DC:12:34:56
IP : 192.168.1.15
Subnet Mask : %55.255.255.0

:FTP Connecte
Rcvd Command: 220-FileZilla Server ©.9.60 beta
220-written by Tim Kosse (tim.kosse@filezilla-project.orgl
2720 Please visit https://filezilla-project.orga”

Input your User ID > userZ2

Figure 8. Input user ID
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7. Input the password.

4 COM1T - Tera Term VT - [m| X

guration ! static

: PR:@8:DC:12:34:56
IP 1 192.168.1.15
Subnet Mask : 7255.255.255.@
Gateway » 192.168.1.1
DNS 8.8.8.8

:FTPStart

pene
:Connectting. ..
:FTP Connected
Rcvd Command: 220-FileZilla Server ©.9.60 beta
220-written by Tim Kosse (tim.kosse@filezilla-project.
7220 Please visit https://filezilla-project.ora”

Input your User ID > user?2

Rcvd Command: 331 Password required for userZ2

Input vour Password >

Figure 9. Input user Password

8. Press number'1".

W COMT7 - Tera Term T - [m} x
File Edit Setup Contrel Window Help

Input your User ID > user2

Rcvd Command: 331 Password required for user?2

Input your Password >
Rcvd Command: 230 Logged on

User logged in, proceed
Rcvd Command: 200 Type set to A

1> View FTP Serwver Directory
2> View My Directory
3> Sets he tépe of file to be transferred. Current state : Ascii

4> Sets onnection. Current state : Active
2; Put Flle to Server

Get File from Server

Figure 10. Press Number ‘1’
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9. You can see FTP server directory.

Y COMIT - Tera Term T - m} x

File Edit Setup Centrel Window Help
Revd Data:

drwxr-xr-x $RECYCLE.BIN

Github

Github_Pre

iperf2

RMA

System Volume Information

2 =

[ e e e S S
h-h-h-h-h-h-h-hh
adeadadedaat e dants
TOUVOUVOOTVTO
=h=h-h-h-h-h-h-h-h

[ B aasdassdaasdadasas

QEEAREEE

drwxr-xr-x
Recvd Command: 226

3:Closellait
3:Closed

TOTOUVOOUVO

uccessfully transferred

FTP_Server Directory

My Directory

the type of file to be transferred. Current state
Sets Data Connection. Current state : Active
Put File to Server
Get File from Server

Figure 11. FTP server directory

10. Wireshark packet capture.

Help
o X R
ip,addr == 192,168, 1,2 && ip,addr == 192,168.1,15

No, ce Protocol  Length Info

| 73.258658  192.168.1.15 TCP 6021 + 21 [SYN] Seq=0 Win=2048 Len=0 MSS=1460
8 3.258782 192.168.1.2 Tce 58 21 » 21 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460
9 3.258866 192.168.1.15 Tce 60 21 -+ 21 [ACK] Seq=1 Ack=1 Win=2048 Len=0
10 3.259761 192.168. FTP 197 Request: 22@-FileZilla Se r 8.9.60 beta
11 3.460977 192. Tce 60 21 -+ 21 [ACK] Seq=1 Ack=144 Win=2048 Len=@
17 5.528428 192.16 FTP 66 Request: USER user2
18 5.528620 192.16 FTP 87 Request: 331 Password required for user2
19 5.729851 192. TceP 60 21 » 21 [ACK] Seq=13 Ack=177 Win=2048 Len=@
20 6.977601 192.168. FTP 62 Request: PASS
21 6.977759 192. ETP 69 Request: 230 Logged on
22 6.978270 192. FTP 62 Request: TYPE A
23 6.978337 192. FTP 73 Request: 200 Type set to A
4 7.179590 192, Tce 60 21 + 21 [ACK] Seq=29 Ack=211 Win=2048 Len=0
27 9.929557 192. FTP 81 Request: RT 192,168,1,15,136,184
28 9.929954 192 FTP 83 Request: 20@ Port command successful
29 9.931033 192. FTP 60 Request: LIST
30 9.931779 192. Tce 66 20 » 35000 [SYN] Seq=0 Win=64248 Len=0 MSS=14608 WS=256 SACK_PERM=1
31 9.931829 192. FTP 109 Request: 150 Opening data channel for directory listing of "/*
32 9.931982 192. Tce 60 35008 - 20 [SYN, ACK] Seq=8 Ack=1 Win=2048 Len=0 MSS=1460
33 9.932030 Tce 54 20 + 35000 [ACK] Seq=1 Ack=1 Win=64240 Len=0
34 9.932190 v FTP-DA. 607 FTP Data: 553 bytes (PORT) (20@ Port command successful)
35 9.932224 192.168.1.2 TP 54 20 - 35000 [FIN, ACK] Seq=554 Ack=1 Win=54249 Len-@

Figure 12. FTP wireshark result
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Revision history

Version Descriptions

Ver. 1.0.0 Nov, 2024 Initial release.

Table 1. Revision history

Copyright Notice

Copyright 2024 WIZnet Co., Ltd. All Rights Reserved.

Technical Support: https://forum.wiznet.io/

Sales & Distribution: sales@wiznet.io

For more information, visit our website at https://www.wiznet.io/
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