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1 Introduction

This Application Note covers the implementation of AZURE client X.509 authentication and the
generation of X.509 certificates on WIZnet's TOE Chip.

2 Github Link

https://github.com/WIZnet-ioNIC/WIZnet-PICO-AZURE-C.qit

3 Applicable products

Raspberry Pi Pico & WIZnet Ethernet HAT
W5100S-EVB-Pico

W5500-EVB-Pico

W55RP20-EVB-Pico

W5100S-EVB-Pico2

W5500-EVB-Pico2

4 How to Test AZURE client X.509 Example

4.1 Step 1: Prepare software

The following serial terminal program is required for AZURE client X.509 example test, download
and install from below links.

e TeraTerm

4.2 Step 2: Prepare hardware

If you are using W5100S-EVB-Pico, W5500-EVB-Pico, W55RP20-EVB-Pico, W5100S-EVB-

Pico2 or W5500-EVB-Pico2, you can skip '1. Combine...'

1. Combine WIZnet Ethernet HAT with Raspberry Pi Pico.

2. Connect ethernet cable to WIZnet Ethernet HAT, W5100S-EVB-Pico, W5500-EVB-Pico,
W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2 ethernet port.

3. Connect Raspberry Pi Pico, W5100S-EVB-Pico or W5500-EVB-Pico to desktop or laptop
using 5 pin micro USB cable. W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-
Pico2 require a USB Type-C cable.
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4.3 Step 3: Setup AZURE client X.509 Example

To test the AZURE client X.509 example, minor settings shall be done in code.

1. Setup SPI port and pin in 'w5x00_spi.h' in 'WIZnet-PICO-AZURE-C/port/ioLibrary_Driver/'
directory.

Setup the SPI interface you use.

e If you use the W5100S-EVB-Pico, W5500-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-
Pico2,

/* SPI */
#define SPI_PORT spi@

#define PIN_SCK 18
#tdefine PIN_MOSI 19
#define PIN_MISO 16
#tdefine PIN_CS 17

#define PIN_RST 20

e If you want to test with the AZURE client X.509 example using SPI DMA, uncomment
USE_SPI_DMA.

/* Use SPI DMA */
//#define USE_SPI_DMA // if you want to use SPI DMA, uncomment.

e If you use the W55RP20-EVB-Pico,

/* SPI */
#define USE_SPI_PIO

#tdefine PIN_SCK 21
#tdefine PIN_MOSI 23
#tdefine PIN_MISO 22
#tdefine PIN_CS 20
#tdefine PIN_RST 25

2. In 'WIZnet-PICO-AZURE-C/examples/main.c', uncomment APP_CLI_X509 to choose the

sample application.

(...)

// The application you wish to use should be uncommented
//

//#define APP_TELEMETRY

//#define APP_C2D

#define APP_CLI_X509

//#define APP_PROV_X509
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3. Setup network configuration such as IP in ' main.c', which is the AZURE client X.509
example in 'WIZnet-PICO-AZURE-C/examples/ directory.

e Setup IP, other network settings to suit your network environment.

// The application you wish to use DHCP mode should be uncommented
#define _DHCP
static wiz_NetInfo g net_info =

{
.mac = {Ox00, Ox08, OxDC, Ox12, ©x34, Ox56}, // MAC address
.ip = {192, 168, 11, 2}, // IP address
.sn = {255, 255, 255, 0}, // Subnet Mask
.gw = {192, 168, 11, 1}, // Gateway
.dns = {8, 8, 8, 8}, // DNS server

#ifdef _DHCP
.dhcp = NETINFO_DHCP // DHCP enable/disable

#else
// this example uses static IP
.dhcp = NETINFO_STATIC

#endif

s
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4.4 Step 4: Setup Device self-signed certificates

Please follow up tutorial-x509-self-sign.

1. For your reference, prepare example log as below:
Notice! device ID = "W5100S_EVB_PICO_X509"
e Provide the Device ID that matches the subject name of your two certificates. In this
example, "W5100S_EVB_PICO_X509"
o Select the X.509 Self-Signed authentication type.
e Paste the hex string thumbprints that you copied from your device primary and

secondary certificates. Make sure that the hex strings have no colon delimiters.

MINGW64 ~
$ mkdir certi

MINGW64 ~
$ cd certi/

MINGW64 ~/certi
$ openssl genpkey -out devicel.key -algorithm RSA -pkeyopt
rsa_keygen _bits:2048

MINGW64 ~/certi

$ openssl req -new -key devicel.key -out devicel.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:.
Organizational Unit Name (eg, section) []:.

Common Name (e.g. server FQDN or YOUR name) []:W5100S_EVB_PICO_ X509
Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

MINGW64 ~/certi
$ openssl req -text -in devicel.csr -noout
Certificate Request:
Data:
Version: 1 (0x0)
Subject: CN = W5100S_EVB_ PICO_ X509
Subject Public Key Info:
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Public Key Algorithm: rsaEncryption
RSA Public-Key: (2048 bit)
Modulus:
00:bb:ba:cb:62:7a:ce:ac:4d:ff:88:c7:1a:ad:6a:
b4:6b:83:cc:30:74:94:7b:d2:8c:ed:6f:37:bf:c2:

f£:17:35:fb:78:d8:a8:31:04:a6:dd:89:f5:d6:fd:
a2:8e:e2:b3:62:d4:96:12:9b:80:b5:22:4a:e2:6f:

88:e3
Exponent: 65537 (0x10001)
Attributes:
20:00

Signature Algorithm: sha256WithRSAEncryption
7e:de:0e:58:a6:44:c4:a6:76:12:be:a5:€0:80:35:90:ec:cb:

73:ca:29:5f:36:d9:cd:1c:1e:34:98:c3:9a:a8:93:ef:28:14:
a9:45:f9:4e

MINGW64 ~/certi

$ openssl x509 -req -days 365 -in devicel.csr -signkey devicel.key -out
devicel.crt

Signature ok

subject=CN = W5100S_EVB_PICO X509

Getting Private key

MINGW64 ~/certi
$ openssl genpkey -out device2.key -algorithm RSA -pkeyopt
rsa_keygen_bits:2048

MINGW64 ~/certi

$ openssl req -new -key device2.key -out device2.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a
DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:.
Organizational Unit Name (eg, section) []:.

Common Name (e.g. server FQDN or YOUR name) []:W5100S_EVB_PICO_X509
Email Address []:

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

MINGW64 ~/certi

$ openssl x509 -req -days 365 -in device2.csr -signkey device2.key -out
device2.crt

Signature ok
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subject=CN = W5100S_EVB_PICO_ X509
Getting Private key

MINGW64 ~/certi
$ openssl x509 -in devicel.crt -noout -fingerprint
SHA1 Fingerprint=F3:61:90:1F:B5:76:XX:XX:XX:XX:9B:51:4F:51

MINGW64 ~/certi
$ openssl x509 -in device2.crt -noout -fingerprint
SHA1 Fingerprint=09:75:4F:7F:14:xx:XX:XX:XX:38:8B:D5:0D

MINGW64 ~/certi
$

Get the key value from files (device1.crt, device1.key). And edit ‘WIZnet-PICO-AZURE-
C/exmaples/sample_certs.c’ with generated certificates as upper.

Connection string for this example is "HostName=twarelabhub.azure-
devices.net;Deviceld=W5100S_EVB_PICO_X509;x509=true"

#include "azure_samples.h"

/* Paste in the your iothub connection string */
const char pico_az_connectionString[] = "[device connection string]l";

const char pico_az_x509connectionString[] = "HostName=my-rp2040-hub.azure-
devices.net;Deviceld=my-rp2040-device-cli-x509;x509=true";

const char pico_az x509certificate[] =

REE T BEGIN CERTIFICATE----- "*\n"
"MIIDrTCCApUCFEjR3/7wNgnU0qY5hxGBR92pVjZ3MABGCSGGSIb3DQEBCWUAMIGS" "\n"
"MQswCQYDVQQGEwJLUJEUMBIGAIUECAWLR311b25nZ2ktZG8xFDASBgNVBACMCINL " " \n"

"v7wvi4IZvXDFtF+CiE8L3Ym13V+gp2ZIhA7eeeYOBHEgrofcNqCEIScQTopZNfZjA""\n"
"OgWA3VyB8jR6Pxx5DmLwsFm@aYnu+f6xA11HIs+xeajb" "\n"
e END CERTIFICATE----- g

const char pico_az_x509privatekey[] =

REETE BEGIN PRIVATE KEY----- ""\n"
"MIIEVAIBADANBgkghkiGOwOBAQEFAASCBKYwggSiAgEAAOIBAQDAekFjSy6DRYyXI""\n"
"B7nSN8znN3Ki9iZM@66Zm8VVmm/LRk+TqZ1kfGTS97SzdAX7xuQDCIGOvVqlyd+BP""\n"

"w6FFC61aVKczE4xiVdIcUh510FTK9gi9pOuHvPDHy9ilWGmmetrc/bFRmHCFIWZI" " \n"
"04rW1809TIKULOViCDsGSg==""\n"
Voo END PRIVATE KEY----- "
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4.5 Step 5: Setup Azure loT Explorer

In Azure portal, you need to create a device and get the connection string informations as
below:

1. Add device in your Azure loT Hub.

. p bj@twarelab.com g
Search d d G+,
Microsoft Azure P search resources, services, and docs (G+/) & WIZNETIO &

Home > twarelabhub

W twarelabhub | loT devices # - X
leT Hub
.2 search (ctrl+) |« View, create, delete, and update devices in your T Hub.
N = . R
Built-in endpoints Device name
"~ Failover ‘
== Properties Find d 2 </> Find using a query
B Locks y
+ Add Device CJ‘ Refresh

Explorers
B Query explorer o Device ID Status Last Status Update Authentication...  Cloud ...
ﬁ |oT devices

twarelab_esptest01 Enabled - Sas ]
Automatic Device Management

device-007 Enabled - Sas 0
& 10T Edge
B |oT device configuration rp2040_W51005_1 Enabled - Sas ]
5 .
& Device updates WS51005_EVE_PICO_1 Enabled - Sas 0
Messaging

twarelab_w01 Enabled - Sas V]
||—l File upload
. x509testdevice Enabled - SelfSigned 0
W, Message routing

custom-hsm-device-01 Enabled - SelfSigned 0

Security

O Overview

U Security Alerts
‘= Recommendations

@ Settings

Figure 1. Add loT devices
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2. Create a device with X.509 Self-Signed. Enter the fingerprint of the crt file obtained in Step
4,

Microsoft Azure L Search resources, services, and docs (G+/)

Home > twarelabhub >

N Create a device - X
9

o Find Certified for Azure loT devices in the Device Catalog

DeviceID* @
| W51005_EVE_PICO_X508 /

Primary Thumbprint * @
[ Fas1501FE

ut -fingerprint

Secondary Thumbprint * &

[ bersarze 4 t -noout -fingerprint
-

Connect this device to an 10T hub @

(m isable :'
Parent de 5

No parent device

Set 3 parent device

Figure 2. Create a device with X.509 Self-Signed

3. Check the device in the ‘device list’.

Microsoft Azure L Search resources, services, and docs (G+/)

Home » twarelabhub
@ Create a device X
ﬂ twarelabhub | loT devices = - Device W5100S_EVB_PICO_X509 successfully created.
loT Hub
[2 search (ctri+n ] «  view, create, delete, and update devices in your loT Hub.
® - - —
Built-in endpoints Device name
-« Failover ‘

== Properties </> Find using a query

ﬂ Locks
T~ Add Device O Refresh

Explorers
B Query explorer Device ID Status Last Status Update Authentication...  Cloud ...
@ 10T devices

twarelab_esptest01 Enabled - Sas 1]
Automatic Device Management

device-007 Enabled - Sas 0
& 107 Edge
g 10T device configuration rp2040_W51005_1 Enabled - Sas 1]
5 .
& Device updates W51005_EVE_PICO_1 Enabled - Sas 0
Messaging

twarelab_w01 Enabled - Sas 1]
B File upload
N x509testdevice Enabled - Selfsigned 0
¥, Message routing
Security custom-hsm-device-01 Enabled - SelfSigned 0
U overview

¥ Security Alerts
= Recommendations

@ Settings

Figure 3. Refresh and Check the device
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. / bj@twarelab.com
Search resources, services, and docs (G+
osoft Azure esl 3 3 G+ : WIZNETIO

Home > twarelabhub

{i} twarelabhub | loT devices = - X
loT Hub
|,"3 ISE;'(P (Ctrl+/) | « View, create, delete, and update devices in your loT Hub.
@ Built-in endpaints Device name
" Failover ‘
= Properties /> Find using a query
ﬂ Locks N
Add Device fJ Refresh ]E Delete
Explorers
B query explorer Device ID Status Last Status Update Authentication...  Cloud ...
W 10T devices
Enabled - Sas 0
Automatic Device Management
Enabled - Sas 0
& 10T Edge
# 10T device configuration Enabled - sas o
+ Vit d
& Device updates Enabled . Sas o
Messagini
9ng Enabled - Sas 0
B File upload
R x509testdevice Enabled - Selfsigned 0
¥, Message routing
Security custom-hsm-device- Enabled - SelfSigned 0
9 Overview W5100S_EVB_PICO_X509 Enabled -- selfSigned 0

¥ Security Alerts
i= Recommendations

@ Settings

Figure 4. Check the device

4. Click the device name created in the previous section.

Azure loT Explorer (preview)

Home > twarelabhub > Devices o

MNew Refresh
Query by device ID... L0 = | MD
Device ID Status Connection st...  Authenticatio... Llaststatusup.. loTPlugand ... Edge device
twarelab_esptest01 Enabled Disconnected Sas ==
device-007 Enabled Disconnected Sas -
rp2040_W51005_1 Enabled Disconnected Sas --
WS51005_EVB_PICO_1 Enabled Disconnected Sas --
twarelab_w01 Enabled Disconnected Sas --

¥500testdevice Enabled Disconnected SelfSigned --

custom-hsm-device-01 Enabled Disconnected SelfSigned -

) | W5100S_EVB_PICO_X509

O

Enabled Disconnected SelfSigned --

Figure 5. Select the device
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5.  Go to "Telemetry" menu and click "Start".

Azure loT Explorer (preview) Notifications Settings

Home > |twarelabhub > Devices > W5100S_EVB_PICO_X509 > Telemetry

[> Start : Show system properties i Clear events  {} Simulate a device

B Device identity

Telemetry ©
[ Device twin

Consumer group ©  S$Default

|L__| Telemetry

. Specif ti ©
3¢ Direct method pecily enqueue time

= Cloud-to-devi
ouertomaevice mess Use built-in event hub

. . Yes
?\. Module identities D

57 1oT Plug and Play com...

Figure 6. Start Telemetry

6. Wait for incoming messages.

Azure loT Explorer (preview) Notifications

Home >| twarelabhub > Devices > W5100S_EVB_PICO_X509 > Telemetry

B Stop [ ] Show system properties  [i] Clear events {} Simulate a device

B Device identity

Telemetry ©
[ Device twin

Consumer group ©
[ Telemetry

¢ Diract method Specify enqueue time &
= Cloud-to-device mess...
O Module identities

® Receiving events... [

57 10T Plug and Play com...

Figure 7. Receiving events
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4.6 Step 6: Build

1. After completing the AZURE client X.509 example configuration, click 'build' in the status
bar at the bottom of Visual Studio Code or press the 'F7' button on the keyboard to build.

2. When the build is completed, 'main.uf2' is generated in 'WIZnet-PICO-AZURE-
C/build/examples/' directory.

4.7 Step 7: Upload and Run

1. While pressing the BOOTSEL button of Raspberry Pi Pico, W5100S-EVB-Pico, W5500-
EVB-Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2 power on the

board, the USB mass storage 'RPI-RP2' is automatically mounted.

| = | ThisPC = m} X
“ Computer View o
= [2) Uninstall or change a program
v P~ =
5 2 e {#2 System properties
Properties Open Rename Access Map network Add a network Open
media~  drive~ location Settings 9 Manage
Location Network System
A B, ThisPC v 0 Search This PC
~
3D Objects Desktop 7 Documents
Downloads $ Music Pictures
-
ﬁ Videos
v Devices and drives (4)
- Local Disk (C:) Data (D:) Al2E S (E)
o= i 1]
105 GB free of 231 GB ~ 811 GB free of 931 GB -~ 24.9 MB
RPI-RP2 (F:)
LY v
11 items -

Figure 8. USB mass storage

2. Drag and drop ' main.uf2' onto the USB mass storage device 'RPI-RP2'.
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3. Connect to the serial COM port of Raspberry Pi Pico, W5100S-EVB-Pico, W5500-EVB-
Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2 with Tera Term.

Tera Term: Serial port setup and connection X
New open
Speed: (115200

Data: Cancel

Parity:

Stop bits 1 bit Help

Flow control none

Transmit delay

0 msec/char msec/line

Device Friendly Name: USB & & FHR|(COMS)

Device Instance ID: USB¥VID_2ESA&PID_000AZMI_00WE&280
Device Manufacturer: Microsoft

Provider Name: Microsoft

Driver Date: 6-21-2006

Driver Version: 10.0.19041.1202

<

Figure 9. Tera Term

4. Reset your board.
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5. If the Azure client X.509 example works normally on Raspberry Pi Pico, W5100S-EVB-
Pico, W5500-EVB-Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2,
you can see the network information of Raspberry Pi Pico, W5100S-EVB-Pico, W5500-
EVB-Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2, connecting to
the Azure loT Hub and start to verify the device with X.509 authentication.

9 COM10 - Tera Term VT - [m] x

FEile  Edit trol  Window Help

Setup  Conf
D e

lue of
01 60 01

Figure 10. Start to verify the device
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6. After completing the X.509 authentication verification, proceed to send messages to Azure
lIoT Hub.

4 COM10 - Tera Term VT - a x

File Edit Setup Control Window Help

o in_left: @, nb_want:

- in_left: @, nb_want:

read record
input
84: in_left: @, nb_want:

: in_left: @, nb_want:

message=Hello_RP2E

15, including © padding

Figure 11. Send messages to Azure loT Hub
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7. You can see the incoming messages from your loT device

Azure loT Explorer (preview)

Home > twarelabhub > Devices > W5100S_EVB_PICO_X509 > Telemetry

W Stop [] Show system properties  [i] Clear events {} Simulate a device

g Device identity
Telemetry ©
[} Device twin

Consumer group ©
[ Telemetry

£ Direct method Specify enqueue time =

= Cloud-to-device mess...

97 Module identities

® Receiving events... C
&7 loT Plug and Play com...
Fri Oct 15 2021 11:28:39 GMT-0000 (CfSHRIZ EFA)):

1
"oyt {
“temperature”: 22,209,
“humidity": BB, 483,
"scale”: "Celsius”

iy
“engueuedT ine": "Fri Oct 15 2021 11:28:39 GHT+0900 (CHERE= B=A".
"propertiests {

"display_nessage": "Hello_RP2040_W51005"

Fri Oct 15 2021 11:28:38 GMT+0900 (CHEH IS Z2FAD:

"body"t {
“temperature”: 28863,
“humidity”: 74,205,
"scale”: "Celsius”

W
“enaueuedT ine”: “Fri Oct 15 2021 11:28:38 GHT+0900 (CH=R BEFA h

Figure 12. Getting device messages from Azure loT Hub
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