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1 Introduction

This Application Note covers the implementation of AZURE 2CD on WIZnet's TOE Chip.

2 Github Link

https://github.com/WIZnet-ioNIC/WIZnet-PICO-AZURE-C.qit

3 Applicable products

Raspberry Pi Pico & WIZnet Ethernet HAT
W5100S-EVB-Pico

W5500-EVB-Pico

W55RP20-EVB-Pico

W5100S-EVB-Pico2

W5500-EVB-Pico2

4 How to Test AZURE 2CD Example

4.1 Step 1: Prepare software

The following serial terminal program is required for AZURE 2CD example test, download and
install from below links.

e TeraTerm

4.2 Step 2: Prepare hardware

If you are using W5100S-EVB-Pico, W5500-EVB-Pico, W55RP20-EVB-Pico, W5100S-EVB-

Pico2 or W5500-EVB-Pico2, you can skip '1. Combine...'

1. Combine WIZnet Ethernet HAT with Raspberry Pi Pico.

2. Connect ethernet cable to WIZnet Ethernet HAT, W5100S-EVB-Pico, W5500-EVB-Pico,
W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2 ethernet port.

3. Connect Raspberry Pi Pico, W5100S-EVB-Pico or W5500-EVB-Pico to desktop or laptop
using 5 pin micro USB cable. W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-
Pico2 require a USB Type-C cable.
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4.3 Step 3: Setup AZURE 2CD Example

To test the AZURE 2CD example, minor settings shall be done in code.

1. Setup SPI port and pin in 'w5x00_spi.h' in 'WIZnet-PICO-AZURE-C/port/ioLibrary_Driver/'
directory.

Setup the SPI interface you use.

e If you use the W5100S-EVB-Pico, W5500-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-
Pico2,

/* SPI */
#define SPI_PORT spi@

#define PIN_SCK 18
#tdefine PIN_MOSI 19
#define PIN_MISO 16
#tdefine PIN_CS 17

#define PIN_RST 20

e If you want to test with the AZURE 2CD example using SPI DMA, uncomment
USE_SPI_DMA.

/* Use SPI DMA */
//#define USE_SPI_DMA // if you want to use SPI DMA, uncomment.

e If you use the W55RP20-EVB-Pico,

/* SPI */
#define USE_SPI_PIO

#tdefine PIN_SCK 21
#tdefine PIN_MOSI 23
#tdefine PIN_MISO 22
#tdefine PIN_CS 20
#tdefine PIN_RST 25

2. In'WIZnet-PICO-AZURE-C/examples/main.c', uncomment APP_2CD to choose the

sample application.

(...)

// The application you wish to use should be uncommented
//

//#define APP_TELEMETRY

#define APP_C2D

//#define APP_CLI_X509

//#define APP_PROV_X509
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3. Setup network configuration such as IP in ' main.c', which is the AZURE 2CD example in
'WI1Znet-PICO-AZURE-C/examples/ directory.

e Setup IP, other network settings to suit your network environment.

// The application you wish to use DHCP mode should be uncommented
#define _DHCP
static wiz_NetInfo g net_info =

{
.mac = {Ox00, Ox08, OxDC, Ox12, ©x34, Ox56}, // MAC address
.ip = {192, 168, 11, 2}, // IP address
.sn = {255, 255, 255, 0}, // Subnet Mask
.gw = {192, 168, 11, 1}, // Gateway
.dns = {8, 8, 8, 8}, // DNS server

#ifdef _DHCP
.dhcp = NETINFO_DHCP // DHCP enable/disable

t#telse
// this example uses static IP
.dhcp = NETINFO_STATIC

#endif

s

4. Edit the ‘WIZnet-PICO-AZURE-C/exmaples/sample_certs.c’ entering the proper

connection string and key value from the Azure Portal:

/* Paste in the your iothub connection string */
const char pico_az_connectionString[] = "[device connection string]l";
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4.4 Step 4: Setup Azure loT Explorer

In Azure portal, you need to create a device and get the connection string informations as

below:

P Search resources, services, and docs (G+/)

Home > twarelabhub

m twarelabhub | IoT devices % - X
IoT Hub
|/’3 Search (Ctrl+/) ‘ « View, create, delete, and update devices in your loT Hub.
SN8req access poicies
Device name
Identity
enter de

@ Pricing and scale </> Find using a query

> Netwarking
+ Add Device | (_) Refresh

A certificates

@ Built-in endpaints

; Device ID Status Last Status Update Authentication... Cloud ...

" Failover
= Properties twarelab_esptest01 Enabled - Sas 1]
B Locks

device-007 Enabled - Sas 0
Explorers

rp2040_W5100S_1 Enabled - Sas 1]
A Query explore]
B 10T devices o twarelab_w01 Enabled - Sas 1]
Automatic Device Management x509testdevice Enabled - Selfsigned 0
£ 10T Edge custom-hsm-device-01 Enabled -- SelfSigned ]

F, loT device configuration
@ Device updates
Messaging

B File upload

¥, Message routing
httpsy//portal.azure.com/?l=en.en-us#@wiznet io/resource/subscriptions/d8f6d617-3fcb-4721-b1fe-db6d8cb 397/ resourceGroups/twareLAB/ providers/Microsoft Devices/|lotHubs/twarelabhub/DeviceExplorer

Figure 1. Add loT devices

7/21


https://user-images.githubusercontent.com/6334864/137315276-40dd94f6-1abe-49c7-857b-9dcac646f056.png

@IZnet

This example uses symmetric key

Microsoft Azure P search resources, services, and docs (G+/)

Home » twarelabhub >

Ly Create a device - P
9

o Find Certified for Azure IoT devices in the Device Catalog

Device ID* (@ o
| W51005_EVB_PICO_1

igned  X.509 CA Signed;}

Auto-generate keys (a

Cannect this device to an loT hub ©

c% )
Parent devi

No parent device
Set 3 parent device

Figure 2. Create a device

L Search resources, services, and docs (G+/)

Home > twarelabhub

bj@twarelab.com
o @

@ Create a device X
ﬁ twarelabhub | loT devices = - Device W51005_EVB_PICO_1 successfully created.
loT Hub i
|/'7 Search (Ctrl+/) ‘ « View, create, delete, and update devices in your loT Hub.

snarea access poncies

Device name

Identity
enter device ID

Pricing and scale </> Find using a query

> Netwarking

(o]

T~ Add Device O Refresh

j. Certificates

@ Built-in endpaints

; Device ID Status Last Status Update Authentication... Cloud ...

" Failover
E Properties twarelab_esptest01 Enabled - Sas 1]
E| Locks

device-007 Enabled - Sas 0
Explorers

rp2040_W5100S_1 Enabled - Sas 1]
B Qquery explorer
B 10T devices twarelab_w01 Enabled - Sas 1]
Automatic Device Management x509testdevice Enabled - Selfsigned 0
£ 10T Edge custom-hsm-device-01 Enabled -- Selfsigned 0
ﬁ, loT device configuration
@ Device updates
Messaging
2 File upload
¥, Message routing

https//portal azure.com/?l=en.en: i ubscriptions/d8f6d617-3fcb-4721-b1fe-db6dBcb397ff/resourceGroups/twarel AB/providers/Micrasoft Devices/lotHubs/twarelabhub/DeviceExplorer

Figure 3. Device successfully created
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L Search resources, services, and docs (G+/)

Home > twarelabhub

W twarelabhub | loT devices = - X
loT Hub
|P Search (Ctrl+/) ‘ « View, create, delete, and update devices in your loT Hub.

snarea access poncies
Device name

. Identity

enter device ID

© Pricing and scale o </ Find using a query

4> Networking

J. Certificat T~ Add Device O Refresh | [
ertificates ] |

@ Built-in endpoints

; Device ID Status Last Status Update Authentication... Cloud ...

" Failover
E Properties twarelab_esptest01 Enabled - Sas 1]
E| Locks

device-007 Enabled - Sas 0
Explorers

rp2040_W51005_1 Enabled - Sas 1]
B Qquery explorer o
# o7 devices WS51005_EVE_PICO_1 led - Sas 0
Automatic Device Management twarelab_w01 Enabled - Sas 0
£ 10T Edge x509testdevice Enabled -- Selfsigned 0
& |oT device configuration

custom-hsm-device-01 Enabled - SelfSigned 0

@ Device updates
Messaging
||—l File upload

¥, Message routing

Figure 4. Check the device

You copy the key string, "Primary Connection String" and paste the string into your code as

described in next section.

L Search resources, services, and docs (G+/)

Home » twarelabhub >

W5100S_EVB_PICO_1 = - ps

twarelabhub

Save [ Message to Device 5 Direct Method —+ Add Module Identity

Device twin Q Manage keys O Refresh

Device ID )

‘ W5100S_EVB_PICO_1 ‘ lb

Primary Key @
Secondary Key @

Primary Connection String @

‘ HostName=twarelabhub.azure-devices.net;Deviceld=W5100S_EVB_PICO_1;SharedAccessKey=11Yabvm s m s m . aommmn ls= <3 ID

Secondary Connection String (@

\ =] p
Enable connection to loT Hub @

© Enable

O Disable

Parent device @

Medule Identities Configurations

Figure 5. Copy the key string
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To see the message from your loT Device, you need to make a "Azure loT Explorer" setting as

below:

Azure loT Explorer (preview) Notifications

Home > loT hubs %

Add connection string
— [ Connection string *
— T Add connection
| enter a connection string

| = loT hubs

<7 10T Plug and Play Sett... winciothub

Host name

winciothub1.azure-de i

Where do | get an loT hub connection string?
Please do not save your hub connection string to any unsafe locations

[ Motification Center

Shared access policy nf

serviceDeviceConneg

Shared access policy ki

Connection String

LNV S I

Figure 6. Set up Azure loT Explorer

1. In Azure portal, you can get the "Connection String" as follows:

L search resources, services, and docs (G+/) | i bj@tware\aﬂthom @

Home > twarslabhub iothubowner %
twarelabhub | Shared access policies = - frerclabhub
loT Hub
@ Regenerate primary key @ Regenerate secondary key | Swap keys
|}3 Search (Ctrl+/) ‘ «  Shared access policies may be used to generate security
Primary key
o Overview = Connect using shared access policies ‘ ........................................ @| i
= i Bl save 9 Discard
Activity log Secondary key

fn Access control (IAM) Allow ‘

. @ | B
¢ T
285 Deny Primary connection string
i £l 0}

ﬁ‘ Diagnose and solve problems ‘ -devices.net;
Events Manage shared access policies X
Secondary connection string
Add shared access policy (U [ Dele
Settings - ‘ @ | @
Shared access policies !
Policy Name o Permiss
. Identity
iothubowner Regist )
@ Ppricing and scale : 9ty Registry Write
4 Networking service Service Service Connect
A Certificates ) Device Connect
Device !
@ Built-in endpaints
- Failover Registry
3= Properties registryRe: Registry
E| Locks
Explorers

B Qquery explorer

@ 10T devices Update Permissions

Figure 7. Getting connection string
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2. Copy & paste the connection string, and click "Save".

Azure loT Explorer (preview)

Home > loT hubs b4
Add connection string

Connection string *

Add connection

B HostName=twarelabhub.azure-

sz loT hubs devices.net;SharedAccessKeyName=iothubowner;SharedAccessKey=wh
W 4=

winciothub1

Host name

L1 Notification Center
winciothubl.azure-dé

Where do | get an loT hub connection string?

Shared access policy m Please do not save your hub connection string to any unsafe locations
serviceDeviceConneg
Host name
Shared access policy ki | twarelabhub.azure-devices.net ‘ ™

Shared access policy name

Connection String | iothubowner ‘ @

Shared access policy key

erremrarreneereeanesnennanaearnaanrree @‘ i)

vices in th

m Can (EI

Figure 8. Add connection string
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3. Find the device and click name.

Azure loT Explorer (preview) Notifications Settings

Home > twarelabhub > Devices

New 'Z'_'__Z' Refresh j Delete

Query by device ID... 2= ‘ S Add query parameter
Device ID Status Connection st...  Authenticatio...  Laststatusup... loT Plug and ... Edge device
twarelab esptest0 Enabled Disconnected Sas -
device-007 Enabled Disconnected Sas --

510051 Enabled Disconnected Sas -

@  W51005_EVE_PICO_1 Enabled Disconnected Sas --
twarelab w01 Enabled Disconnected Sas -

fes Enabled Disconnected SelfSigned -

Enabled Disconnected SelfSigned --

Figure 9. Select the device

4. Go to "Telemetry" menu, and click "Start".

Azure loT Explorer (preview) Notifications

Home > twarelabhub > Devices > W5100S_EVB_PICO_1 > Telemetry

= [> Start : Show system properties i Clear events  {} Simulate a device

B Device identity

Telemetry ©
[} Device twin

Consumer group & §Default

| [ Telemetry

Specif time ©
% Direct method pecify enqueue time

= Cloud-to-device mess...
Use built-in event hub

- . ¥
& Module identities 0 =

&7 10T Plug and Play com...

Figure 10. Start Telemetry
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5. Wait for incoming message from your loT device.

File Edit View Window

Help

Azure loT Explorer (preview) Notifications Settings

Home > twarelabhub > Devices > W5100S_EVB PICO_1 > Telemetry

B Stop [ Show system properties  [i] Clear events {} Simulate a device
E Device identity

Telemetry ©
[ Device twin

Consumer group (&
[ Telemetry

¥ Direct method Specify enqueue time 2
= Cloud-to-device mess...
B¢ Module identities

S .
(i) Receiving events..

&7 loT Plug and Play com...

Figure 11. Receiving events

4.5 Step 5: Build

1. After completing the AZURE 2CD example configuration, click 'build' in the status bar at
the bottom of Visual Studio Code or press the 'F7' button on the keyboard to build.

2. When the build is completed, 'main.uf2' is generated in 'WIZnet-PICO-AZURE-
C/build/examples/' directory.
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4.6 Step 6: Upload and Run

1. While pressing the BOOTSEL button of Raspberry Pi Pico, W5100S-EVB-Pico, W5500-
EVB-Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2 power on the

board, the USB mass storage 'RPI-RP2' is automatically mounted.

= < | ThisPC - O X
T R o
H - [2) Uninstall or change a program
v K. ~ el
- ¢ 1# System properties
Properties en Rena Access Map network Add a network Open =
media~  drive~ location Settings % Manage
Location Network
4 H, ThisPC
A
3D Objects Desktop . Documents
Downloads m Music Pictures
4 S
Videos
Lnl
Devices and drives (4)
Local Disk (C:) Data (D:) A2E 52 (E)
" | [ Il
~ B free of 231 G ~ i ~ MB f
RPI-RP2 (F:)
~ MB free of MB )
11 items -

Figure 12. USB mass storage

2. Drag and drop ' main.uf2' onto the USB mass storage device 'RPI-RP2'.
3. Connect to the serial COM port of Raspberry Pi Pico, W5100S-EVB-Pico, W5500-EVB-
Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2 with Tera Term.

Tera Term: Serial pert setup and connection X

New open

Speed: 115200

Data: Cancel
Parity:

Stop bits 1 bit Help

Flow control. none

Transmit delay

0 | msecschar [0 | msecsline

Device Friendly Name: USB & & ZX|(COMY)

Device Instance ID: USB¥VID_2EBASPID_000A&MI_00#8&280
Device Manufacturer: Microsoft

Provider Name: Microsoft

Driver Date: 6-21-2006

Driver Version: 10.0.19041.1202

<

Figure 13. Tera Term
4. Reset your board.
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5. If the Azure 2CD example works normally on Raspberry Pi Pico, W5100S-EVB-Pico,
W5500-EVB-Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2, you
can see the network information of Raspberry Pi Pico, W5100S-EVB-Pico, W5500-EVB-
Pico, W55RP20-EVB-Pico, W5100S-EVB-Pico2 or W5500-EVB-Pico2, connecting to the

Azure loT Hub and sending the messages.

1 COM10 - Tera Term VT - o X

File Edit Setup Control Window Help

, nb_want: 5
_timeout)() returned 5 (-€

input
8, nb_want

/ - les/ - ary L HR ., nb_want:
etio_dowork data re

rd
input
: in_left: @, nb want:

: in_left: @, nb_want:

/pico- o y/ss1_msg.
, DUP: false | RETAIN: ) a TOPI - 1065 EVB_PICO_1/message P N—— .

Figure 14. Network Info and connect to Azure loT Hub
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Azure loT Explorer (preview)

Home > twarelabhub > Devices > W5100S_EVB_PICO_1 > Telemetry

= B stop ] Show system properties W Clearevents {} Simulate a device
E Device identity
Telemetry ©
21 Device twin
i Consumer group
Telemetry

< Direct method Specify enqueue time

= Cloud-to-device message

£ Module identities
3 Receiving events... {
" 10T Plug and Play compo...
Fri Oct 15 2021 08:37:33 GMT 0900 (CftI= EFA|):

{
“body” s {
“temperature”: 28,853,
“humidity”: 74,205,
“scale”: "Celsius”
t
“enqueuedTime”: "Fri Oct 15 2021 08:37:33 GMT-+0300
“properties’: {
“display_message”: "Hello_RP2040_W51005"
i

Fri Oct 15 2021 08:37:32 GMT+0900 (ChSHIT EEA):

1
“body " {
“temperature”: 29,198,
“humidity”: 71,783,
“scale”: "Celsius”
i

"énqueuedﬂme": “Fri Oct 15 2021 08:37:32 GMT+0900 (CHEFI= BEEALDC,

“properties”:
“display_message” : "Hel lo_RP2040_W51005"
i

Figure 15. Getting device messages from Azure loT Hub
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6. you can send C2D messages to your device with "Azure loT Explorer" program as follows:

Azure loT Explorer (preview)

Home > twarelabhub > Devices > W5100S_EVB_PICO_1 > Cloud-to-device message

E3 Send message to device

[}

Device identity
Cloud-to-device message ©

il

Device twin

- Message body ©
L Telemetry g Y 0

Hello W51005-EVB-PICO Board! #1 Message
»< Direct method o

= Cloud-to-device message 4

2 Module identities Add timestamp to message body

7 10T Plug and Play compo... 7™ Properties

@ Add custom property © Add system property ™

Key Value

Figure 16. Send Cloud-to-device message

Azure loT Explorer (preview)

Home > twarelabhub > Devices > W5100S_EVB_PICO_1 > Cloud-to-devit (&) Successfully send message x
2021
10.
= 15.
- =1 Send message to device
9F 8:43:46 - Hello W5100S-
£ Device identity EVB-PICO Board! #1 Message'
Cloud-to-device message © i alzyizs
=5 Device twin 9 "W5100S_EVB_PICO_1".
8:43:47 AM
Message body
[ Telemetry
Hello W51005-EVB-PICO Board! #1 Message
3¢ Direct method
=1 Cloud-to-device mes... P

O Module identities Add timestamp to message body
b

&7 10T Plug and Play com... “~  Properties
@ Add custom property @ Add system property
Key Value

Figure 17. Check the send message
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7. Then, you can see the received C2D message through your "Serial Terminal" window as

below:

1 COM10 - Tera Term VT - [m] x

File Edit Setup Contrel Window Help

., nb_want
_timeout)() returned 5 (
input

25
=100-

| TOPIC,
und | P

tes of padding

Figure 18. received the C2D message

Azure loT Explorer (preview) Notifications Settings
Home > twarelabhub > Devices > W5100S_EVB PICO 1 > Cloud-to-devit &) Successfully send message x

'2021.

10. | 8
- 15,

=1 Send message to device
O 8:48:32 - Hello W51005-

[ Device identity EVB-PICO Board! #2 Message’
- o) to device
S Device tain Cloud-to-device message C o s P10 1
8:48:33 AM
Message body
[ Telemetry
Hello W5100S-EVB-PICO Board! #2 Message
»¢ Direct method

= Cloud-to-device mes...

Y
A J body
©¢ Module identities Add timestamp to message body
&7 10T Plug and Play com... #~  Properties
@ Add custom prope @ Add system property
Key Value

Figure 19. Send Cloud-to-device message 2
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@ COM10 - Tera Term VT - a x

File Edit Setup Control Window Help

ad record ~
h input

_dowork da

dowork data
dowork data

5: DI FAST_ONCE | TOPIC_NAME: dev 1005_FVB_PTCO_ evicebound/s24 mid=

Figure 20. Received the C2D message 2

Azure loT Explorer (preview)

Home > twarelabhub > Devices > W5100S_EVB_PICO_1 > Cloud-to-devit &) Successfully send message x

'2021.
10.

15

=1 Send message to device

’ 2H 8:50:15 - Hello W5100S-
EVB-PICO Board! #3 Message'
to device

"W51005_EVB_PICO_1".
8:50:15 AM

B Devicei

Cloud-to-device message ©
[} Device twin

Message body

[ Telemetry
Hello W51005-EVB-PICO Board! #3 Message

3¢ Direct method

= Cloud-to-device mes... P
@7 Module identities Add timestamp to message body
& loT Plug and Play com... < Properties

Add custom propert d system property

Key Value

Figure 21. Send Cloud-to-device message 3
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1 COM10 - Tera Term VT - o X

File Edit Setup Control Window Help

re-iot-sdi 2 input ~
-azure-iot-sdk g i - - in_left: @, nb_want: 5

etio_dowork data r
o_dowork data r
o_dowork dat:

zure-10t- st ibr: : hi

Figure 22. Received the C2D message 3
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