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1 Introduction

W61002 H 9| SOCKET OPENGIO| SOCKET-less CommandsE Ed E7 PacketES T &SHCL.
Packet ©&0| Ciot Zut= SLIR HXAHE S & = A2H, 4 HALAHEE S
£=A3St Reply Packetd] 2tst MEEES =OIstCt. EESH SOCKET-less Commands= O %

Command7t +3g 22 o U7X SAI0 +82 4 gict.

2 SOCKET-less Commands

SOCKET-less Commands= £ ZX2EHSS S HBFELE 28 20| CommandE =
SHA|7{OF 60 Command?| EF= ofzfet Z

- ARP4 Command

- PING4 Command

- ARP6 Command

- PING6 Command

- NS Command

- RS Command

- UNA Command

UNA Command& X 2|8t Command=2 Request-Replyf: X =Z RequestE ™% 3t 20 Reply
+41Z 7|Ct2ICt Reply Packet2 SLRCRub SLRTRZ &dff 270t AlZH LHO| =4I5HX| X2t

4L TOUT Interrupt?| 24USICEH. Reply PacketE =415t AL0|= T PacketQ| Interrupt

Unsolicited NA Command®| A2 ReplyZt Ql= Packet@ 2 412 7|CIE| K| @O, HA|X]
ME0| 22 LRSS HF TOUT Interrupt 7t SHHSHTE.

Y

CESE SOCKET-less Commands= SA|0f $=3g %=
2 o

=
b 42, O|F CommandOf C{3t InterruptE =9l

=/ -

SIQEE o4 7He] Command =¥

5t & Ct2 CommandE =3 3HC}.

ot
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2.1 ARP(Address Resolution Protocol)

ARPZt Request-Reply Tt XZ ALCHHEIO] MAC AddressE 27| /3t messageO|Ct. ARP
Request MessageS T &30 S IP AddressOf| CHSE MAC Address& 27435} H ARP Response
MessageE E3l| MAC Address& @ =C}. IPv60|Al= ARP Request messagest2 Neighbor
Solicitation message”} S}, ARP Response message E2HS Neighbor Advertisement message
7b StCt.

W61002 7|2 S22 2 TCPE4I0|Al Connect commandL} IPRAW EE= UDP S4I0|AM Send
CommandE AH™T AL, ARPE £t S 0| Mac address& YO T F=AZ Packet2 M
Z5IC}. Socket2 Destination Hardware address ModeZ A & ZA220|= ARP &i0| AIEX}
7} Sn_DHARO|| A3t MAC AddressZ {712 FM&SICE O Q0| AFEX}7F B2 ARP ML
g g ALR0|= SOCKET-less CommandE £ M£0| 7F=5tH SLDHAR HX|AEHE E9|

MAC Address =tQ10| 7+s3}|Ct.

( )
START

v

Configure SLRTR,
SLRCR and SLDIPR

v

Configure SLCR[ARP]

YES
SLIR[ARP]==1?

NO

Check SLDHAR j

NO

SLIR[TOUT]==1?

[ END )4

Figure 1 ARP Command Operation Flow

2.1.1 Example code

lo6Library0f| QU= ctlnetservice()S 0|23} SOCKET-less CommandE E3| ARP RequestS

S
H address®| length2 L2 EIC} ctlnetservice()
=]
=]

MBI P42t IPv62| T4 UWHe S
9| return Zf0j 2} ARP Responsel| £=AHEE & 4= QIC}.
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IPv4
wiz_ARP arp4_info={ .destinfo={.ip={192,168,0,232}, .len=4}};

if(ctinetservice(CNS_ARP, &arp4_info) == 0)
{
printf("DHAR=%.2x:%.2x:%.2X:%.2x:%.2x:%.2x\rn",
arp4_info.dha[0],arp4_info.dha[l],arp4_info.dha[2],
arp4_info.dha[3],arp4_info.dhal4],arp4_info.dhal5]);
}
else printf("No Target Writn");
IPv6
wiz_ARP arp6_info={ .destinfo={.ip={0xfe,0x80, 0x00,0x00,
0x00,0x00, 0x00,0x00,
0x31,0x71,0x98,0x05,
0x70,0x24,0x4b,0xb1}, .len=16}};

if(ctinetservice(CNS_ARP, &arp6_info) == 0)

{
printf("DHAR=%.2x:%.2x:%.2x:%.2x:%.2x:%.2x\r#n",
arp6_info.dha[0],arp6_info.dha[l],arp6_info.dhal[2],
arp6_info.dha[3],arp6_info.dhal4],arp6_info.dha[5]);
}

else printf("No Target Writn");

2.1.2 Success Case

ctlnetservice()2| BtztZr0] 0 AL ARP ResponseE =43t 2492 dha®f MAC AddressZt

N &0 AL

|
Mo, Time Source Destination Protocol  Length Info

659 43.521.. Wiznet 57:57:61 Broadcast ARP 68 Who has 192.168.8.2322 Tell 192.168.8.187
660 43.521.. AsustekC_2a:c2:e3 Wiznet_57:57:61  ARP 42 192.168.8.232 is at 88:62:66:2a:c2:e3

2.1.3 Fail Case

ctlnetservice()Q| Ht=tZr0| -1 AL TimeoutXZ|=|H ARP ResponseE =4l SIX| 23t 4

Solct,

.No. Time Source Destination Protozol  Length Info
192 14.839.. Wiznet_57:57:61 Broadcast ARP 60 Who has 192.168.8.9? Tell 192.168.0.1@7
. ________________________________________________________________________________________________________________________________________________________________|
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Socket Less Command®2| Retransmission Count?| X£7|4/2 022
MHESS UM AZ7|2 A2 A2 Retransmission Countgf= S0 0F SHH ctlnetwork()
£ E| MH™ESICE. OA|ZE sl_retry_count £ 302 MHESIFON = 4742 ARP Request7}

HEE AL

WHE0| &Y obX| =t

wiz_NetTimeout
timeout={s_retry_cnt=8, .s_time_100us=2000, .sl_retry_cnt=3, .sl_time_100us=1000};
ctinetwork(CN_SET_TIMEOUT, &timeout);

Mo, Time Source Destination Protocal  Length Info
815 20.479.. Wiznet_57:57:61 Broadcast ARP 68 Who has 192.168.8.9? Tell 192.168.8.187
816 20.580.. Wiznet_57:57:61 Broadcast ARP 68 Who has 192.168.8.92? Tell 192.168.6.187
818 20.680.. Wiznet_57:57:61 Broadcast ARP 68 Who has 192.168.8.9? Tell 192.168.8.187
825 20.781... Wiznet_57:57:61 Broadcast ARP 668 Who has 192.168.8.9? Tell 192.168.8.187

e
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2.2 PING

PINGO|Zt Request-Reply EXZE Ao HELQA MEHE =2QI5t7| 25t messageO|Lt.
PING Request MessageES F&st & 2Eh2 7|CIZ|O, Response MessageES Edff AMCHEO| L
EQI3 MEjE golsit,

W61002 2 PING &8 g HL20|= SOCKET-less CommandE E£3l ®&0| 7535,
PING Request M& MO Atz 2 YW= ARPIIEE Ed| €2 MAC AddressE SLDHAR 2
X AE{2 S8f ol JHseict,

START

v

Configure SLRTR,
SLRCR, PINGSEQR,
PINGIDR and SLDIPR

v

Configure
SLCRIPING]

Check SLDHAR j

SLIR[TOUT]==

()

Figure 2 PING Command Operation Flow

2.2.1 Example code

lo6Library0f| Q= ctlnetservice()S
M &SICE IPv4Q) IPv6O| M& diH
9| return Zf0j 2} PING Response

0| 23}0{ SOCKET-less CommandE Edf PING RequestE
S AUSIH address?| length2 FEE=ICH. ctlnetservice()

| M0 8E & = UL
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IPv4
wiz_PING ping4_info={ .id=0x1234, .seq=0x4321, .destinfo={.ip={192,168,0,232}, .len=4}
if(ctinetservice(CNS_PING, &ping4_info) == 0)

printf("Receive a PING4 Responsettrin);

else printf("No Response #ritn");

IPv6

wiz_PING ping6_info={ .id=0x1234, .seq=0x4321,

.destinfo={.ip={0xfe,0x80, 0x00,0x00,

0x00,0x00, 0x00,0x00,
0x31,0x71,0x98,0x05,
0x70,0x24,0x4b,0xb1}, .len=16}

if(ctinetservice(CNS_PING, &ping6_info) == 0)

printf("Receive a PING6 Responsettritn");

else printf("No Response #ritn");

2.2.2 Success Case
ctlnetservice()2| 2tztZf0] 0 AL PING ResponseE =Al5t 2492 dha0 MAC Address7t
MR EIC

Ping Request Packet®| IDQ} Sequencegf2 ping4d_infod| MHESt id, seq2 % & =IC}.

Mo, Tirme Source Destination Protocol  Length  Info
55 3.9667.. Wiznet_57:57:61 Broadcast ARP 60 Who has 192.168.8.2322 Tell 192.168.0.187
56 3.9687.. Asustek(C 2a:c2:e3 Wiznet 57:57:61  ARP 42 192.168.8.232 is at B8:62:66:2a:c2:e3
57 3.9688.. 192.168.6.187 192.168.8.232 ICMP 74 Echo (ping) request id=Bx1234, seq=17185/8515,
58 3.9609.. 192.168.0.232 192.168.68.187 ICMP 74 Echo (ping) reply id=Bx1234, seq=17185/8515,

2.2.3 Fail Case

ctlnetservice()2| Btz 0| -1 AL Timeout M2|EH IAA F 7tX| A7+ QUL

A B = PING RequestE T&St7| M ARP ResponseE =AI5HX| Z6l|f PING RequestE

Mo, Time Source Destination Protocol  Length Info
32 2.8309.. Wiznet_57:57:61 Broadcast ARP 60 Who has 192.168.8.92 Tell 192.168.08.167

= HW= ARP ResponseE =48I O LE PING Requestdf CHSE S &S X 23t HALO|Ct.

o, Time Source Destination Protocol  Length Info

32 2.8389.. Wiznet_57:57:61 Broadcast ARP 68 Who has 192.168.8.9? Tell 192.168.8.187

18.. 41.188.. Wiznet 57:57:61 Broadcast ARP 68 Who has 192.168.0.232? Tell 192.168.0.187

16.. 41.168.. 192.168.08.187 192.168.8.232 ICMP 74 Echo (ping) request id=Bx1234, seq=17185/8515,
Retransmission CountES S 7tA|7{ AL S g A7) AlS AL 2.1.32 #1382}
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2.3 NS(Neighborhood Solicitationn)

IPv60j| Al Host IP Address= stateful auto-configuration Bl 1} stateless auto-configuration
greo 2 MMSICE Stateless auto-configuration2 Host7f AAZ F=AE MMSE HAloZ

LLA(Link Local Address)2| AL20|= NS CommandE 53| AMMSHCt.

—

LLAE= ™ol Xl Prefix ™MHEO| Interface ID MEE E0A MMHSIH, MMSH LLAS AIE5}H7|
2|3l A= DAD(Duplicate Address Detection)l}’d S &l5||OF StCt. DAD dtHO|EH & FA
2= PEHOZ NS Packet2 M&3h &, NS Packetd] CHSF NA Packetl| =4l O{EZ ZHZ=O|

10 bits 54 bits 64 bits
1111 1110 10 0 Interface ID
Table 1 Link-Local Address Format

DAD =35}7| QI8 A5 LLAE SLDIPRO| M7™st = NS CommandE £38l NS PacketE M
HBCE YWAIZE SO NAPacket2 AI51K| 28 22 RUNH0| ASEH HOE s LA
= AMEO0| 7bSSICE 2{Lt NS PacketOi|Cigt S E 22 NAPacketz =il A2, o LLA
= 0|0l AHE & 0|22 A8 & = giC}.

4 )

START
—
Configure SLRTR,

SLRCR and SLDIPR

Configure SLCR[NS]

<

NO

" <Grroun >

YES

e

Figure 3 NS Command Operation Flow
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2.3.1 Example Code

lo6Library0f| Q= ctlnetservice()& O|&3}0] SOCKET-less CommandE E3d|| NS Packetg H™
=35l DADE £JStCt. Oj7f|BH=2 AISI0X St FAE MAMSICE ctlnetservice() Q)
return ¢{0f DAD ZA1tE & =+ RUC|

uint8_t dad_info[16]={0xfe,0x80, 0x00,0x00,
0x00,0x00, 0x00,0x00,
0x02,0x08, 0Oxdc,0xff,
Oxfe,0x57, 0x57,0x61
Y
if(ctlnetservice(CNS_DAD, dad_info) == 0)
printf("No Response(=Valid)¥#r#n");
else printf("No Valid #rin");

2.3.2 Success Case

ctlnetservice()2| EHtetgiO] 02 Z NSO| Cfigt NAE +14I5HK| Ro AS XoCh i
IPv6 AddressE AtE2Z=90l DeviceZ7l Q282 AI0| 7+53CL Retransmission CountE 7t
AMA NESS LY A7|D 42 E4% 2.1.38 52}
.ND. Time Source Destination Protocal  Length Info

473 5.2732.. :: ff02::1:Ff57:5761 ICMPvE 78 Neighbor Solicitation for fe8@::288:dcff:fe57:5761

2.3.3 Fail Case

ctlnetservice()2| Ht=tZr0| -1 AL NSO| CHSH NAE £ASIFSE S£otCh oS IPvé
AddressE At2% 9! DeviceZ7t ZXisIEE ST Address= ArE0| 27+35ICt.
Mo, Tirne Soutce Destination Pratocol - Length Info

12.. 15.0880.. :: ffO2::1:ff24:4bbl ICMPvE 78 Neighbor Solicitation for fe8@::3171:9805:7824:4bbl

12.. 15.080.. feB88::3171:9885:7.. ff02::1 ICMPvE 86 Neighbor Advertisement fe8@::3171:9885:7824:4bbl (ov
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2.4 RS(Router Solicitation)

NSO|A AHAZHZ0| IPv6O|| Al Host IP Address= Stateless auto-configuration 2tA1© 2 Host7}

15}H, GUA(Global Unicast Address)2| ZA20|= RS CommandE S3f MM

| >
[>
HU
A
oo
i
0=
0>-

GUAQ| Z20|= LLAQ} Tfa| Prefix ME7F MK QK| UCt MatA LLAS| Z-<S0|= DAD
2 £3el7| Y8l NS PacketZ HLOIUX[D, GUAS| Z0|= Prefix HEES 2|S817| 95

Router2 RS PacketZ 7 &oHCt.

Prefix MEE =ES7] L8l SLDIPR Z|X|AEO| Router®| IP Address& AH™sH =, RS
CommandE E3}| RS PacketS T &3ICt. RS PacketOf CHst S5O Z RA PacketE =4l &
2., RA PacketOf|A] A2 Prefix MEQ} Interface IDE 0|23l GUAE MMSHCH Prefix
Z
2}

Length, Valid Life Time, Preferred Life Time, Prefix AddressE 2tZt PLR, PFR, VLTR, PLTR,
PAR S S3f Zfoistrt.

48bits 16bits 64 bits

Prefix Subnet ID Interface ID

Table 2 Global Unicast Address Format

START

v

Configure SLRTR,
SLRCR and SLDIPR

v

Configure SLCR[RS]

Check PLR, PFR,
VLTR, PLTR and PAR

Figure 4 RS Command Operation Flow
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2.4.1 Example Code

wiz_Prefix info;
if(ctlnetservice(CNS_SLAAC, &info) == 0)
{
printf("Prefix Length = %d\r\n", info.len);
printf("Prefix Flag = %d\r\n", info.flag);
printf("Prefix Valid Life Time = %d\r\n", info.valid_Llifetime);
printf("Prefix Preferred Life Time : %d\r\n", info.preferred_lifetime);
printf("PrefixAddress=%.2x%.2x:%.2x%.2x:%.2x%.2X:%.2x%.2X:%.2x%.2X:%.2x%.2X:%.2x%.2X:
%.2x%.2x\r\n", info.prefix[0], info.prefix[1], info.prefix[2], info.prefix[3], info.prefix[4],
info.prefix[5], info.prefix[6], info.prefix[7], info.prefix[8], info.prefix[9], info.prefix[10],
info.prefix[11], info.prefix[12], info.prefix[13], info.prefix[14], info.prefix[15]) ;
3
else printf("Not Valid \r\n");

2.4.2 Success Case

ctlnetservice()Q| tHtzh Zt0| 0Y ZL RSO| CH3H RAE £Alst Z{O =2 prefix length, prefix
flag, prefix valid life time, prefix preferred life time, prefix address 7} X 7Zt=IC. TF O|g2
RSO| Option Field”7| Of2{et Z0| A HH®|ZI Source link-layer address, &= HHM{7} Prefix
information2 Z<0|2t HZtEICt O|QF 48 Z0| HAE|X| %= AL IPRAW6 SOCKETS

—_
. L = o S
O|83%tH aiF #s= FLletrt.
[o, Time Source Destination Protocal  Length Info
194 7.7701.. fe8@::208:dcff:fe57:5761 {f@2::2 ICMPvE 78 Router Solicitation from @8:08:dc:57:57:61
195 7.8548.. fed0::200:87ff:fe@8:4c81 {fB2::1 ICMPvE 118 Router Advertisement from 80:00:87:08:4c:81
10c 7 eyna s + 10.9-.00 r————. ApD £0 e khoc 107 109 1@ 13 Tall 409 19 10 190

> Frame 195: 118 bytes on wire (880 bits), 110 bytes captured (880 bits)
» Ethernet II, Src: Hitachi_©8:4c:81 (00:00:87:08:4c:81), Dst: IPvemcast 61 (33:33:00:00:00:01)
» Internet Protocol Version 6, Src: fe80::288:87ff:feB8:4c81, Dst: ffB2::1
4 Internet Control Message Protocol vb
Type: Router Advertisement (134)
Code: @
Checksum: 8x7b54 [correct]
[Checksum Status: Good]
Cur hop limit: 64
- Flags: @x0@, Prf (Default Router Preference): Medium
Router lifetime (s): 1866
Reachable time (ms): 1886
Retrans timer (ms): @
a4 ICMPv6 Option (Source link-layer address : 00:00:87:08:4c:81)
Type: Source link-layer address (1)
Length: 1 (8 bytes)
Link-layer address: Hitachi_©8:4c:81 (00:00:87:08:4c:81)
a4 ICMPv6 Option (Prefix information : 2001:2b8:10:fffe::/64)
Type: Prefix information (3)
Length: 4 (32 bytes)
Prefix Length: 64
+ Flag: @xc@®, On-link flag(L), Autonomous address-configuration flag(A)
Valid Lifetime: 86480
Preferred Lifetime: 864080
Reserved
Prefix: 2801:2b8:16:fffe::

e
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2.4.3 Fail Case

_—

Of

ctlnetservice()2| HtztZ}0| -1 ZAL TimeoutX Z| T/ RSO|CHSH RAES %=l

=
O|LCt. Retransmission CountE Z7IA|7] RFES LM A|7|0 42 42 2.1

o I0

HX| 2ot B2

w

= gastet

‘No. Time Source Destination Protocol  Length  Info
286 3.8233.. feB80::208:dcff:fe57:5761 {ff@2::2 ICMPvE 70 Router Solicitation from @8:88:dc:57:57:61

2.5 UNA (Unsolicited Neighbor Advertisement)

o
= LS o
HZAAE S 22|7| A AFREICE. UNA CommandA| O|2{st ZAL292| MessageE

E =
ot CHE Command®t ZE| Message & 2tE A| TOUT Interrupt7} & ottt

—

4 N
START
Configure SLCR[UNA]
) 4

SLIR[TOUT]==1?

)

Figure 5 UNA Command Operation Flow

2.5.1 Example Code

if (ctlnetservice(CNS_UNSOL_NA, 0 ) == 0)
printf(“Transmit UNA Packet\r\n");
else

printf(“Transmit Failed\r\n");

2.5.2 Success Case

ctlnetservice()Q| Ht2tZt0] 02 B2 NAS TE o A2 XoHC;.
‘No‘ Time Source Destination Protocol  Length Info
245 3.4244,, feB::208:dcff:fe57:5761 ff@2::1 ICMPvE 86 Neighbor Advertisement fe8@::288:dcff:fe57:5761
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