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1 Introduction
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2.1 ARP(Address Resolution Protocol)

ARPZF Request-Reply T+ EZ MLHEO| MAC AddressE Y O0{27| 2[2F messageO|Ct. ARP
Request MessageE T1&5t0] SiT IP AddressOl CHS MAC AddressE RSt ARP Response
MessageE S8l MAC Address& =Lt IPv6O| A= ARP Request messageSe= Neighbor
Solicitation message”?t StH, ARP Response message 22f2 Neighbor Advertisement message
7} StCE,

W63002 7|2 SZ2E TCP&4I0A Connect commandLt IPRAW E&= s Send
CommandE H™Y 42, ARPE &t Z 0| Mac addressE YO oliiT FAZ Packet2 ™
& SICE SocketS Destination Hardware address ModeZ A7 & Z20|& ARP 210| AMEX}
7F Sn_DHARO| 2782t MAC AddressZ TZS T™ESICE O 2|0 AHEAZE E=2 ARP TS
= ¥% ZR0= SOCKET-less CommandE & ©™&0| 7H53HH SLDHAR X|AEHE Sl
MAC Address 2t210| 7}53}tLt.

( )
START

v

Configure SLRTR,
SLRCR and SLDIPR

v

Configure SLCR[ARP]

YES
SLIR[ARP]==1?

NO

Check SLDHAR j

NO

SLIR[TOUT]==1?

[ END )4

Figure 1 ARP Command Operation Flow

2.1.1 Example code
joLibrary0®i U= ctlnetservice()& 0|&
HEBICH IPv4Qt IPv6| FE HiHe =
A
e

9| return 2t0f [t2} ARP Response?

5l0] SOCKET-less CommandE S3 ARP RequestS
5

0 address®| length2 T&EEIC. ctlnetservice()
[=]
=

= (0] A
£ ¢ = QUCh
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/1 IPv4 ARP Request Ol H|
wiz_ARP arp4_info = {
.destinfo = {
ip ={192, 168, 0, 2323,

dlen=4

12

if (ctlnetservice(CNS_ARP, &arp4_info) == 0)

{
printf("DHAR = %02X:%02X:%02X:%02X:%02X:%02X\r\n",
arp4_info.dha[0], arp4_info.dha[1], arp4_info.dha[2],
arp4_info.dha[3], arp4_info.dha[4], arp4_info.dha[5]);
3
else
{
printf("No Target\r\n");
3

/1 1Pv6 ARP Request Of| |
wiz_ARP arpé_info = {
.destinfo = {
p = {

OxFE, 0x80, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00,
0x31, 0x71, 0x98, 0x05,
0x70, 0x24, 0x4B, 0xB1

i
len=16

15

if (ctlnetservice(CNS_ARP, &arpé_info) == 0)
{
printf("DHAR = %02X:%02X:%02X:%02X:%02X:%02X\r\n",
arpé_info.dha[0], arpé_info.dha[1], arpé_info.dha[2],
arpé_info.dha[3], arpé_info.dha[4], arpé_info.dha[5]);
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else

printf("No Target\r\n");
3 printf("No Target\r\n");

2.1.2 Success Case

ctlnetservice()2| Ht2tZt0] 0Y Z2 ARP ResponseE =413t 2422 dhal MAC AddressZt
M E|lof ALt

Mo, Time Source Destination Protocol  Length Info
659 43.521.. Wiznet_57:57:61 Broadcast ARP 60 Who has 192.168.0.232? Tell 192.168.8.187
660 43.521.. AsustekC_2a:c2:e3 Wiznet_57:57:61  ARP 42 192.168.8.232 is at 88:62:66:2a:c2:e3

2.1.3 Fail Case

ctlnetservice()2| 2t2tZf0] -1 A2 TimeoutXZ|Z|0 ARP ResponseS 4 o}X| £3t &4

SO|Ct.

.No. Time Source Destination Protozol  Length Info
192 14.839.. Wiznet_57:57:61 Broadcast ARP 60 Who has 192.168.8.9? Tell 192.168.0.1@7

Socket Less Command®2| Retransmission Count2| x=7|3f2 022 AT E0| LM X @=L,

=
WHES UM AZ|D H2 A2 Retransmission CountZts AMSI0O{OF St ctinetwork()
o

£ Eo MMsiCt, A2 sl_retry_count & 322 AHSIASH = 4712 ARP Request?}
MSE UL

wiz_NetTimeout timeout = {

.s_retry_cnt =8,
.s_time_100us = 2000,
sl_retry_cnt =3,

.sl_time_100us = 1000
15

ctlnetwork(CN_SET_TIMEOUT, &timeout);

Mo, Time Source Destination Protocol  Length Info
815 20.479.. Wiznet_57:57:61 Broadcast ARP 68 Who has 192.168.8.9? Tell 192.168.8.187
816 20.580.. Wiznet_57:57:61 Broadcast ARP 60 Who has 192.168.8.9? Tell 192.168.8.187
818 20.680.. Wiznet 57:57:61 Broadcast ARP 68 Who has 192.168.8.9? Tell 192.168.8.187
825 20.781. Wiznet_57:57:61 Broadcast ARP 60 Who has 192.168.8.9? Tell 192.168.8.187
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2.2 PING

PINGO|Zt Request-Reply TZRE HLHHo| HERA HEHE =057 Bt messageO|Ct.
PING Request Messages &0t & 3HE 7|Ct2[H, Response MessageE &3l &Ll U
ER3 HJEE =Qlstrt,

W630022 PING &S & ZR0|& SOCKET-less CommandS S8l M&0| 7HsotH,
PING Request & TO| XAtSCZ2 = ARPINES Sl 2 MAC AddressE SLDHAR g

XNAHE S8l =2ol 7hsdtct.

START

v

Configure SLRTR,
SLRCR, PINGSEQR,
PINGIDR and SLDIPR

v

Configure
SLCRIPING]

Check SLDHAR j

SLIR[TOUT]==1?

()

Figure 2 PING Command Operation Flow

2.2.1 Example code

lo6LibraryOfl U= ctlnetservice()& O|E235+0{ SOCKET-less CommandE S5l PING RequestS
HEOICE, IPv4Rt IPv6l| TE W2 SUSHH address®| length2 T2 EILCE. ctlnetservice()

9| return Zt0ll 2} PING Responsel| +=AI0{EE & £ QIC},

Application Note — SOCKET-less Command v1.0.0



@ IZnet

// IPv4 PING Request Ol |
wiz_PING ping4_info = {
.id = 0x1234,

.seq = 0x4321,
.destinfo = {
.ip ={192, 168, 0, 232},

dlen=4

if (ctlnetservice(CNS_PING, &ping4_info) == 0)

{
printf("Receive a PING4 Response\r\n”);
3
else
{
printf("No Response\r\n“);
3

/1 1Pv6 PING Request Oi| |
wiz_PING pingé_info = {
.id =0x1234,
.seq = 0x4321,
.destinfo = {
p = {
OxFE, 0x80, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00,
0x31, 0x71, 0x98, 0x05,
0x70, 0x24, 0x4B, 0xB1

I
len=16

15

if (ctlnetservice(CNS_PING, &pingé_info) == 0)
{

printf("Receive a PING6 Response\r\n”);
-
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else

printf("No Response\r\n"“);

2.2.2 Success Case

ctlnetservice()2| Et2t70] 0Y AL PING ResponseS 23t Z{O 2 dhall MAC AddressZt
PSpSECIn

Ping Request Packet®| ID2} Sequencedt= ping4_infolf 278t id, seq2 X -&=ICt.

Mo, Tirme Source Destination Protocol  Length  Info

55 3.9607.. Wiznet 57:57:61 Broadcast ARP 60 Who has 192.168.8.232? Tell 192.168.0.187

56 3.9687.. Asustek(C 2a:c2:e3 Wiznet 57:57:61  ARP 42 192.168.8.232 is at B8:62:66:2a:c2:e3

57 3.9688.. 192.168.08.1087 192.168.8.232 ICMP 74 Echo (ping) request id=Bx1234, seq=17185/8515,
58 3.9609.. 192.168.08.232 192.168.0.107 ICMP 74 Echo (ping) reply id=8x1234, seq=17185/8515,

2.2.3 Fail Case

ctlnetservice()2| BH2Ht0| 1Y AL Timeout M2Z|ZH IAA F 7tX| ZAL7t ULt

A HW = PING RequestE T&3517| 7 ARP ResponseE $2I5IX| 238 PING RequestE M
SoHA| X9 ER0|C}.

Mo, Time Source Destination Protocol  Length Info
32 2.9309.. Wiznet_57:57:61 Broadcast ARP 60 Who has 192.168.8.92 Tell 192.168.0.107

5 HW{-= ARP ResponseS XISt O L, PING Requestdi| CHet SES ¥X| 23 ALO|C},

Mo, Tirme Source Destination Protocol  Length Info
32 2.0309.. Wiznet_57:57:61 Broadcast ARP 60 Who has 192.168.8.9? Tell 192.168.8.187
18.. 41.188.. Wiznet 57:57:61 Broadcast ARP 68 Who has 192.168.8.232? Tell 192.168.8.187
16.. 41.168.. 192.168.08.187 192.168.8.232 ICMP 74 Echo (ping) request id-8x1234, seq-17185/8515,
.. o o -+
Retransmission CountE S7tA|AH THEES L8 Al7]0 42 EF 2.1.32 &5zt

2.3 NS(Neighborhood Solicitationn)

IPv6O| Al Host IP Address= stateful auto-configuration 221} stateless auto-configuration
grHo = MMSICE, Stateless auto-configuration Host7t AA2 FAE W= WAlo2

LLA(Link Local Address)2| B0 NS CommandE Soll 443tCt.

LLAE ™H38{El Prefix MEO| Interface ID MEE E0/A MMSIH, MHSH LLAS AR}

QI3[ A= DAD(Duplicate Address Detection)t™2 £=$#50f SCt. DAD 1HHO|2H S8 FA
2= IPHO 2 NS Packet2 F&8H = NS PacketOfl CHSF NA Packetl| #=4l O{&2 ZAZO0|

7ts ottt
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10 bits 54 bits 64 bits
1111 1110 10 0 Interface ID
Table 1 Link-Local Address Format

DAD =2l5}7| 2|5 445t LLAE SLDIPRO| &7&3Tt = NS CommandE &3 NS PacketE
SoHCE LFAIZE ZQF NAPacket2 AISHX| R 42 FYM0| A= Aoz i LLA
= AHE0| 74s3StCt. d2{Lt NS PacketOl|Ci ot SE 2 E NAPacketz 4 42, siT LLA
= 0|0 AFE & 0|22 AL & = Qi

START j

v

Configure SLRTR,
SLRCR and SLDIPR

v

Configure SLCR[NS]

<

NO

< Snroun >

YES

=

Figure 3 NS Command Operation Flow

2.3.1 Example Code

—

ioLibrary®ll Q= ctlnetservice()S 0| 2350 SOCKET-less CommandE Sl NS Packets N&

5t0f DADE F|otCh. Of7fH== ALESIAXL Stz FAE HETICL ctinetservice() 2l

return {0 DAD Z1tE & = UL},

%

/1 1Pv6 DAD Ol X|

uint8_t dad_info[16] = {
OxFE, 0x80, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00,
0x02, 0x08, 0xDC, OxFF,
OxFE, 0x57, 0x57, 0x61

15

Application Note — SOCKET-less Command v1.0.0




@ IZnet

if (ctlnetservice(CNS_DAD, dad_info) == 0)
{
printf("No Response (= Valid)\r\n");
3
else
{
printf("Not Valid\r\n");
3

2.3.2 Success Case

_,_

U0l 0¥ ZX NSOl Cigt NAE 5HA| ZRot AS

IPv6 AddressE AtES Q| DeviceZ?l Q2B E AEO| 7HSSILt. Retransmission CountE &7t
A

ctlnetservice()2| Etzt

.
n

sl

R

Ey =) o o o Ol
AMA NESS LY A7|D 42 8% 2.1.35 HA5I2)
.ND. Time Source Destination Protocal  Length Info
473 5.2732.. :: ff02::1:Ff57:5761 ICMPvE 78 Neighbor Solicitation for fe8@::288:dcff:fe57:5761

2.3.3 Fail Case

ctlnetservice()2| HHetgfO] -1 A NSO| LS NAE FAI5HR
AddressE AF2Z Q! Device?t ZX6IEZ S E Address= AMR0| &
Mo, Tirne Soutce Destination Pratocol - Length Info

12.. 15.0880.. :: ffO2::1:ff24:4bbl ICMPvE 78 Neighbor Solicitation for fe8@::3171:9805:7824:4bbl
12.. 15.080.. feB88::3171:9885:7.. ff02::1 ICMPvE 86 Neighbor Advertisement fe8@::3171:9885:7824:4bbl (ov

dlo

N
or Mo

=SSt SiE IPve

tEE.

&

2.4 R

wn

(Router Solicitation)

NSOl A HAZZHZO| IPv6O| A Host IP Addressi= Stateless auto-configuration 2492 Host7}
AAR FAE MBI, GUA(Global Unicast Address)2| A20{|= RS CommandE Sdlf 4o
StCt.

GUAS| BR0|= LLAR} 2| Prefix ‘YE7F oA RUAX| GCh WTEtM LLAS| ZL0|= DAD
£ FY5t7| s NS Packet® TSBIAX|TL, GUASl BR0& Prefix SEE 253H7| 2/l

Router2 RS Packet2 ™ &oHC},

Prefix HEE 25517 2[5 SLDIPR Z[X|AE0| Router®| IP Address& 2789 =, RS

o
CommandS £l RS Packet2 T &SHCH RS PacketOf CHst S5 9 Z RA PacketE AT &
.|
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2, RA PacketOAM Y2 Prefix ME2 Interface IDE 0|23l GUAES MMSICE. Prefix
Length, Valid Life Time, Preferred Life Time, Prefix Address& ZfZ PLR, PFR, VLTR, PLTR,

PAR 2 &dlf =tQIstCt,

48bits 16bits 64 bits

Prefix Subnet ID Interface ID

Table 2 Global Unicast Address Format

START

v

Configure SLRTR,
SLRCR and SLDIPR

v

Configure SLCR[RS]

Check PLR, PFR,
VLTR, PLTR and PAR

Figure 4 RS Command Operation Flow

2.4.1 Example Code

// RS Oi|H|

wiz_Prefix info;

if (ctlnetservice(CNS_SLAAC, &info) == 0)
{
printf("Prefix Length = %d\r\n", info.len);
printf("Prefix Flag = %d\r\n", info.flag);

printf("Prefix Valid Lifetime = %d\r\n", info.valid_lifetime);

'
'
'
!

printf("Prefix Preferred Lifetime = %d\r\n", info.preferred_Llifetime);
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printf("Prefix Address = %02X%02X:%02X%02X:%02X%02X:%02X%02X:"
"%02X%02X:9%02X%02X:%02X%02X:%02X%02X\r\n",
info.prefix[0], info.prefix[1],

info.prefix[2], info.prefix[3],
info.prefix[4], info.prefix[5],
info.prefix[6], info.prefix[7],
info.prefix[8], info.prefix[9],
info.prefix[10], info.prefix[11],
info.prefix[12], info.prefix[13],
info.prefix[14], info.prefix[15]);

else

printf("Not Valid\r\n");

2.4.2 Success Case

ctlnetservice()Q| Htet 2f0] 02 A% RSO| CHSE RAE =4I8t A2 E prefix length, prefix
flag, prefix valid life time, prefix preferred life time, prefix address 7t M&EICt, T O|Z2
RSO| Option Field”?} Ofzfjet Z0| A HEHR{7} Source link-layer address, & {7} Prefix
information® Z02t EFEICE 0|2t Z2 &0 EYE[X| = EF IPRAW6 SOCKETS

0|85t0] B ZASS AT

Io, Time Source Destination Protocal  Length Info
194 7.7701.. fe80::208:dcff:fe57:5761 +B2::2 ICMPvE 70 Router Solicitation from @@:08:dc:57:57:61
195 7.8548.. fe80::200:87ff:fe@8:4c81 {f0B2::1 ICMPvE 11@ Router Advertisement from 80:00:87:88:4c:81

An0c 7 oIna Ll + A0.0-.00 D A + ADD O Lke b 400 A9 A/ A% Tall 409 A£0 40 199

> Frame 195: 110 bytes on wire (880 bits), 118 bytes captured (888 bits)
» Ethernet II, Src: Hitachi_©8:4c:81 (00:00:87:08:4c:81), Dst: IPvbmcast_01 (33:33:00:00:00:81)
> Internet Protocol Version 6, Src: feB@::200:87ff:fe@8:4cB1, Dst: ff02::1
4 Internet Control Message Protocol vé
Type: Router Advertisement (134)
Code: 8
Checksum: Bx7b54 [correct]
[Checksum Status: Good]
Cur hop limit: &4
» Flags: ©x08, Prf (Default Router Preference): Medium
Router lifetime (s): 1800
Reachable time (ms): 1860
Retrans timer (ms): @
4 ICMPv6 Option (Source link-layer address : ©0:00:87:08:4c:81)
Type: Source link-layer address (1)
Length: 1 (8 bytes)
Link-layer address: Hitachi_88:4c:81 (00:00:87:08:4c:81)
4 ICMPv6 Option (Prefix information : 20801:2b8:1@:fffe::/64)
Type: Prefix information (3)
Length: 4 (32 bytes)
Prefix Length: 64
> Flag: @xc@, On-link flag(L), Autonomous address-configuration flag(A)
Valid Lifetime: 86400
Preferred Lifetime: 86400
Reserved
Prefix: 2801:2b8:10:fffe::
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2.4.3 Fail Case

ctlnetservice()2| Bt2tgt0] 1Y A2 TimeoutX 2| = RSOICHSH RAE =4I SFX| Rt HL2
O|Ct. Retransmission CountE S7HA |7 PSS L Al7|2 42 42 2.1.38 &Astet
‘No. Time Source Destination Protocol  Length  Info

286 3.8233.. feB80::208:dcff:fe57:5761 {ff@2::2 ICMPvE 70 Router Solicitation from @8:88:dc:57:57:61

2.5 UNA (Unsolicited Neighbor Advertisement)

NA Messaget= LHIHOZ NS MessageO| CHOH SE2E AME Il MessageO|X| 2t EHX[QE

o

[

POl = HAAEES 2|7 hM AFBEICH UNA CommandA| O|2{3t Z22| MessageS
a
o

St CHE Command®t HE| Message H& 2t= Al TOUT InterruptZt ZA oLt

—

ox

r

4 )
START

v

Configure SLCR[UNA]

|-
>

Y

SLIR[TOUT]==1?

)

Figure 5 UNA Command Operation Flow

2.5.1 Example Code

//UNA Of| |
if (ctlnetservice(CNS_UNSOL_NA, 0) == 0)
{
printf("Transmit UNA Packet\r\n");
}
else
{
printf(“Transmit Failed\r\n");
}
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2.5.2 Success Case

. = o = AS o
ctlnetservice()2| Pt=tZt0] 02 4% NAE T&T AS Xt
Mo, Time Source Destination Protocol  Length Info
245 3.4244., feB0::208:dcff:fe57:5761 ff82::1 ICMPvE 86 Neighbor Advertisement fe8@::2088:dcff:fe57:5761
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