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1 Introduction

All interfaces can have more than one address in IPvé communication. In case of Link Local
Address, it is used for control message exchange for the network to which it belongs. The
range is limited to a single link, and the packet to the outside is automatically discarded by
the router. Global Unicast Address is used for external communication. The W6100 is set to

the Source Local Address or Global Unicast Address according to the user’s settings.

2 SOCKET Prefer Source IPv6 Address

In W6100, Sn_PSR register allows the user to configure the source IPv6 address selection
policy for IPv6 packets transmitted through a socket operating in TCP6, TCPD, UDP6, UDPD, or
IPRAW6 mode.

When Sn_PSR is set to AUTO, the source IPv6 address is automatically selected based on the
destination IPv6 address. If the destination IPvé6 address is a Link-Local Address (LLA), the IPvé
address stored in the LLAR is used as the source address; if the destination IPv6 address is a
Global Unicast Address (GUA), the IPv6 address stored in the GUAR is used as the source
address.

Since Sn_PSR is configured on a per-socket basis, different source IPv6 address selection
policies can be applied independently to each socket.

The default value of Sn_PSR is AUTO mode.

Sn_PSR
Symbol Description
Value
Depending on destination IPv6é Address (DIP6), source IPv6 Address
(SIP6) is automatically set.
0x00 AUTO
If DIP6 is LLA, SIP6 is set as LLA.
If DIP6 is GUA, SIP6 is set as GUA.
0x02 LLA SIP6 is set as LLA.
0x03 GUA SIP6 is set as GUAR.

Table 1 SOCKET Prefer Source

Below is an example of loopback test by opening Socket with TCP Client and setting Source
IPv6 Address as Link Local Address, and Destination Address as Link Local Address.
Note that the packets are captured when the Source IPv6 Address and the Destination IPv6

Address were set differently.

. ________________________________________________________________________________________________________________________________________________________________|
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/* set Prefer Source LLA of SOCKET 0 */

setSn_PSR(0, Sn_PSR_LLA);

while(1){
/* TCP Client Loopback test with Link Local Address */
loopback_tcpc(0, data_buf, DestIP6_LLA, 5000, AF_INET6);

2.1 Packet Capture

Ma, Time Source Destination Protacol Lengtl Info
1 0.0000.. fe8d::208:dcff:fe57:5761 ff02::1:ff24:4bbl ICMPvE 86 Neighbor Solicitation fi¢
2 0.0000.. fe80::3171:9805:7024:4bb1 fe8@::208:dcff: fe57:5761 ICMPvE 86 Neighbor Advertisement -

5 8.8015.. 11208 :dcff:fe57:5761 feB@::3171:9805:7024:4bbl 74 50000 -+ 5000 [ACK] Seg=:
6 8.0103.. fe8@::3171:9805:7024:4bbl feB@::208:dcff:fe57:5761 TCP 1494 5080 -+ 50000 [ACK] Seq=:
7 9.0138.. feB8@::208:dcff:fe57:5761 teB@::3171:9805:7024:4bbl TCP 74 50000 - 5000 [ACK] Seq=:
8 8.8139.. fe80::3171:9805:7024:4bbl feB@::208:dcff:fe57:5761 TCP 1494 5080 -+ 50000 [ACK] Seq=:
9 8.0175.. fe8@::208:dcff:fe57:5761 fe8@::3171:9805:7024:4bbl TCP 1494 50800 -+ 5000 [PSH, ACK]
1@ @.8183.. fe8@::288:dcff:fe57:5761 ted@::3171:9805:7024:4bbl TCP 74 50000 -+ 5000 [ACK] Seq=:

Figure 1 Source - Auto, Destination - LLA

Mo, Time Source Destination Protocol  Lengtl Info

1 ©.0000.. 2001:2b8:10:1:288:dcff:fe57:5761 t102::1:ff@8:4c81 ICMPvE 86 Neighbor Solicitation
2 0.0004.. 2001:2b8:10:fffe::2 2001:2b8:10:1:2088:dcff:fe57:5761 ICMPvE 86 Neighbor Advertisement
4 0.0012.. fe80::200:87ff:fe@8:4c81 2001:2b8:1@:1:208:dcff:fe57:5761 ICMPv6 150 Redirect

6 0.0019.. 2001:2b8:10:1:208:dcff:Te57:5761 2001:2b8:1@:fffe:3171:9805:7024:4bb1 TCP 74 50000 - 50800 [ACK] Seq=
7 ©.0023.. fe8@::200:87ff:fe@8:4c81 2001:2b8:10:1:208:dcff:fe57:5761 ICMPve6 150 Redirect

8 8.9171.. 2001:2b8:10:fffe:3171:9805:7024:4bbl 2001:2b8:10:1:208:dcff:fe57:5761 TCP 1494 5080 » 50000 [ACK] Seq=
9 0.0174.. 2001:2b8:10:1:208:dcff:Teb7:5761 2001:2b8:1@:fffe:3171:9805:7024:4bb1 TCP 74 50000 - 50800 [ACK] Seq=
10 @.0174.. fe8@::200:87ff:fe@8:4c81 2001:2b8:10:1:208:dcff:fe57:5761 ICMPve6 150 Redirect

Figure 2 Source - Auto, Destination - GUA

Mo, Tirne Source Destination Protocol  Length  Info
1 ©.000080 feB0::208:dcff:fe57:5761 £f02::1:Ff24:4bbl ICMPvE 86 Neighbor Solicitation f
2 0.000980 fe80::3171:9865:7024:4bbl fe8@::208:dcff:fe57:5761 ICMPvE 86 Neighbor Advertisement

5 0.002563 feB0::208:dcff:fed7:5761 feB0::3171:9805:7024:4bbl TCP 74 50088 - 5080 [ACK] Seg=
6 8.036892 fed0::3171:9805:7024:4bbl tedl::288:dcff:fe57:5761 TCP 1494 5000 - 50000 [ACK] Seg=
7 0.041027 feB0::208:dcff:fed7:5761 feB0::3171:9805:7024:4bbl TCP 74 50088 - 5080 [ACK] Seg=
8 8.041054 fed0::3171:9805:7024:4bbl tedl::288:dcff:fe57:5761 TCP 1494 5000 - 50000 [ACK] Seg=
- 98.044291 feB0::208:dcff:fed7:5761 feB0::3171:9805:7024:4bbl TCP 1494 50000 - 5800 [PSH, ACK]
18 8.045024 fed0::208:dcff:fed7:5761 fted@::3171:9805:7024:4bbl TCP 74 50080 + 5008 [ACK] Seq=

Figure 3 Source - LLA, Destination - LLA
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Mo, Time Source Destination Protocol Lengtl Info

1 @.0000.. feBB::208:dcff:feb7:5761 ffB2::1:ff88:4c81 ICMPvE 86 Neighbor Solicitation ft
2 0.0006.. fed::200:87ff:fed8:4c81 fe80::208:dcff: fe57:5761 ICMPvE 86 Neighbor Advertisement -
3 0.0006.. fe80::208:dcff:fe57:5761 2001:2b8:10: fffe:3171:9885:7024:4bbl TCP 78 50880 - 5888 [SYN] Seg=l
4 0.0014.. feB80::2088:dcff:fe57:5761 fe80::3171:9885:7024:4bbl ICMPvE 86 Neighbor Advertisement -
5 ©0.0014.. 2001:2b8:10:fffe:3171:9885:7024:4bbl feB@::208:dcff:fe57:5761 TCP 78 5000 - 50008 [SYN, ACK]
6 0.8018.. feB8::200:87ff:TeBB8:4c81 fe8@::208:dcff: fe57:5761 ICMPve 158 Redirect

7 ©.0021.. fe80::208:dcff:fe57:5761 2001:2b8:16:fffe:3171:9805:7024:4bb1 TCP 74 50000 + 5000 [ACK] Seq=:
8 0.0024.. feB0::200:87ff:fedB8:4c81 feB@: :208:dcff: fe57:5761 ICMPv6 158 Redirect

9 ©.0118.. 2001:2b8:10:fffe:3171:9885:7024:4bbl feB@::208:dcff:fe57:5761 TCP 1494 5080 -+ 50000 [ACK] Seg=
10 @.9154.. feB0::288:dcff:fed7:5761 2001:2b8:10:fffe:3171:9805:7024:4bbl TCP 74 50000 - 5000 [ACK] Seg=:

Figure 4 Source - LLA, Destination - GUA

Mo, Time Source Destination Protocol Lengtl Info
1@.0000.. 2001:2b8:10:1:208:dcff:fe57:5761 f102::1:ff24:4bbl ICMPvE 86 Neighbor Solicitation f¢
2 0.0000.. fed80::3171:9805:7824:4bb1 2001:2b8:10:1:208 :dcff:fe57:5761 ICMPvE 86 Neighbor Advertisement A
3 0.8067..

2001:2b8:16:1:208:dcff:fe57:5761

fe86::3171:9805:7624:4bb1 TCP 78 50000 -+ 5800 [SYN] Seg=t
18:1: dcff: 1 7 ) C 78 [TC cmi

fe

et

8 4.6053.. 2001:2b8:180:fffe:9%f:cba3:f784:8fe2 2001:2b8:10:1:288:dcff:fe57:5761 ICMPvE 86 Neighbor Solicitation f¢
9 4.6060.. 2001:2b8:1@:1:208:dcff:fe57:5761 2001:2b8:10:fffe:9bf:cba3:f784:8fe2 ICMPvE 86 Neighbor Advertisement :
p— . T - rs 3171 o 5 = —

Figure 5 Source - GUA, Destination - LLA

Mo, Time Source Destination Protocal  Lengtl Info
1 0.8000.. 2001:2b8:10:1:208:dcff:feb7:5761 ff02::1:ff08:4c81 ICMPvE 86 Neighbor Solicitation ft
2 0.8005.. 2001:2b8:10:fffe::2 2001:2b8:10:1:208:dcff: fe57:5761 ICMPvE 86 Neighbor Advertisement -
3 9.0005.. 2001:2b8:10:1:208:dcff:fe57:5761 2001:2b8:10:fffe:3171:9805:7024:4bbl TCP 78 50000 -+ 5888 [SYN] Seg=(
4 0.8013.. feB08::200:87ff:feB8:4c81 2001:2b8:10:1:288:dcff:fe57:5761 ICMPve 158 Redirect
5 ©.6019.. 2001:2b8:10:fffe:3171:9805:7024:4bbl 2001:2b8:10:1:288:dcff:fe57:5761 TCP 78 5000 - 50000 [SYN, ACK]
6 0.8023.. 2001:2b8:10:1:288:dcff:fe57:5761 2001:2b8:10:fffe:3171:98085:7024:4bb1 TCP 74 50080 - 5088 [ACK] Seg=:
7 ©.0026.. fe80::200:87ff:fe@8:4c81 2001:2b8:10:1:208:dcff:fe57:5761 ICMPve 158 Redirect
8 9.8178.. 2001:2b8:10:fffe:3171:9805:7024:4bb1 2001:2b8:108:1:288:dcff:fe57:5761 TCP 1494 5688 -~ 50088 [ACK] Seq=:
9 ©.8178.. 2001:2b8:10:1:208:dcff:fe57:5761 2001:2b8:10:fffe:3171:9805:7024:4bbl TCP 74 50000 -+ 5000 [ACK] Seq=:
10 8.9178.. feB0::200:87ff:fedB8:4c81 2001:2b8:10:1:288:dcff: fe57:5761 ICMPv6 158 Redirect

Figure 6 Source -GUA, Destination - GUA
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3 SOCKET-less Prefer Source IPv6 Address

In the W6100, the user can select the source IPv6 address of the packet to be transmitted to
the SOCKET-less command through the SLPSR register. When set to Auto, it is determined
according to Destination IPv6 Address and it is determined as IPv6 Address stored in LLAR or
GUAR. The default value is Auto mode.

SLPSR

Symbol Description
Value

Select the source IPv6 address (SIP6) according to the destination
IPv6é Address (SLDIP6R: SOCKET-less Destination IPv6 Address

0x00 AUTO Register)

If SLDIP6R is LLA, SIP6 is set to LLAR.

If SLDIP6R is GUA, SIP6 is set to GUAR.

0x02 LLA SIP6 is fixed to LLAR.

0x03 GUA SIP6 is fixed to GUAR.

Table 2 SOCKET-less Prefer Source

The following is an example of sending a PINGv6 Message by setting the Source IPv6 Address
to the Global Link Address and the Destination Address to the Link Local Address.
Note that the packets are captured when the Source IPv6 Address and the Destination IPv6

Address were set differently.

/* set Prefer Source GUA of SOCKET-less Command */
setSLPSR(0, SLPSR_GUA);

/* Transmit PING Request to Link Local Address */
setPINGSEQR(0x1234);

setPINGIDR(0x5678);

setSLRTR(4000);

setSLRCR(5);

setSLDIP6R(DestIP6_LLA);

setSLCR(SLCR_PING6);

while(!(getSLIR() & (SLIR_PING6 |SLIR_TOUT)));

. ________________________________________________________________________________________________________________________________________________________________|
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3.1 Packet Capture

Mo, Time Source Destination Protocal Length Info
1 8.06800.. feBO::288:dcff:fe57:5761 ff02::1:ff24:4bbl ICMPv6 86 Neighbor Solicitation f¢
2 0.00809.. feBO::288:dcff:fe57:5761 feBB::3171:9885:70824:4bb1l ICMPv6 86 Neighbor Advertisement -
3 @.00816.. feBO::3171:9805:7824:4bbl feBO::208:dcff:fe57:5761 ICMPv6 86 Neighbor Advertisement -
4 8.0017.. feBO::208:dcff:fe57:5761 feB@::3171:9805:7824:4bbl ICMPv6 82 Echo (ping) request id={
5 @.0018.. fe86::3171:9805:7024:4bbl fed@::208:dcff:fe57:5761 ICMPv6 82 Echo (ping) reply id=8x'

Figure 7 Source - Auto, Destination - LLA

Mo, Time Source Destination Protocol  Length Info
1 ©.0060.. fe8d::208:dcff:fe57:5761 ff02::1:ff08:4c81 ICMPv6 86 Neighbor Solicitation fi
2 0.0064.. feBd::200:87ff:fed8:4c81 fe8@::208:dcff:fe57:5761 ICMPv6 86 Neighbor Advertisement -
3 0.0064. 2001:2b8:10:1:208:dcff:fe57:5761 2001:2b8:10:fffe:3171:9885:7024:4bbl ICMPvE 82 Echo (ping) request id=l

48.0009... fe8@::200:87ff:fe@8:4cB1 2001:2b8:10:1:208:dcff:fe57:5761 ICMPv6 158 Redirect
50.0013. 2001:2b8:10:fffe:3171:9805:7024:4bbl 2001:2b8:10:1:208:dcff:fe57:5761 ICMPv6 8
6 0.0018.. 2001:2b8:10:fffe:3171:9805:7024:4bbl 2001:2b8:1@:1:288:dcff:fe57:5761 ICMPv6 8

R

Echo (ping) reply id=8x!

R

Echo (ping) reply id=8x!

Figure 8 Source - Auto, Destination - GUA

Mo,  Time Source Destination Pratocol  Length Info
1©.0000.. fed88::208:dcff:fe57:5761 ff@2::1:ff24:4bbl ICMPvE 86 Neighbor Sclicitation f¢
2 9.0010.. fe88::208:dcff:fe57:5761 fe8@::3171:9805:7024:4bbl ICMPvE 86 Neighbor Advertisement -
3 9.0010.. fe8@::3171:9805:7024:4bbl fe8@::208:dcff:fe57:5761 ICMPvE 86 Neighbor Advertisement -
4 8.0017.. fe8@::208:dcff:fe57:5761 fe8@::3171:9805:7024:4bbl ICMPv6E 82 Echo (ping) request id=t
5 0.0018.. fe80::3171:98085:7024:4bbl fe8@::208:dcff:fe57:5761 ICMPv6 82 Echo (ping) reply id=8x!

Figure 9 Source - LLA, Destination - LLA

Mo, Time Source Destination Protocol Length Info

10.0000.. fe80::208:dcff:fe57:5761 f£02::1:ffB8:4c81 ICMPv6E 86 Neighbor Solicitation ft
2 0.0805.. feBO::200:87ff:fe@8:4cB81 feBO::208:dcff:fe57:5761 ICMPv6 86 Neighbor Advertisement -
3 0.0805.. feBO::288:dcff:fe57:5761 2001:2bB8:18:fffe:3171:9805:7824:4bb1 ICMPv6 82 Echo (ping) request id={
4 8.0011.. feBO::200:87ff:feB8:4cB81 feBO::208:dcff:fe57:5761 ICMPv6 158 Redirect

5 @.0815.. fe80::288:dcff:fe57:5761 2001:2b8:10:fffe:3171:9805: 7624:4bb1l ICMPv6 86 Neighbor Advertisement -
6 @.0815.. 2001:2b8:10:fffe:3171:9885:7024:4bbl fe86::208:dcff:fe57:5761 ICMPv6 82 Echo (ping) reply id=8x'
7 5.7325.. feB0::200:87ff:fe@8:4c81 fed@::208:dcff:fe57:5761 ICMPv6 86 Neighbor Solicitation ft
8 5.7325.. fe80::208:dcff:fe57:5761 fedd: :200:87ff:fe@8:4c81 ICMPvE 86 Neighbor Advertisement -

Figure 10 Source - LLA, Destination - GUA

Mo, Time Source Destination Protocol  Length Info
1@.0008.. fe8@::208:dcff:fe57:5761 ff02::1:ff24:4bbl ICMPVE 86 Neighbor Solicitation fi
2 9.0009.. fe8@::208:dcff:fe57:5761 fe8@::3171:9805:7024:4bbl ICMPVE 86 Neighbor Advertisement -
3 9.001@.. fe8@::3171:9805:7624:4bbl fe8@::208:dcff:fe57:5761 ICMPVE 86 Neighbor Advertisement -
4 8.0017.. fe80::208:dcff:fe57:5761 fe8@::3171:9805:7024:4bbl ICMPVE 82 Echo (ping) request id=l
50.0017. fe80::3171:9805:7624:4bbl fe80::208 :dcff:fe57:5761 ICMPvE 82 Echo (ping) reply id=@x'

Figure 11 Source -GUA, Destination - LLA

Mo,  Time Source Destination Protocol Length Info
1 6.08000... 2001:2b8:10:1:208:dcff:fe57:5761 ff02::1:ffB8:4c81 ICMPv6E 86 Neighbor Solicitation f
2 0.0064.. 2001:2b8:10:fffe::2 2001:2b8:10:1:208:dcff:fe57:5761 ICMPv6E 86 Neighbor Advertisement
39.0004. 2001:2b8:1@:1:208:dcff:fe57:5761 2001:2b8:10: fffe:3171:9885:7024:4bbl ICMPvE 82 Echo (ping) request id=
4 9.0011.. fe8@::200:87ff:fe@8:4c81 2001:2b8:10:1:208:dcff:fe57:5761 ICMPve  15@ Redirect

50.0015. 2001:2b8:10:fffe:3171:9805:7024:4bb1 2001:2b8:10:1:208:dcff:fe57:5761 ICMPvE 82 Echo (ping) reply id=@x
60.0018.. 2001:2b8:18:fffe:3171:9805:7024:4bb1 2001:2b8:10:1:2088:dcff:fe57:5761 ICMPvE 82 Echo (ping) reply id=8x
7 5.4691. 2001:2b8:10:fffe::2 2001:2b8:10:1:208:dcff:fe57:5761 ICMPv6E 86 Neighbor Solicitation f

Figure 12 Source - GUA, Destination - GUA
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